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1 DiskBoss Server Overview

DiskBoss Server is an automated, policy-based data management solution allowing one to
analyze disks, directories and network shares, classify and categorize files, search and cleanup
duplicate files, perform automated file management operations according to user-defined rules
and policies, synchronize disks, directories and network shares, compare directories and files,
perform bulk file delete and secure data wiping operations, detect unauthorized changes in
files and directories, etc.

% DiskBoss Client = m] X
File Command Tools Help
®Es B 3@ REE @0
B o A GBEREE E
Start Server  Network  Cennect Add Delete Reports Jobs Tasks Options Help
Status Value Command Last Start Data Status
= Commands 5 . .
= Reports 12 Analyze System Disk ?‘;f&‘f{ e 1}“;;2;"“ Completed
= Jobs 0 e g
= Tasks 7 r
= Running 1 Analyze Data Disks ?.;{&H%;zma 13?;2;"“ Completed
= Pending 1 wE >
' Completed 5 )
" Failed 0 Classify Data Disks ?‘;ﬁ:‘;%ﬂm ;;‘?;é;"“ Completed
Z . - 02/Aug/2018 37688 Files .
Disk Total Free Search Duplicate Files 19:23:50 £.60 GE Running
@ o 39.66 GB 22.30GB
@ EA 20,00 GB 16.96 GB i : 02/Aug/2018 .
© B\ 100TB 0,99 TE Sync Backup Disk 19:23:50 No Files Pending
@ o 10.03 GB 9.90 GB
@ s\ 10.00 GB 9.87 GB
@ T\ 9.97 GB 232MB
Date Time Message L
@ 02/Aug/2018 19:20.03 Stop Command: Classify Data Disks
@ 02/Aug/2018 19:20:38 Add Command: Search Duplicate Files
@ 02/Aug/2018 19:21:39 Add Command: Sync Backup Disk
@ 02/Aug/2018 19:23:50 Start Command: Search Duplicate Files
@ 02/Aug/2018 1%:23:50 Start Command: Sync Backup Disk
© 02/Aug/2018 1%:23:51 Stop Command: Sync Backup Disk
© 02/Aug/2018 19:24:06 Set Configuration (admin) G
@ Connected To: SRV2012

DiskBoss Server is a server-based product version, which runs in the background as a service
and is capable of performing all type of disk space analysis and file management operations in
a fully automatic and unattended mode according to a user-specified schedule. All disk space
analysis and file management operations are integrated into a centralized and easy-to-use GUI
application allowing one pre-configure analysis and file management operations as user-
defined commands and execute any required command in a single mouse click using the
DiskBoss client GUI application or the DiskBoss command line utility.

« Disk Space Analysis

« File Classification and Organizing

« Duplicate Files Search and Cleanup

e Bulk File Delete and Secure Data Wiping

« Automated, Policy-Based File Management
« Real-Time Disk Change Monitoring

e High-Speed File Synchronization

e Secure File Transfer Operations

*  File Integrity Monitoring

DiskBoss Server allows one to generate various types of pie charts and save HTML, PDF, Excel,
text, CSV and XML reports for all types of disk space analysis, file classification, duplicate files
search and file search operations. The user is provided with the ability to categorize and filter
analysis and file classification results and perform file management operations on categories of
files.
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IT administrators are provided with extensive SQL database integration capabilities allowing
one to submit disk space analysis, file classification, duplicate files search and disk change
monitoring reports into an SQL database. Reports from multiple servers and NAS storage
devices may be submitted to a centralized SQL database allowing one to display charts
showing the used disk space, file categories and duplicate files per user or per server and
providing an in-depth visibility into how the disk space is used, what types of files are stored
and how much space is wasted on duplicate files across the entire enterprise.

" DiskBoss Server Reports O X

=z Show All Reports + | | =] Filter Command » | |[Contains

Time Command Host Inputs Data Label

- 14:25:50  Analyze Storage Server  srv2008s “\erv2008s\.. 1623483 Files, 10543 GB  Disk Space Analysis

. 14:21:26  Classify Storage Server  srv2008s W\srv2008sh... 616481 Files, 58.03 GB File Classification
Duplicate Files - srv200.., srv2008s Wsrv2008sh,.. 72321 Files, 2.78 GB Duplicate Files |
Analyze SRV2012 srve012 (Disk Space Analysis 2
File Classification - srv2... srv2008s Hpertrepan = File Classification |
Search Recently Modifi.. repsrv Set Report Labet ... File Search

File Classification - srv2... srv2008s
File Classification - srvZ... srv2008s
Disk Space An o srw2008
13:4547  Disk Space Analy: st srv2012

File Classification

Refresh Report List 3iy
File Classification

BORCEIROPIEEES

Save Summary Report To b = HTML Format ...

View Top 100 Directories ... Excel Format ..

|
View Top 100 Files .. wl  PDFFormat . S
sa! Analyze =| Save Summary & Import U Export x| Del i v -
|

& Sendto DiskBoss Server ..,

B4  Export Reports ...

Import Reports ...
4 Export Data ..

Delete Reports

In addition to the DiskBoss GUI application, IT and storage administrators are provided with
the DiskBoss command line utility, which can be used to execute all types of analysis and file
management operations from batch files and shell scripts. The command line utility provides
an extensive set of command line options allowing one to execute various types of disk space
analysis, file synchronization, data migration and bulk file delete operations pre-configured for
user-custom needs and hardware configurations.

8 Command Prompt - o x

DiskBoss Server can be controlled locally or through the network using the DiskBoss client GUI
application or the command line utility. DiskBoss Server provides the ability to pre-configure
various types of disk space analysis and/or policy-based file management operations, schedule
periodic jobs, save analysis reports into a number of different formats, export analysis results
to an SQL database, periodically synchronize disks, directories and network shares and
monitor critical disks and directories for unauthorized changes.
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1.1 Disk Space Usage Analysis

DiskBoss provides advanced disk space usage analysis capabilities allowing one to analyze one
or more local disks, network shares or NAS storage devices and easily identify directories and
files holding significant amounts of the disk space, generate various types of pie charts and
save disk space analysis reports.

. Disk Space Analysis O *
& > [ e, ' | ==t | I R
S5 & D R 4 @ 8 O
Search Classify Copy Move Delete Up Charts Top 100 Save Actions
MName Files Space Space (%) Iz
1 Win5xS 67103 6.83 GB F sie7% |
[ System32 16033 2,90 GB 2194 %
1 SysWowsd 5628 1.14GB 2.60 %
] Microsoft.MET 1768 536.43 MB 3.96 %
|1 assembly 363 40033 MB 2.96 %
1 SoftwareDistribution 15644 346.24 MB 2.56 %
[ SystemApps 2536 191.29 MB 1.41%
3 IME 33 165.04 MB 1.22%
| Panther 141 133.25 MB 1,00 %
|1 Speech 30 102.85 MB 0.76 %
] servicing 6842 93.58 MB 0.69 % v
|z2] Cateqgarize By Extension - File Categories | 100% |
{#] DLLFiles 18857 7.92 GB 59.89 % A
2693 983.03 MB
1595 454,38 MB 3.36 %
159 260.19 MB 1.92%
__-;? CAT Files 13930 244,67 MB 1.81% W
@ 123192 Files, 13.22 GB ChAWindows

The user is provided with the ability to browse files and directories sorted by the used disk
space, categorize and filter analysis results by the file extension, file type, file size, creation,
modification and last access date, user name, etc. and easily identify disk space usage
hotspots. In addition, DiskBoss allows one to perform file management operations on analysis
results, generate pie charts and export disk space usage reports into a number of standard
formats such as HTML, PDF, Excel, XML, CSV and ASCII text.

2 Disk Space Usage Per Directory ? %

Disk Space Per Directory - C:\Windows

[ 70668 - 46.27% - WinSxs

[F] 32068 - 21.01% - System32

[ 13368 -869% - Infusedapps

[ 11468 - 7.50% - SysWOws4
536.69MB - 3.44% - Microsoft.NET

l:l 437.498MB - 2.80 % - SoftwareDistribution

|| 399.53MB - 2.56% - assembly

[] 191.23M8 - 1.229% - SystemApps

[] 165.04MB - 1.06 % - IME

[] 852.53MB - 5.46% - Other (73)

; Date: 27-Mar-2018 | Time: 11:12:37 | Host: Windows10-64 | Title: Disk Space Analysis Report

¥ Copy To Clipboard &= Print | | Options | Disk Space Usage Per Directory ~ |PieChart Close

Finally, IT and storage administrators are provided with extensive SQL database integration
capabilities allowing one to submit disk space analysis reports from a number of servers and
NAS storage devices to a centralized SQL database and perform advanced disk space usage
history trend analysis operations, analyze disk space usage per server and/or per user.
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1.2 File Classification and Categorization

DiskBoss is capable of scanning disks, network shares and NAS storage devices and classifying
files using a number of different types of file classification plug-ins. DiskBoss automatically
recognizes more than 3,500 types of files and allows one to browse the categorized file
hierarchy, generate various type of pie charts, save file classification reports, perform file
management operations on categories of files and physically reorganize files according to
user-defined rules and policies.

 File Classification Results - Default File Classification Plugin m} X
L & e > mlal & H
E3 &) o 24 o & It B
Search Analyze Copy Move Delete up Charts Top Files Save Export Info

MName Files Space Space (%)

1 Programs, Extensions and Script Files 23267 943 GB 67.52

1 Windows Files 43836 1.85 GB 3.25

1 Miscellaneous Files 40491 1.63 GB 1.81

) Archive, Backup and Disk Image Files 2540 286,23 MB 2,00 %

1 Unknown Files 5321 260.52 MB .82 %

1 Internet Files 4709 153.9% ME .08 %

) Game Files 18 118.05 MB 0.83 %

) Development Files 1099 103.72 MB 0.73 %

) Images, Pictures and Graphic Files 5129 55.44 MB 0.39 %

) Documents, Books and Help Files G860 35.46 MB 0.25 %

1 Movies, Clips and Video Files 144 33.95 MB 0.24 %

1 Music and Audio Files 7 13.21 MB 0.02 %

) Temporary Files 3 304.63 KB <0.01%

|ez| Categorize By Extension | ——— File Categories | —_— 100%

| DLL Files 16292 8.26 GB 58.16 % ~
EXE Files 2845 1.15GB 8.25 %
55 Files 1599 453.12 MB 3.18 %

,__'| DAT Files 364 282,96 MB .98 %

| ] MUIFiles 10821 259.06 MB .81 %

=4 CAT Files 13934 244,76 MB 71% v

@ 127526 Files, 13.96 GB Default File Classification Plugin

The user is provided with the ability to categorize and filter file classification results allowing
one to precisely focus on specific types of files or file groups. In addition, DiskBoss allows one
to generate pie charts and export file classification results into a number of standard formats
such as HTML, PDF, Excel, XML, text and CSV.

[ Disk Space Usage Per Category

Disk Space Per Category - Default File Classification Plugin

EI 16.99GB - 356.79 % - Archive, Backup and Disk I...

E 16.34GB - 35.45% - Programs, Extensions and S...

[F] 27368 -6.23% - Images, Pictures and Graph. ..

I:l 263GB - 587 % - Documents, Books and Help ...
17768 - 3.95% - Miscellaneous Files

|:| 1.50GB - 3.36 % - Windows Files

I._I 1.45GB - 3.23% - Development Files

[l 13568 - 3.02% - UnknownFiles

D 391.47MB - 0.85% - InternetFiles

[ 118.51M8 - 0.28% - Other (4)

VDaLe: 09-Mar-2018 | Time: 16:49:10 | Host: win10 | Tithe: FM’e Classification Report

| Copy To Clipboard | | & Print | | Options | Disk Space Usage Per Categary «||PieChart | | Close

DiskBoss provides a number of file classification plugins allowing one to classify files by the file
type, extension, user name, file size, last access, modification and creation times, etc. In
addition, IT and storage administrators are provided with the ability to design custom file
classification plugins using an open and easy-to-use XML-based format. Finally, DiskBoss
provides the ability to submit file classification reports from multiple servers and NAS storage
devices to a centralized SQL database allowing one perform history trend analysis operations,
analyze disk space usage trends per server and per user.
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1.3 Duplicate Files Search and Cleanup

DiskBoss includes a built-in duplicate files finder, which provides a large number of advanced
features and capabilities allowing one to search and cleanup duplicate files in servers, NAS
storage devices and enterprise storage systems. The DiskBoss duplicate files finder allows one
to search duplicate files, generate various types of pie charts, save reports, delete duplicate
files, replace duplicate files with links and move compressed duplicate files to another location.

% Duplicate Files O X
i o, i | | == ] [THIETE]
& 2 D QO e 8
Search Select Actions Execute | Charts Save Export Info
QOriginal File Action Dup Files File Size Disk Space L.

[ F\SQL 2000\en_sql_2000a_std.iso & ShorteutTo: .. 2 440.34 MB 880.67 MB
[ F\msdev_2005\VS20sp1-KB926601-X86-E... Shortcut To: .., 2 431.67 MB 863.35MB
[ F\xpsp2\WindowsXP-KB835935-5P2-ENU.... [¥] Delete 2 266.01 MB 532.01MB
[@1 Fiwirtualbox\VirtualBox-4.2.24-92730-Win.... *] Hard Link To... 3 45,88 MB 237.63MB
[ F\ddk\win2kddk.exe i Compress 2 85.71 MB 131,43 MB
[ FAmsdev_2005\VS80sp1-KB932232-K86-E.. &} Compress 2 28.52 MB 57.34MB
[ FAOffice200T\Word WWhosetup.dil [¥] Delete 5 6.23 MB 3117 MB
[ F\jalbum'JAlbum-install_6.3.exe [¥] Delete 2 10.25 MB 20.51 MB
[ F\Office2007\Qutlook. WWAOWOWEIWW... € Shortcut To: .. 5 3.96 MB 19,79 MB
[ FAmailbackup\MailStoreHomeSetup-4.1.0... € Shortcut To: .. 2 9,10 MB 18.20 MB
| [n_EdacrarsadiariSann 5 Sharteut Tne 3 2 57 MR 17132 -
|22| Categorize By Extension - ! File Categories | = | 100%
[85] EXE Files 44 1.91GB 66.73 % A
|__] ISO Files 2 880.67 MB 30.11%

|%] DLL Files 26 37.13 MB 1,27 %

|| CAB Files 7 19.79 MB 0.68 %

= ZIP Files 4 18.25 MB 0.62 % w
@ Duplicates: 553 Files, 1.49 GB Selected: 26 Files, 1.42 GB Displayed: 285 Sets, 838 Files, 2.86 GB

The user is provided with the ability to categorize and filter duplicate files by the file type,
extension, category, file size, user name, creation, modification and last access date, etc.
allowing one to precisely focus on specific types of duplicate files or groups of duplicate files.
Moreover, DiskBoss allows one to generate pie charts and save reports to a number of
standard formats including HTML, PDF, Excel, XML, text and CSV.

% Duplicate Disk Space Per File Extension ? X
Duplicate Disk Space Per File Extension
E 1.891GB - 66.73% - EXEFiles
E 830.67MB - 30.11% - ISOFiles
I:‘ 37.13MB - L.37% - DLLFiles
D 19.79MB - 0.68% - CABFiles
18.25MB - 0.62% - ZIPFiles

D 5.94MB - 0.20% - MSIFiles
[] 274MB - 0.09% - DASFiles
[] L17M8 - 0.04% - CFiles
I:‘ 1.08 MB - 0.04% - BMP Files
] s.38M8 - 0.22% - Other (53)

i-Date: 09-Mar-2018 | Time: 16:55:53 | Host: win10 | Title: Dﬁﬂlcate Files Report.

# Copy To Clipboard = Print Options | |Duplicate Disk Space Per File Extension » | FieChat = Close

IT and storage administrators are provided with policy-based duplicate files search and
removal capabilities allowing one to define automatic duplicate files search and cleanup
policies, which can be executed in a fully automatic mode using DiskBoss Server or the
command line utility. Finally, enterprise customers are provided with the ability to submit
reports from multiple servers and NAS storage devices to a centralized SQL database allowing
one to analyze duplicate files per server and per user across the entire enterprise.

10
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1.4 Analyzing Files in Servers and NAS Storage Devices

DiskBoss allows one to analyze disk space, classify files, detect duplicate files and search files
in all network shares of one or more servers or NAS storage devices. In order to analyze one
or more servers, open an analysis operation dialog, press the 'Add' button located on the right
side of the list of analysis locations, select the 'Servers or NAS Devices' mode and enter one or
more host names or IP addresses separated by the semicolon (;) character.

®, Enter One or More Host Names or IP Addresses ? X

Host Names or IP Addresses: | SRV2012;5RV2008R2

Metwork Shares Scan Mode: | Show Regular Network Shares -

Ok Cancel

DiskBoss will scan the network and show a list of network shares detected in the specified
servers and NAS storage devices allowing one to select one or more network shares that
should be processed. In order to be able to use this feature, the user needs to have
permissions to access network shares.

#, Select Network Shares ? x
10 Network Shares Selected
MNetwork Share Comment Total Space Used Space FreeSpace

YWsrv2012\backup Backup Disk 20.00 GB 3.03GB 16.96 GB
Yisrv20124data Data Disk 1.00TE 7.52GB 0.93TB
Wisrv2012voutput Output Data 10.03 GB 2841 MB 9.94 GB

Wsrv201 2isource Source Disk 10.00 GB 127.81 MB 9.87GB
Ysrv2012\target Target Disk 9.97GB 8210 MB 988 GB
Ysrv2008r2\backup Backup Disk 80.00 GB 69.29 GB 10.71 GB
\isrv2008r2\data Data Disk 19.99 GB 12,78 GB 7.22GB
YWsrv2008rd\output Output Disk 10.03 GB 79.42 MB 9.95GB
Wsrv2008r2\source Source Disk 10.00 GB 118.83 MB 9.88GB
Ysrv2008r2\target Target Disk 9.97GB 79.10 MB 9.85 GB

1 Select Al Unselect All Metwork Search Log .. Ok Cancel

The network shares scanning operation may be performed multiple times for different servers
and NAS storage devices and an unlimited number of network shares from different servers
may be added to the analysis operation. During runtime, DiskBoss will process all the specified
network shares in parallel using all CPUs and/or CPU-cores available in the host computer
DiskBoss is running on.

., Analyze Disk Space Usage 7 x

10 Directories Selected For Analysis

Analyze Disks, Directories and Metwork Shares ~| | oh |
Wisrv2012\backup
‘“Werv201 2 data

Wsrv2012\output
Yisrv201 2\source
Wisrv201 2\ target vl

iy Iy iy

| start Options Cancel

11
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1.5 Analyzing All Servers and NAS Devices on the Network

Another option is to analyze, classify or search files in all servers and/or NAS storage devices
on the network. In order to analyze all servers on the network, press the 'Network' button
located on the main toolbar, select one or more network servers or NAS storage devices, press
the right mouse button and select the 'Analyze Disk Space' menu item.

% Network Servers and MAS Storage Devices d A

14 Network Servers or NAS Storage Devices, 51 Selected Shares

Server Comment Shares Selected  Total Used Free Free (%) il

© srv2008s SRV2008 Storage Server 8 2 417 7B 180,30 GB 3997TB

© flexms VirtualBox Server ] B 3237TB 14178 1.82TB

@ srv2008 SRV2008 64-Bit Server B ] 209578 73.48 GB 2837TB 98 %

© repsry Report Server 3 3 1.22TB 49.23 GB 1.177TB 96 %

© datasrv Data Server 4 4 1.22TB 92,89 GB 1.137TB 93 %

@ srv212 SRV2012 64-Bit Server 5 5 5 h il 2

© fiexcore W7 B1-Bit Dev Machine 4 i EE LR e B[ 50%

© testsry Test Server 2 2 Analyze Disk Space ... B 95 %

© websrv WEBSRY 2 2 a e [% B

© stsrv Setup Server 2 2 Shesiy Fiee o B

© srv2003 SRV2003 Test Server 4 4 Search Duplicates ... B 100 %

© flermob WT 64-Bit Test Machine 3 2 B 48 %

@ srvZk3xbd NA 2 2 Select Netwark Shares B 89 % v
Unselect Metwork Shares 3

£ - | [ - i ey i |

= Searcﬁ filyes CIasmﬁ' | Dupl@bes Select All Network Shares LTIose
Unselect All Network Shares
View Metwork Search Log ...

DiskBoss will scan the network and show a list of network servers and NAS storage devices
detected on the network. Select one or more servers or NAS storage devices to analyze, press
the right mouse button and select the 'Analyze Disk Space' menu item.

/. Analyze Disk Space Usage ? pd

64 Directories Selected For Analysis

Analyze Disks, Directories and Network Shares adl M |

1 herv2012hdata
1 Wlexmshdata |
1 “\isrv2008\test :
(1 \\srv2008\data —
1 \isrv2008\zip w | =]

| start Options Cancel

DiskBoss will scan the selected servers and show a list of network shares detected in the
servers and NAS storage devices allowing one to select one or more network shares that
should be processed. During runtime, DiskBoss will process the selected network shares in
parallel using all CPUs available in the host computer DiskBoss is running on. In order to be
able to use this feature, the user needs to have permissions to access network shares.

12
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1.6 Batch Analysis and File Search Operations

DiskBoss Server and DiskBoss Enterprise provide the ability to execute disk space analysis, file
search, file classification and duplicate files search operations on hundreds of network servers
and NAS storage devices and generate an individual report for each analyzed server or NAS
storage device.

% MNetwork Servers and MAS Storage Devices T X

18 Network Servers or NAS Storage Devices, 64 Selected Shares

Server Cormment Shares Selected  Total Uzed Free Free (%) "
© srv2008s SRV2008 Storage Server 8 2 417TB 180,30 GB 3.99TB 96 %
© flexms VirtualBox Server ] ] 3.23TB 12778 197TB 61°%
@ srv2008 SRW2008 64-Bit Server 6 & 2.95TB 73.48 GB 2.887TB 98 %
© repsrv Report Server 3 3 1.22TB 48,23 GB 1.177TB 96 %
@ datasrv Data Server 4 4 1.22°TB 92.89 GB 1.13TB 93 %
& sre2012 SRVW2012 64-Bit Server 5 5 - e
@ flexcore W7 64-Bit Dev Machine 4 3 Anahzeliekanace .. 50 %
© websrv WEBSRY 2 2 Search Duplicates ... 95 %
© stsre Setup Server 2 2 e 95 %
© testsrv Test Server 2 2 £ ChaiyHits, 95 %
© flexmob W7 64-Bit Test Machine 3 2 Search Files ... 8 %
© srv2008r2 SRV2008 R2 5 5 37 %
© srv2kssi SRV2Kas| 1 1 [ Execute Batch Command ... % v

— ! ' ) 1 Select Network Shares ; !
M mnalyze | | “% Duplicates # Classify | | % Search ig Close
. - — ' Unselect Network Shares = -

Select All Metwork Shares
Unselect All Network Shares

| Add Network Servers ...
Load Metwork Servers ...

Remove Metwork Server

View Network Search Log ..

In the simplest case, press the 'Network' button located on the main toolbar, search all
network servers and NAS storage devices on the network, select one or more servers to be
analyzed, press the right mouse button and select the 'Execute Batch Command' menu item.

% Select Commands To Execute T >

Cermnmand Name
® Disk Space Analysis
# File Classification
[ Search Duplicate Files
, Search Recently Modified Documents
®. Users Analysis

1

Save Individual Report For Each Metwork Server O start Cancel
|| Save Individual Report For Each Network Server

a | or Ead

DiskBoss will show a list of pre-configured disk space analysis, file search, file classification
and duplicate files search commands allowing one to select one or more commands to be
executed on all selected servers and NAS storage devices. For each analyzed server or
network share, DiskBoss will save an individual disk space analysis or file search report
according to the selected analysis and file search commands.

13
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1.7 Graphical PDF Summary Reports

DiskBoss Server allows one to perform multiple types of disk space analysis, file classification
and duplicate files search operations on a number of servers and NAS storage devices, submit
all analysis reports to a centralized reports database and then generate summary reports
containing various types of pie charts and history line charts for all analyzed servers and NAS
storage devices in a single graphical PDF report file.

% DiskBoss Server Reports O x
=:| Show All Reports | | |%] Filter Command | (Contains g . .U‘
Date Time Command Host Inputs Data Label
& 2018/03/20 14:25:50  Analyze Storage Server  srv2008s Wsrv2008s\.. 1623483 Files, 10543 GB  Disk Space Analysis
= 2018/03/20 14:21:26  Classify Storage Server  srv2008s Wsrv2008s\... 616481 Files, 58.03 GB File Classification
%o 2018/03/20 14:12:21  Duplicate Files - srv200... srv2008s \srv2008s\... 72321 Files, 2.78 GB Duplicate Files
& 2018/03/20  13:57:57  Analyze SRV2012 srv2012 A Openk ; Disk Space Analysis
= 2018/03/20 135730 File Classification - srv2... srv2008s H Ppoifcpad .. File Classification
£, 2018/03/20 13:56:57  Search Recently Modifi.. repsrv Set Report Labet ... File Search
= 2018/03/20 134752  File Classification - srv2... srv2008s Refresh Report List File Classification
= 2018/03/20 134742 File Classification - srv2... srv2008s File Classification
-
-

2018/03/20 13:46:22  Disk Space Analysis - sr.. srv2008

Shes Repor T =
2018/03/30 134547 Disk Space Analysis - sr.. srv2012 e A e = M Format..,

=] View Top 100 Directories .., Excel Farmat ..

] i 5| View Top 100 Files .. iu - PDFFormat .. %
2! Analyze [* save summary | | &) Import | | [ Export x| Del g

& Send to DiskBoss Server ..,

[ Export Reports ...
Import Reports ...

B ExportData...

%! Delete Reports

In order to generate a summary PDF report file, connect to the DiskBoss server using the
client GUI application, perform one or more analysis, file classification or duplicate files search
operations, press the 'Reports' button located on the main toolbar, select a number of disk
space analysis, file classification or duplicate files search reports, press the 'Summary' button,
select types of charts to include in the summary report and press the 'Save' button.

¥ Save Summary Report ? X

Select Summary Report Charts

Chart Name Chart Type .

Disk Space Per File Extension Pie Chart
File Count Per File Extension Pie Chart
¢ Disk Space Per File Category Pie Chart
¢ File Count Per File Category Pie Chart
~ Disk Space Per Creation Year Pie Chart
File Count Per Creation Year Pie Chart
Disk Space Per Modification Year Pie Chart
~ File Count Per Modification Year Pie Chart v

~ Select Al Unselect All | Line Charts For Last: |30 Days = H Save Cancel

For each disk space analysis, file classification and/or duplicate files search report, DiskBoss
Server may generate pie charts showing the disk space usage per file extension, the number
of files per file extension, the disk space usage per file category and the number of files per
file category. In addition, if analysis generated reports were configured to process and show
files user names, the summary PDF report will include pie charts showing the disk space usage
per user and the number of files per user.

Every disk space analysis, file classification or duplicate files search report generated by
DiskBoss includes the creation date, last modification date and last access date for all analyzed
files making it possible to generate history disk space usage line charts showing how much
disk space and how many files were created, last modified or last accessed during the last X
days according to the time period specified on the summary report charts dialog.

14
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1.8 Analyzing Disk Space Usage Per Directory

DiskBoss Server and DiskBoss Enterprise allow one to save disk space usage reports from
multiple servers, desktop and/or laptop computers to a centralized reports database and then
analyze disk space usage per directory across the entire enterprise.

[ DiskBoss Server Reports O X
|2:] Show All Repaorts + | | [¢ Filter Command  « | |Containg  + | = E|
Date Time Command Host Inputs Data Label
. 2018/03/20 14:25:50  Analyze Storage Server  srv2008s Wsrv2008sh... 1625483 Files, 10543 GB  Disk Space Analysis
# 2018/03/20 14:21:26  Classify Storage Server  srv2008s \isrv2008s\... 616421 Files, 53.03 GB File Classification
&5 2018/03/20 14:12:21  Duplicate Files - srv200... srv2008s Ysrv2008s\... 72321 Files, 2.78 GB Duplicate Files
® 2018/03/20 1357:57  Analyze SRV2012 srv2012 Werv20124b.., 38142 Files, 10.17 GB Disk Space Analysis
& 2018/03/20 13:57:30  File Classification - srvd... srv2008s Wherv2008sh... 1328080 Files, 18.87 GB  File Classification
&, 2018/03/20 13:56:57  Search Recently Modifi... repsrv Yirepsrvire., 174 Files, 179.54 MB File Search
& 2018/03/20 134752 File Classification - srvd... srv2008s Whsrv2008sh... 72321 Files, 2.78 GB File Classification
& 2018/03/20 134742 File Classification - srvd... srv2008s Yerv2008s... 31283 Files, 49.16 GB File Classification
. 2018/03/20 13:46:22  Disk Space Analysis - sr... srv2008 Ysrv2008\d... 68009 Files, 13.28 GB Disk Space Analysis
® 2018/03/20 13:45:47  Disk Space Analysis - sr... srv2012 Wierv20124hd... 21984 Files, 7.25 GB Disk Space Analysis
j;,:‘. Save Summary | O Impert . H Export . |5 Delete E-R-epor"i.:.s: 1.0 i ,Dlsplayed 10 . C.lose

— = Disk Space Usage Per Host ..,
Disk Space Usage Per User ...

[0

Viiew Top 100 Directories ... I%
Wiew Top 100 Files ...

In order to perform the directories analysis, analyze disk space usage in one or more servers
and/or NAS storage devices, open the 'Reports' dialog, press the 'Analyze' button and select
the 'View Top Directories' menu item.

2 Top Directories O *

Top 100 Directories by Disk Space

Directory User Marne File Count Disk Space Disk Space (%) ™
[ CG\Windows Trustedinstaller 584045 26.87 GB
3 C\Windows\Win5xS Trustedinstaller 113676 13,12 GB
1 CM\Program Files Trustedinstaller 11266 541 GB
[ CAWindows\System32 Trustedinstaller 23931 497 GB
[ G\Windowshservicing Trustedinstaller 439002 3.95GB
3 C\Windowshservicingh\LCU SYSTEM 415906 3.52 GB
|1 C:\Program Files\Microsoft Office Administrators 8032 116 GB
|1 C\Program Files\Microsoft Office\root Adrministrators 7989 313 GB 8.91%
[ ChlUsers SYSTEM 14135 2.25GB 6.38 %
[ C\Users\alex-s SYSTEM 14110 2.25GB .38 %
[ ChUsers\alex-s\AppData alex-s 14036 224 GB
| ChUsers\alex-s\AppData'Local alex-s 13350 1.95 GB 5.51 % v

ﬂ Export = View Top 100 Directories Close
=] View Top 100 Directories
=] View Top 200 Directories

= &)

|I=] View Top 1000 Directories

The directories analysis dialog displays a list of top X directories sorted by the used disk space
and shows the host name, user name, the used disk space and the number of files for each
directory allowing one to easily see who is using most of the disk space and where these files
are located on the network. In addition, the directories analysis dialog provides the ability to
display the list of top directories into a number of standard formats.
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1.9 Analyzing Disk Space Usage Per Server

DiskBoss Server and DiskBoss Enterprise provide the ability to automatically detect all servers
and NAS storage devices on the network, analyze hundreds of servers and/or NAS storage
devices via the network, submit analysis reports to a centralized report database and display
charts showing the used disk space, file categories and the number of duplicate files per
server or NAS storage device across the entire enterprise.

# DiskBoss Server Reports O x

28] Show All Reports + | | =] Filter Command + Contains = | | 1| i ik:”

Date Time Command Host Inputs Data Label "

= 2018/03/20 18:50:06  Disk Space Analysis - d... datasrv “\datasrv\s., 722 Files, 460.72 MB Disk Space Analysis

# 2018/03/20 14:2%50  Analyze Storage Server  srv2008s Visrv2008sh... 1623483 Files, 10543 GB  Disk Space Analysis

& 2018/03/20 14:21:26  Classify Storage Server  srv2008s \ierv2008s\... 616487 Files, 58.03 GB File Classification

5 2018/03/20 14:12:21  Duplicate Files - srv200... srv2008s Wisrv2008s\... 72321 Files, 2.78 GB Duplicate Files

# 2018/03/20 13:37:57  Analyze SRV2012 srv2012 Vierv2012\b... 38148 Files, 10.17 GB Disk Space Analysis

& 2018/03/20 13:57:30  File Classification - srv2... srv2008s Werv2008sh... 1328080 Files, 18.87 GB File Classification

£, 2018/03/20 13:56:57  Search Recently Modifi... repsrv Yrepsrvire., 174 Files, 179.54 MB File Search

& 2018/03/20 13:47:52  File Classification - srv2.., srv2008s \erv2008sh... 72321 Files, 2,78 GB File Classification

& 2018/03/20 13:4T:42  File Classification - srv2... srv2008s Yerv2008sh... 31285 Files, 49.16 GB File Classification

= 2018/03/20 13:46:22  Disk Space Analysis - sr.. srv2008 Yisrv2008\d... 68009 Files, 13.28 GB Disk Space Analysis

# 2018/03/20 13:4%:47  Disk Space Analysis - sr... srv2012 Visrv20124d... 21984 Files, 7.23 GB Disk Space Analysis v
_;,_:-I Save Summary | | &) Import | H Export | |[x] Delete | E-R.epor"t.s: 24 Eb‘isﬁia‘yea:. .2.4 ; Close

— = Disk Space Usage Per Host .., I%
& Disk Space Usage Per User ...

=1 View Top 100 Directories ...
[E]  View Top 100 Files ...

In order to analyze disk space usage per server, perform one or more disk space analysis, file
classification and/or duplicate files search operations on multiple servers and/or NAS storage
devices, open the 'Reports' dialog, press the 'Analyze' button and select the 'Analyze Disk
Space Usage Per Host' menu item. DiskBoss will analyze all reports saved in the reports
database and display the hosts analysis dialog showing the disk space usage per host.

% Disk Space Analysis - Disk Space Per Host m} x
1 Hosts
Disk Space Analysis - Disk Space Per Host 2012
srv2008
|5 1054368 - 7173 % - srva008s srv2008s
datasrv
B 174268 - 11.85% - srv2012 sty
[l 132868 - 9.03% - srv2o08 ;Eh”"
srv
[ 77868 - 530% - datasv srv2003
| 1.28GB - 0.87% - testsrv
] 97478 M8 - 0.65% - starv
[7] 763.38M8 - 0.51% - nebsry Show Pie Chart -
[] 112.82M8 - 0.07% - srv2003 e — =
< 1| Edit Chart Options ...
# Copy To Clipboard ...
£ Print Chart Image ...
Date: 20/Mar /2018 | Time: 18:51:08 | Disk Space Analysis - Disk Space Per Host -
- - Save PDF Repart ..,

* Disk Space Analysis | | All Disks and Directories | |AII Report Labels dase

The hosts analysis dialog provides the ability to display pie charts and bars charts showing the
disk space usage, file categories, the number of duplicate files and the amount of duplicate
disk space per host according to analysis reports saved in the reports database. The user is
provided with the ability to select types of disk analysis operations, file categories and file
system locations to analyze, edit the chart header and footer, copy the chart image to the
clipboard and export graphical PDF reports including pie charts.
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1.10 Analyzing Disk Space Usage Per User

DiskBoss Server and DiskBoss Enterprise provide the ability to automatically detect all servers
and NAS storage devices on the network, analyze hundreds of servers and/or NAS storage
devices via the network, submit analysis reports to a centralized report database and display
charts showing the used disk space, file categories and the number of duplicate files per user
across the entire enterprise.

% DiskBoss Server Reports O *
[ |2:] Show All Reports = | | [€] Filter Command ~ Contains =
Date Time Command Host Inputs Data Label il

# 2018/03/20 18:50:06 Disk Space Analysis - d... datasrv \\datasrv\s... 722 Files, 460.72 MB Disk Space Analysis

. 2018/03/20 14:25:50  Analyze Storage Server  srv2008s \isrw2008s\... 1623483 Files, 10543 GB  Disk Space Analysis

& 2018/03/20 14:21:26  Classify Storage Server  srv2008s \\srw2008s\... 616481 Files, 58.03 GB File Classification

sn 2018/03/20 141221 Duplicate Files - srv200.. srv2008s \isrw2008s\... 72321 Files, 2.78 GB Duplicate Files

# 2018/03/20 13:57:57  Analyze SRV2012 srv2012 Visrw2012\b... 38148 Files, 10.17 GB Disk Space Analysis

& 2018/03/20 1%:57:30  File Classification - srvZ... srv2008s Wsrv2008s\... 1328020 Files, 18.87 GB File Classification

& 2018/03/20 13:56:57  Search Recently Madifi... repsrv Virepsrvtre... 174 Files, 179.54 MB File Search

& 2018/03/20 13:47:52  File Classification - srvi... srv2008s Wsrw2008s\... 72321 Files, 2.78 GB File Classification

& 2018/03/20 13:4T:42  File Classification - srvZ... srv2008s \isrw2008s\... 31285 Files, 49.16 GB File Classification

. 2018/03/20 13:46:22  Disk Space Analysis - sr.., srv2008 \isrw2008\d... 68006 Files, 13.28 GB Disk Space Analysis

® 2018/03/20 134347  Disk Space Analysis - sr., srv2012 \isrw20124yd... 21984 Files, 7.25 GB Disk Space Analysis w
0¥l save summary | | &) Import | | [ Export | | [%] Delete |Reports: 24 fDispIayed: 24 Close |

T = Disk Space Usage Per Host ..,
&, Disk Space Usage Per User .., k‘

=1 View Top 100 Directories ...
[E]  View Top 100 Files ...

In order to analyze disk space usage per user, perform one or more disk space analysis, file
classification and/or duplicate files search operations on multiple servers and/or NAS storage
devices, open the 'Reports' dialog, press the 'Analyze' button and select the 'Analyze Disk
Space Usage Per User' menu item. DiskBoss will analyze all reports saved in the reports
database and display the users analysis dialog showing the disk space usage per user.

% Disk Space Analysis - Disk Space Per User [m] X
- — Users fad
Disk Space Analysis - Disk Space Per User A
alexs
[] 111868 - 31.09% - Administrators ehahy
y-d
10.86G8 - 30.20% - joyd denisj v
[ 60668 - 1587% - alex< Hosts ~
[ 24568 -681% - leonk srv2012
& srv2008
15668 - 434% - irenah iy

[ 14368 -399% - viadb

[] 13568 -376% - toms
[] 10668 -295% - denis HETRREE =

Show Disk Space -

1:1] Edit Chart Options ...

1% Copy To Clipboard ...

& Print Chart Image ...
| Date: 22/Mar /2018 | Time: 14:37:25 | Disk Space Analysis - Disk Space Per Ussr

¥ save PDF Report ...

. Disk Space Analysis v | |AllDisks and Directories | [ [ANReport Labels | [ cese

The users analysis dialog provides the ability to display pie charts and bars charts showing the
disk space usage, file categories, the number of duplicate files and the amount of duplicate
disk space per user according to analysis reports saved in the reports database. The user is
provided with the ability to select types of disk analysis operations, file categories and file
system locations to analyze, edit the chart header and footer, copy the chart image to the
clipboard and export graphical PDF reports including pie charts.

IMPORTANT: In order to be able to display the disk space usage per user, all disk space
analysis, file classification and duplicate files search operations should be configured to
process and display files user names.
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1.11 Rule-Based File Search

DiskBoss provides powerful and flexible file search capabilities allowing one to search files
using multiple file search criteria including the file name, file extension, file type, file size, last
access, modification and creation dates, text or binary patterns, file attributes, user name,
JPEG EXIF tags, etc. The user is provided with the ability to define composite file search
command using multiple types of search rules combined with the AND/OR logical operators.

&, Search Files ? XK

4 Directories Selected For Search

& Category ~ |Related To - |Images,Picb.|res and Graphic Files |
File Size ~ | | More Than - |1[J 12 |MBytes - | | =

) Last Modified ~  Mare Than - |3 :| Years || =
Search Disks, Directories and Metwork Shares

[y 1,

= Ky

Ly

M

& Search Options | Match Al Rules » Cancel

One of the most powerful capabilities of DiskBoss is the integration of the rule-based search
features in almost all types of analysis and file management operations. For example, disk
space analysis, duplicate files detection, file classification, file copy and file delete operations
may be performed on files matching one or more user-specified rules and policies.

# File Search O x
| == i e N 5 e
View Fesume Fause Stop Chartz Copy Move Delete Save Export Cloze
MName Directory Size Created Modified fal
Defendericon.png C:\Program Files\Windows Defender 739 Bytes 29-5ep-2017 15:41:19  29-5ep-2017 15:41:19
|| DMR_120,pg C:\Program Files\Windows Media... 251 KB 20-5ep-2017 16:41:48  28-5ep-2017 17:45:00
_:' DMR_120.png C:\Program Files\Windows Media... 11.12KB 20-5ep-2017 16:41:48  28-Sep-2017 17:49:00
|| DMR_42.jpg C:\Program Files\Windows Media... 1.19KB 29-5ep-2017 16:41:48  28-5ep-2017 17:46:00
/&l DMR_48.png C:\Program Files\Windows Media... 3.37KB 29-5ep-2017 16:41:48  28-5ep-2017 17:48:00
| wmpnss_color!20,jpg C:\Program Files\Windows Media... 4.63 KB 20-5ep-2017 16:41:48  28-5ep-2017 17:40:00
| wmpnss_color120.png  C:\Program Files\Windows Media ... 15.66 KB 20-5ep-2017 16:41:48  28-Sep-2017 17:49:00
& wmpnss_color3Z.bmp C\Program Files\Windows Media... 403KB 29-5ep-2017 16:41:48  28-5ep-2017 17:45:00
& wmpnss_color32jpg CA\Program Files\Windows Media... 1.82KB 29-5ep-2017 16:41:48  28-5ep-2017 17:45:00
il wmpnss_colordd.bmp C:\Program Files\Windows Media... 9.05KB 20-5ep-2017 16:41:48  28-Sep-2017 17:40:00
il wmpnss_colord2jpg C:\Program Files\Windows Media... 2.27KB 29-5ep-2017 16:41:48  28-5ep-2017 17:49:00
/& wmpnss_colord2.png C:A\Program Files\Windows Media... 4.30KB 29-5ep-2017 16:41:48  28-5ep-2017 17:48:00
|| add_reviewer.gif C:\Program Files (x86)\Adobe\Acr., 1.31KE 17-Mar-201501:34:12  17-Mar-2015 01:34:12
| bl.gif C:\Program Files (x26]\Adobe\Acr... 83 Bytes 17-Mar-2015 01:34:10  17-Mar-201501:34:10
|22] Cateqgorize By Extension - | = | File Categories = 100% |
|| PNG Files 26.38 MB 5305 81.02 %
|| GIF Files 1245 MB 530 8.40 %
W] JPG Files 33.37 MB 392 5.99 %
£ | SVG Files 1.24 MB 173 2.67 %
|| 1O Files 158 MB 72 1.10 %
|&] BMP Files 521.53K8B 4 0.66 % "
1 crnci 13 pawn o Ainar
@ Completed Total: 149412 Files, 16.43 GB Results: 6548 Files, 210,43 MB Displayed: 6548 Files, 210,49 MB

Users are provided with the ability to display file search results, save HTML, Excel, PDF, XML,
text and CSV reports and perform file management operations on file search results. In
addition, DiskBoss allows one to send e-mail notifications and/or execute custom actions when
a search operation reaches a user-specified humber of search results. Finally, IT and storage
administrators are provided with advanced SQL database integration capabilities allowing one
to submit file search reports into a centralized SQL database.
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1.12 High-Speed File Synchronization

DiskBoss provides advanced file synchronization capabilities allowing one to synchronize files
between disk, directories, network shares and NAS storage devices. The DiskBoss’ built-in file
synchronization engine offers a number of one-way and two-way file synchronization modes,
the ability to synchronize specific types of files, file compression capabilities and advanced
performance tuning options.

% File Synchronization Options ? #

= Eu General File Synic Mode: <5 Two-Way File Synchronization -
W Synchronize Destination Directory

i o | Advanced »

(. 4
.-rk_r | il ) Two-Way File Synchronization
E Dir Scan Mode: 2% Two-Way Accumulation and Update
7} Compress & Sync Destination Directory
1 Compress & Update Destination Directory
y

4} Compress & Accumulate Files in Destination

Perfarmance Maode: E» Update Destination Directory
5 Accumulate and Update Files in Destination

Dir Scan Threads:

k|

== | Options File Sync Threads: 4 i

ok Cancel

By default, file synchronization commands are executed in the preview mode, which provides
the user with the ability to review and manually confirm each specific file synchronization
action. Once a file sync command is tested and verified, the user can configure the command
to run in a fully automatic, unattended stream file synchronization mode. The stream file
synchronization mode performs all file synchronization actions on-the-fly, without showing the
preview dialog and therefore it is much faster and optimized to synchronize huge file systems
containing millions of files.

& File Synchronization Options ? >
E General Sync File Attributes
Sync User/Group Security Descriptor

] Sync Discretionary Access Control List (DACL)
= Sync System Access Control List (SACL)

2 ouies Enable Bit-Level File Synchronization
L [] Preserve Files Last Access Timestamps
B Exclude [] Preserve Directories Timestamps

[] Disable Buffering For Large Files

E Misc [] Enable File Write Through
Werify Files After Copy

Ok Cancel

Frequently used file synchronization operations may be pre-configured as user-defined file
synchronization commands, optimized for custom hardware and storage configurations and
executed in a single mouse click. In addition, the DiskBoss command line utility may be used
to execute DiskBoss file synchronization commands from shell scripts and batch files. Finally,
DiskBoss Server allows one to schedule periodic file sync operations or trigger file sync
operations in real-time after a user-specified number of file system changes.
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1.13 Secure File Synchronization

DiskBoss Server provides secure file synchronization operations allowing one to synchronize
files between servers without using network shares while encrypting transferred files using the
AES-256 encryption algorithm. The user is provided with multiple one-way and two-way file
synchronization modes, flexible performance optimization options, file matching rules allowing
one to synchronize specific types of files or file groups, exclude directories and advanced file
synchronization options.

&% Secure File Synchronization E X

:: General :| Advanced % Rulez || Exdude Misc | Options

Source Directory: |f: \webserver |

Destination Directory; |2: \webseryer

DiskBoss Server Host: |5F‘.'u'2l315 Port: ISDQ4 = -

DiskBoss Server User: |admin

DiskBoss Password: seene |
[ save Cancel

Secure file synchronization operations can be performed via the network between two or more
DiskBoss Servers without using any network shares. In order to perform a secure file
synchronization operation, the user needs to configure a secure file sync command on the
source server and specify a source directory, the host name or an IP address of the
destination server and a destination directory on the destination server. DiskBoss Server or
DiskBoss Enterprise should be running on the destination server and secure file transfers
should be enabled on the 'Options' dialog.

28 Secure File Synchronization E i

<] Advanced ¥ Rules |Y] Exdude Misc | Options

1o General

Sync File Attributes

Sync File Timestamps

Compress Transferred Data Blocks
Encrypt Transferred Data Blocks
Verify Transferred Data Blocks

Cancel

E;ﬂ Save

In order to enable encryption and/or compression of transferred files, open the secure file sync
command dialog, select the 'Options' tab and enable all the required file transfer options.
When the user enables encryption of transferred files, DiskBoss dynamically generates a
random encryption key for each transferred file and encrypts each transferred data block using
the AES-256 encryption algorithm. When the user enables verification of copied files, DiskBoss
verifies all transferred data blocks using the SHA256 data signature algorithm.
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1.14 Secure File Copy Operations

DiskBoss Server provides secure file copy operations allowing one to copy files from one
server to another without using network shares while encrypting transferred data blocks using
the AES-256 encryption algorithm. The user is provided with the ability to encrypt and/or
compress transferred data blocks, transfer selected types of files or categories of files, exclude
specific directories from the file copy operation and tune the performance of the file copy
process for user-specific needs and hardware configurations.

#* Secure File Copy ? >
{ General [Z] Advanced % Rules  |%] Exdude 4] Options
DiskBoss Server Host: |5R'I.-'2IZI12R2 | Port: {8094 |2
| SR )
DiskBoss Server User: |admin |

DiskBoss Passward: I |

Destination Directory: |T:'|I |

[ save Cance|

In order to perform a secure file copy operation, the user needs to install DiskBoss Server or
DiskBoss Enterprise on both the source and destination servers. For each secure file copy
operation, the user can specify an unlimited number of source directories or files, the host
name or an IP address of the destination DiskBoss Server and a directory on the destination
server to copy files to.

% Secure File Copy ? x

=i General | |2l Advanced % Rules |¥] Exdude 1 Options

Show Copy Progress

Copy File Attributes

Copy File Timestamps

Compress Transferred Data Blocks
Encrypt Transferred Data Blocks
Verify Transferred Data Blocks

[ save Cancel

In order to enable encryption and/or compression of transferred data blocks for a secure file
copy operation, open the secure file copy command dialog, select the 'Options' tab and enable
all the required file transfer options. When the user enables the AES-256 encryption algorithm,
DiskBoss dynamically generates a random encryption key for each transferred file. When the
user enables the verification of copied files, DiskBoss verifies all transferred data blocks using
the SHA256 data signature algorithm.
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1.15 File Copy and Data Migration Operations

DiskBoss provides a large number of advanced file copy and data migration capabilities
allowing one to copy vast numbers of files fast, efficiently and reliably. DiskBoss allows one to
copy files including access control lists (ACLs), security attributes, user/group ownership
information, timestamps and file attributes. In addition, the user is provided with the ability to
copy files to a number of destination disks, directories or network shares allowing one to easily
distribute files to a large number of servers or virtual machines through the network.

=% File Copy Options ? x
i =] General File Overwrite Mode: Always Overwrite Existing Files -
| = ] Advanced

File Copy Mode: Fault-Tolerant File Copy Mode -
F Rules
— Verification Mode: Compare SHA-256 Signature -
Exclude
:=| Options Performance Mode: Full Speed -
| =al Misc File Copy Threads: 4 =
Ck Cancel

Users are provided with a large number of flexible file copy performance optimization options
and fault tolerance capabilities allowing one to copy data at various speeds, recover failed file
copy operations and minimize the potential impact on running production systems. The
DiskBoss file copy engine is especially optimized for modern hardware platforms and is
capable of copying file using multiple parallel file copy threads effectively utilizing powerful
RAID controllers, multi-CPU/multi-core servers and Gigabit Ethernet networks.

% File Copy Options 7 *

Show Copy Progress
General Copy File Attributes

Copy File Timestamps
L)
Advanced Copy User/Group Security Descriptor

;' Bilis Copy Discretionary Access Control List (DACL)
L Copy Systemn Access Control List (SACL)
|:_\ Ecclude [] Disable Buffering For Large Files

L

[] Enable File Write Through
E Options Verify Files After Copy

Ok Cancel

One of the most powerful capabilities of the DiskBoss file copy engine is the integration with
file matching rules allowing one to copy specific types of files by the file name, type, size,
location, creation, last modification or last access dates, file attributes, user name, etc. For
example, the user is provided with the ability to copy a category of files with the file size
larger that a specific value that were last modified during a specific period of time.

In addition, DiskBoss Server provides the user with the ability to perform file copy operations
periodically at specific time intervals or trigger pre-configured file copy commands when a
user-specified number of changes are detected in a disk or directory. Finally, IT and storage
administrators are provided with the DiskBoss command line utility, which is capable of
executing pre-configured file copy commands from shell scripts and batch files and allowing

one to integrate the DiskBoss file copy and data migration capabilities into 3rd party products
and custom solutions.
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1.16 File Delete and Data Wiping Operations

DiskBoss provides bulk file delete and secure data wiping operations allowing one to effectively
delete huge numbers of files, securely wipe confidential information, schedule periodic file
delete operations and perform policy-based file delete operations according to user-specified
rules while saving file delete logs or exporting lists of deleted files to an SQL database.

2% File Delete Options ? x
i 5| General Wipe Data From Disk: DOD 5220.22-M Algorithm (7 passes)  +
o | Advanced
Save Delete Log Files: Excel C5V Log Files -
.
/1 Rules
= Log Files Mode: Individual Log File for Each Operation -
Exclude
Log Files History: |Keep Last 10 Log Files :
Log Files Directaory: |D: \delete_logs |
Ok Cancel

Users required to securely wipe confidential information are provided with a large number of
different data wiping algorithms ranging from a simple, single-pass wipe to a powerful 7-pass,
DOD 5220.22-M compliant data wiping algorithm. In addition, DiskBoss provides the ability to
apply different types of delete operations for different types of files. For example, all types of
documents and image files may be securely wiped while all other types of files just deleted.

£% File Delete Options ? o

Delete Files Matching Criteria

=4 & Categorized As - Documents, Books and Help Files
* | Advanced &) Files Created More Than 5 Years Ago
&) Files Accessed Mere Than 3 Days Ago
.F'-‘f? Rules

Exclude

o 5 Add |z Edit Delete Match All Rules -

Ok Cancel

IT and storage administrators are provided with the ability to implement fully automated file
retention policies using rule-based periodic file delete operations preconfigured to delete files
based on file creation, last modification and/or last access dates. Finally, DiskBoss Server can
be used to automatically enforce PCI and HIPPA compliance policies and perform file
management operations on specific types of files and directories matching user-specified rules.
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1.17 Files and Directories Compare Operations

DiskBoss provides the ability compare directories and detect changes in the directory
structure, file contents, file size, file attributes, file ownership, creation and last modification
dates. The user is provided with the ability to detect all changes between two directories and
save reports into a number of various report formats including HTML, PDF, text, CSV and XML.

&= Cormpare Directories Opticns

] Advanced % Rules (%] Exdude [ Actions

11 General

Check Directory Structure
Check Extra Directories

Check Extra Files

Check File Size

Check File Owner

Check File Contents

Check File Attributes

Check File Creaticn Date

Check File Modification Date
Check Directories Creation Date

Ok Cancel

In addition, DiskBoss allows one to select which types of changes to detect, compare specific
types of files using flexible file matching rules, exclude special subdirectories from the
directories comparison process, customize various performance optimization options and
export detected changes to an SQL database.

2 File System Changes

12 Changes Detected

Description

Directory Last Modification Date is Diff...
Extra File in Destinaticn Directory

File Last Modification Date iz Different:...
File Last Modification Date is Different:...
File Size 15 Different: Source 33701, Des...
Directory Last Modification Date is Diff...
File Last Modification Date is Different:...
File Contents is Different

Directory Last Modification Date is Diff...
Destination File Does Mot Exist

Extra File in Destinaticn Directory
Destination File Does Mot Exist

Mame

Zhwebhgraphicsilogo

Zhwebhgraphicsilogotlogo_200x30 - Copy.cdr
Zhwebhhtmbdiskbosshabout.php
Zhweb\htmbdiskboss\disk_space_analyzer.php
Zhwebihtmbdiskboss\disk_space_analyzer.php
Zhwebhhtmidiskboss\screenshots
Zhweb\htmbdiskboss\server_api.php
Zhweb\htmb\diskboss\server_api.php
Zhwebhhtmdiskboss\graphics\downloads
Zhweb\htmldiskboss\screenshots'\diskboss_delete_input file_lists.jpg
Zhwebhhtmldiskboss\screenshots\disboss_file_sync_dialeg - Copy.jpg
Zhweb\htmdiskboss\graphics\downloads\Backup_of_downloads.cdr

Details

[ save

Close

IT professionals and storage administrators are provided with the ability to schedule periodic
execution of directory comparison operations and configure conditional actions allowing one to
automatically save various types of reports, send E-Mail notifications and/or execute file
synchronization or custom file management operations when a directory comparison operation
detects a user-specified number of changes.

24



DiskBoss Server Manual Flexense Ltd.

1.18 Rule-Based File Management Operations

DiskBoss Server provides the ability to automatically organize and manage files according to
user-specified rules and policies. DiskBoss allows one to configure one or more conditional file
management operations such as the file copy, move, delete, link, compress or a user-custom
command and execute these file management operations on files matching user-specified
rules based on the file name, extension, type, category, size, user name, creation, last access
or last modification date, text or binary patterns, etc.

# Manage Old Files ? X

Configure One or More File Organizing Commands ...

Command Mame Conditions  Action

&) Move and Link Old Doc... 3 Move and Link To: of\backupholdidocuments

5% Move Old Archives 3 Maove To: of\backup\oldiarchives

oi Compress Old Images 2 Compress
1

B Delete Temp Files Delete

o1 Add Edit Delete i:| Advanced Options ... [ save Cancel

For each file organizing command, the user is provided with the ability to specify a number of
disks, directories and network shares to process, configure an unlimited number of conditional
file management actions with each one performing a specific file management operation on
files matching one or more user-specified rules. During runtime, DiskBoss will scan the
specified disks, directories and network shares, evaluate all files using the user-specified rules
and execute configured actions on files matching the rules.

% File Organize Dialog - Move and Link Old Documents ? *

Move and Link 0ld Documents

Q Move and Link To » | |obackup'old\documents Options

Execute Action For Files Matching Criteria 0 Add

& Categorized As - Documnents, Books and Help Files
& Files Modified More Than 3 Years Ago
&) Files Accessed More Than 2 Years Ago

Delete

And -

[ save Cancel

By default, DiskBoss organizes files with a preview display allowing one to review and
manually confirm each specific file organizing action before execution. Once a file organizing
operation is fully tested and verified, the file organizing command may be configured to be
executed without the preview display in a fully automatic mode. In addition to the ability to
execute file organizing operations manually, DiskBoss Server provides the ability to schedule
periodic file organizing operations and/or real-time file organizing operations triggered
automatically after each X disk changes according to user-specific needs and requirements.
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1.19 Real-Time Disk Change Monitor

DiskBoss Server includes a real-time disk change monitor capable of detecting newly created,
modified and deleted files. The real-time disk change monitor provides the user with the ability
to monitor one or more disks or directories, detect all changes made in the monitored file
systems, send E-Mail notifications, save HTML, PDF, Excel, XML, text and CSV reports, export
disk changes to an SQL database, automatically trigger DiskBoss file management operations
and/or execute user-custom commands or batch files.

# Disk Change Manitar ? >

i General % Rules (¥ Exdude | [I] Actions

Disk Monitor Options A

Maonitor All Subdirectories

Meonitor File Marme Changes

Manitor File Size Changes

Manitor File Write Changes

Monitor File Access Changes

Monitor File Creation Changes

Monitor File Security Changes o

| start Cancel

The real-time disk change monitor allows one to monitor specific types of files or file groups
using flexible file matching rules. In addition, the user is provided with the ability to execute
pre-configured file management commands as actions triggered by a disk change monitoring
operation. For example, a user-defined file synchronization command may be automatically
triggered after each X changes in a disk or directory effectively providing real-time file
synchronization capabilities.

£ Monitor System Disk O X
W U e
ELSE Stop Reset | Charts Rate Save Export Hide
Date Time Type Size Owner MName o
20/Mar/2018  16:3%:42 Modified T0.50 KB Administrators  C\Users\alex-s\AppData\Local\Microsoft\Win...
@ 20/Mar/2013  16:39:42 Created 0 Bytes Adrninistrators  C\Users\alex-s\AppDatat\Local\Microsoft\Win...
20/Mar/2018  16:3%:42 Medified 0 Bytes Administrators  Ch\Users\alex-s\AppData\Local\Microsoft\Win...
@ 20/Mar/2018  16:3%:42 Created 42 Bytes Administrators  C\Users\alex-s\AppData\Local\Microsoft\Win...
20/Mar/2018  16:3%:42 Medified 0 Bytes Adrinistrators  C\Users\alex-s\AppDatat\Local\Microsoft\Win...
@ 20/Mar/2013  16:39:42 Created 43 Bytes Adrninistrators  C\Users\alex-s\AppDatat\Local\Microsoft\Win...
20/Mar/2018  16:3%:42 Medified 0 Bytes Administrators  Ch\Users\alex-s\AppData\Local\Microsoft\Win...
20/Mar/2018  16:30:42 Modified 0 Bytes --- Ci\Users\alex-s\AppDatatLocal\Microsoft\Win...
20/Mar/2018  16:3%:42 Medified 43 Bytes Adrninistrators  C\Users\alex-s\AppDatat\Local\Microsoft\Win...
@ 20/Mar/2013  16:39:42 Created 43 Bytes Adrninistrators  C\Users\alex-s\AppDatat\Local\Microsoft\Win...
20/Mar/2018  16:3%:42 Medified 0 Bytes Administrators  Ch\Users\alex-s\AppData\Local\Microsoft\Win...
& 20/Mar/2018  16:39:42 Deleted 0 Bytes --- C\Users\alex-s\AppDatatLocal\Microsoft\Win...
20/Mar/2018  1:39:42 Medified 0 Bytes Administrators  C\Users\alex-s\AppData\Local\Microsofti\Win...
o Categorize By Change Type - | : If@l_e_(;gh_e_glo_l:iss_ | | 100%
Meodified Files 26.16 MB 1056 76.47 %
) Created Files 2,01 MB 229 16.58 %
@ Deleted Files 0 Bytes 70 5.07 %
€9 Renarned Files 5.02 MB 26 1.88 %
@ Changes: 1381 Change Rate: 534 CH/Min Actions: 0-0-0 Operation Successfully Completed

Finally, IT and storage administrators are provided with the ability to trigger file integrity
monitoring operations based on real-time disk activities, automatically validate authenticity of
critical system files, prevent malicious software from making any changes in the operating
system files and ensure security of critical production servers.
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1.20 File Integrity Monitor

DiskBoss Servers provide a file integrity monitor allowing one to save digital signatures of
critical system files and then periodically monitor the integrity of critical system files, detect
unauthorized changes, save HTML, PDF, text, Excel CSV and XML reports and send E-Mail
notifications.

* File Integrity Monitoring Qgtions ? >

& General {5 Advanced | & Rules | Exdude [I] Actions

File Integrity Monitoring Options
Menitor File Contents Signature
Monitor File Creation Date
Monitor File Last Moedification Date
Monitor File Attributes
Monitor File Owner
Monitor File Size
Monitor Mew Files

[ save Canicel

The user is provided with the ability to specify one or more disks or directories to be
monitored, select which types of files should be monitored, types of changes that should be
detected and optionally save reports, send E-Mail notifications or execute custom commands
when a user-specified number of changes is detected.

2 File Integrity Monitoring Options [4 >

J__-E-‘\ Gereral |3 Advanced % Rules (Y] Exdude [[] Actions

File Integrity Monitoring Actions

Send Error to System Event Log: Unauthorized Changes Detected
Send HTML Metification To: diskboss@yourcompany.com
Save PDF Report To: d:\fim_reports

5 Add Edit Delete Enable Al | | Disable Al

3 save Cancel

In addition to the file integrity monitoring capabilities available in the DiskBoss GUI
application, DiskBoss provides a command line utility allowing one to verify the integrity of
critical system files, save reports and send E-Mail notifications from shell scripts and batch
files. Finally, DiskBoss Server, which runs in the background as a service, allows one to
periodically monitor the integrity of system files in critical servers and NAS storage devices.
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1.21 Bulk File Attribute Changer

DiskBoss includes a bulk file attribute changer allowing one to process one or more disks or
directories and change file attributes, creation dates, last modification dates and last access
dates. The bulk file attributes changes provides a large number of advanced options allowing
one to process specific types of files, perform multiple operations during a single scan through
the file system, exclude directories from the scanning process, etc.

% Change File Attributes ? g

T set = Resst [#] Date & Rules [%] Exdude |2 Advanced

Set selected atiributes for all processed files in all directories and subdirectories:

Read-Only Hidden System [ archive
[] Encrypted [] compressed ] Mormal [] offine
|:| Reparse-Point |:| Sparse-File |:| Temporary |:| Directory

& start Cancel

DiskBoss allows one to change file attributes and/or file timestamps for files matching user-
specified rules. For example, the user is provided with the ability to change file attributes for
all types of images with the file size more than X MB. Multiple different types of file matching
rules may be used to precisely select files to be processed.

5 Change File Attributes 7 x
Set = Reset [ Date % Rules (%] Exdude [ Advanced
Process Files Matching Criteria 00 Add
& Categorized As - Images, Pictures and Graphic Files e
Files With Size More Than 10 MBytes i
) Files Modified During This Month
And -

[ start Cancel

The bulk file attribute changer is optimized for modern multi-core and multi-CPU servers and
can scan directories and process files using a number of CPU or CPU cores according to user-
specific needs and requirements. In addition, the user is provided with advanced parallel
directory scanning capabilities allowing one to process files and change file attributes and/or
file timestamps for millions of files very effectively.
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1.22 Periodic Analysis and File Management Operations

DiskBoss provides the ability to execute disk space analysis and file management operations
periodically at specific time intervals, weekly or monthly schedules, etc. The user is provided
with the ability to define an unlimited number of periodic jobs with each one configured to
execute one or more disk space analysis or file management commands.

7 Weekly Analysis Job ? pt

Setup Periodic Job Triggers and Commands to Execute

Periodic Joh Triggers Ll
Every Sunday at: 03:00 =
Every Wednesday at: 05:00 Y

|

Commands Description oy
*  Analyze Users Data Disk Space Analysis Command ==
*  Analyze Storage Server Disk Space Analysis Command S5
= Classify Storage Server File Classification Command 21
¥ Search Duplicate Files Duplicate Files Search Command =
Execute Commands Sequentially Ej Save Cancel

Each periodic job can be started by multiple hourly, daily, weekly and/or monthly triggers with
different schedules for each trigger allowing one to execute disk space analysis and file
management operations at different times depending on the week day, month day, etc. In
addition, the user is provided with the ability to execute multiple disk space analysis and/or
file management operations in each periodic job.

& Periodic Jobs ? >
3 Active Periodic Jobs
Periodic Job Mame Triggers Commands  Last Start
Weekly Disk Space Analysis 3 3 2018/03/23 16:22:00
Weekly Backup Job 1 1 A
Daily Backup Job 1 1 MA
05 Add [t} Edit [x] Delete Enable All Disable Al Hide

By default, DiskBoss executes multiple commands specified in a periodic job sequentially one
after one. In some situations, when processing or analyzing files located on multiple physical
disks or multiple severs or NAS storage devices, it may be more effective to execute multiple
disk space analysis or file management operations in parallel.
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1.23 Disk Space Monitor

DiskBoss Server and DiskBoss Enterprise include a built-in disk space monitor allowing one to
monitor the free disk space in a number of disks, directories or network shares and provides
the ability to send E-Mail notifications including disk space analysis reports showing recently
created or modified files and/or execute custom actions when the amount of the free disk
space drops below or rises above a user-specified limit.

(%, DiskBoss Client B m} X
File Command Tools Help
& 8B E = BEBeE&E 8B 8
Start Add Delete Server Network Reports Jobs Tasks Connect SMART Options
Command Last Start Data Status
< . . 25/Mar/2018 148640 Files
Disk Space Analysis 111835 3080 GB Completed
. g 25/Mar/2018 123194 Files
File Classification 111857 5113 GB Completed
. . . 25/Mar/2018 50063 Files -
Search Duplicate Files 11:30:00 38.04 GB Running
> . 25/Mar/2018 70175 Files -
Disk Space Usage Per User 113432 1615 GB Running
Backup Data Disk MNA Mo Files Pending
i Delete Old Files NA Mo Files Idle
Date Time Message f Disk Space Monitor Total Free Status
@ 25/Mar/2018  11:2%:08 Disk Space Usage Per User - add comma... @ c\ 39.66 GB 23.59 GB Mormal
@ 25/Mar/2018  11:29:45 Delete Old Files - add command @ E\ 20.00 GB 16.96 GB MNormal
@ 25Mar/2018  11:30:00 Search Duplicate Files - Started @ R\ 1.00TE 09978 Mormal
© 25/Mar/2018  11:30:13 admin@srv2012 - Connected & 0 10.03 GB 1.26 MB Error
@ 25Mar/2018  11:34:30 Disk Space Usage Per User - update com... @ s\ 10.00 GB 9.87 GB Mormal
@ 25/Mar/2018 11:34:32 Disk Space Usage Per User - command r... @ TA 9.97 GB 483 GB Mormal
@ 25/Mar/2018  11:3432 Disk Space Usage Per User - Started v || © \\SRVZ008R2\backup 80.00 GB 10.71 GB Mormal
Connected To: srv2012 Mo Periodic Jobs 2 Running, 2 Completed, 1 Pending Tasks |

The disk space monitor is located in the bottom-right corner of the DiskBoss client GUI
application. By default, the disk space monitor shows the status of all local disks in the server.
For each disk, the disk space monitor shows the disk name, the total amount of the disk
space, the amount of the free disk space and the disk status according to the configuration of
the disk space monitor.

Disk Space Monitor  Total Free Status
oo Add Monitor ... [%
1 Edit Menitor ...
- 4 Move Monitor Up

w  Move Monitor Down

(%] Delete Monitor
Delete All Monitors

In order to add an additional disk or network share to the disk space monitor, press the right
mouse button over the disk space monitor pane, specify the name of a disk, directory or
network share to monitor and press the 'Ok’ button. In order to change the configuration of a
previously created disk space monitor, select the required disk item in the disk space monitor
pane, press the right mouse button and select the 'Edit Monitor' menu item.
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For each monitored disk, the disk space monitor allows one to control the disk space
monitoring frequency, the maximum number of monitoring errors and disk space monitoring
actions and/or E-Mail notifications. Sometimes, when monitoring the disk space usage in
remote servers or NAS storage devices via the network, a network server or NAS storage
device may be temporary offline due to unexpected connectivity or hardware problems. In this
case, the disk space monitor will mark such a disconnected device as 'Offline' and continue to
monitor the server according to the user-specified maximum number of errors. On the other
hand, if a network server or NAS device was permanently disconnected from the network, the
disk space monitor will disable monitoring of the disconnected server after the user-specified
number of monitoring errors.

% Disk Space Monitor T X

Disk, Share or Directory Mame: IDI't |

4

Monitor Disk Space Every: | 3 Seconds

Disable Monitor After: ! 3Errors

4r

| &1 Monitor Actions ... Ok Cancel

In order to automatically send an E-Mail notification and/or execute a custom action when the
amount of the free disk space drops below a user-specified limit, the user needs to configure
one or more disk space monitoring actions. Open the disk space monitor dialog, press the
'Monitor Actions' button, specify the minimum amount of the free disk space to trigger the
action, select the 'Send Notification' option, select an appropriate notification format and
specify an E-Mail address to send the notification to. In addition, in order to enable E-Mail
notifications, the user needs to open the main options dialog, select the 'E-Mail' tab and
configure an E-Mail server to use to send E-Mail notifications.

% Disk Space Monitor Action ? X

If Free Disk Space: 4 Drops Below = i 5 | |Percent =

Set Severity Level: & Severity Level: ERROR - IEerr Status String |

Send Motification: =] HTML E-Mail Motification To - !diskbu:uss @yourcompany.com I

Execute Command: “¥ Disk Space Analysis Command -

Repeat Action Every: I 12 = | |Hours -
Ok Cancel

In addition to E-Mail notifications, the user is provided with the ability to automatically analyze
files that were created or modified during the last 24 hours and send a disk space analysis
report showing recent changes in the monitored disk to the specified E-Mail address. If the
user selects the 'Default Disk Space Analysis Command' option, the disk space monitor will
automatically create a disk space analysis command configured to analyze all files that were
created or modified during the last 24 hours and send the disk space analysis results to the
specified E-Mail address. If the user selects the 'Custom Disk Space Analysis Command'
option, the disk space monitor will execute the user-configured disk space analysis command.
Finally, if the user selects the 'User Command, Script or Batch File' option, the disk space
monitor will execute the user-custom command, script or batch file.
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1.24 SQL Database Integration

DiskBoss Servers provide the ability to submit disk space analysis, file classification, duplicate
files, disk change monitoring and file search results into a centralized SQL database through
the ODBC interface.

."*ﬁ DiskBoss Options

| General

@ Shortcuts
LEJ Misc

i o W

Enable ODBC Interface

|~ Verify ... Clear

ODBEC Data Source: |MvSQL Server
User Name: |diskboss
Password: [TIITITL]

| save || cancel |

In order to connect DiskBoss to an SQL database, open the options dialog, select the
'Database’' tab and specify an ODBC data source, user name and password. Once finished

specifying the required

connection.

information, press the

'Verify' button to check the database

Format:

File Mame:

|z} Advan) =

# Save Disk Space Analysis Report

EH 5oL Database
[ HTML Summary
=l HTML Report
| POF Summary

| POF Report
*| Ewxcel Summary
Excel Report

=:| Text Summary
= Text Report
CSVY summary
1| C5V Report
XML Summary
¥ML Report
S0l Datahaze

DiskBoss Report

Disk space analysis, file classification, duplicate files detection, disk change monitoring and file
search results may be saved into an SQL database in a very similar way. Just press the 'Save'
button on the results dialog and select the 'SQL Database' report format.
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1.25 DiskBoss Server SDK and Programming API

DiskBoss Server provides a software development kit (SDK) and a C/C++ programming API
library allowing one to control a single DiskBoss Server on the same host where the client
application is running on or multiple DiskBoss servers running on a number of hosts connected
to the same local network.

Managing Multiple Storage Devices Using a Single DiskBoss Server

Client application and DiskBoss service are running on the same host

- Configure and Control DiskBoss Server
- Manage File Management Commands

- Control File Managements Operations
- Save Reports to Files or a Database

Client Application

DiskBoss Server API Library

3 Inter-Process t Communication i

DiskBoss Service

Z > Z S Z 3

Storage
Device X

Storage
Device 2

Storage
Device 1

In a single-host setup, the DiskBoss API library connects locally to the DiskBoss server, which
runs in the background as a service. The DiskBoss API library provides the user with the ability
to configure the server, setup user-defined file management commands, control file
management operations and save results to file reports or an SQL database.

Managing Multiple DiskBoss Servers Using a Single Client Application

Single application connects to multiple DiskBoss Servers through the network

- Configure one or more DiskBoss Servers
- Manage File Management Commands

- Control File Managements Operations

- Save Reports to Files or a Database

Client Application

DiskBoss Server API Library

A "~ [

Corporate Network

Y Y Y

DiskBoss DiskBoss DiskBoss
Server 1 Server 2 Server X

In a multi-host configuration, the DiskBoss API library connects to one or more DiskBoss
Servers through the network allowing one to configure, manage and control multiple DiskBoss
servers using a single client application. For more information about the DiskBoss Server
software development kit (SDK) and programming API refer to:

http://www.diskboss.com/documents/diskboss server api.pdf
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1.26 DiskBoss Server Product Versions

Feature Server Enterprise
Maximum Number of Files 100 M Unlimited
Maximum Storage Capacity 100 TB Unlimited
Maximum Number of Network Shares 100 Unlimited
Maximum Number of Parallel Tasks 100 Unlimited
Maximum Predefined Commands 100 Unlimited
Support for Unicode File Names Yes Yes
Support for Long File Names Yes Yes
File Classification Operations Yes Yes
Disk Space Analysis Operations Yes Yes
Duplicate Files Search and Cleanup Yes Yes
Recoverable File Copy Operations Yes Yes
File Synchronization Operations Yes Yes
Copy ACLs and Security Attributes Yes Yes
Compressed File Synchronization Yes Yes
DiskBoss Command Line Utility Yes Yes
Scheduled Periodic Operations Yes Yes
File Integrity Monitor Yes Yes
Real-Time Disk Change Monitor Yes Yes
Policy-Based File Management Yes Yes
Copy Files to Multiple Destinations Yes Yes
SQL Database Integration Yes Yes
Runs in the Background as a Service Yes Yes
Manageable Through the Network Yes Yes
DiskBoss Client GUI Application Yes Yes
Built-In Disk Space Monitor Yes Yes
Secure File Copy Operations Yes Yes
Secure File Sync Operations Yes Yes
Real-Time File Sync Operations Yes Yes
Programming API and SDK Yes Yes
Batch Analysis and Search Operations No Yes
Support For Multi-User Configurations No Yes
Web-Based Management Interface No Yes

2 12
License zg-Dsays Free Trial zo-DSac:/s Free Trial

* Product features, prices and license terms are subject to change without notice.
** A license allows one to use the product on a single physical or virtual host computer.
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1.27 Downloading DiskBoss Server

The DiskBoss Server free 30-days trial setup package can be downloaded from the product
web site. To be sure you have installed the latest product version, check here:

http://www.diskboss.com/downloads.html

1 DiskBoss - Data Management = X = + v = m} X

& = C @ B O B bipsydiskboss.com/downloads.html

£
@
I

[ Fuoxense |

DiskBoss

T el et
DATA MANAGEMENT

Downloads Purchase Support Help News

Download DiskBoss

Download
DiskBoss

Product Version Win 32-Bit Win 64-Bit
DiskBoss v13.1.58 7.91_ME E.17.ME Purchase |
Desktop GUI application Details Details DiskBoss

DiskBoss Pro v13.1.58
Desktop GUI application

T Bawnicad| 7.91MB
Details

j 8-17 MB
Details

2 product Versions

|z] Screenshots

e & @ & @

DiskBoss Ultimate v13.1.58 8.21 MB J 8.45MB

Desktop GUI and command line Details Details Ed Documents

DiskBoss Server v13.1.58 TT—W 8.49MB | Il S.81MB

Server-based product version Details = st Details
i i = - Disk Space Analysis

DiskBoss Enterprise v13.1.58 8.63MB A 8.94 MB : Lk

Server-based product version Details Details Duplicate Files Search

File Classification
Rule-Based File Search
Disk Change Monitor
File Synchronization
Data Migration

File Delete Operations
Command Line Utility,
Server-Based Version

* For more information about different product versions refer to the versions page.

== Support and product updates are provided during 1, 2, 5 or 7 years according to the
purchased product license.

=== product features, prices and license terms are subject to change without notice.

Supported Operating Systems:

1.28 Product Installation Procedure

DiskBoss Server is especially designed to be as simple as possible. The installation procedure
is very simple, requires no special knowledge and may be completed in less than 10 seconds.
There is no need for any additional software. Just download the DiskBoss Server installation
package, run the setup program and you are done.

#y DiskBoss Server 13.1.58 Setup =2 > #y DiskBoss Server 13.1.58 Setup. =
420 5| Welcome to the DiskBoss Server il Completing the DiskBoss Server
| 13-1.58 Setup Wizard S En | 13.1.58 Setup Wizard

This wizard will guide you through the installation of DiskBoss DiskBoss Server 13.1,58 has been installed on your
Server 13.1,58, computer,
Itis recommended that you dose all other applications Click Finish to dose this wizard.

before starting Setup. This will make it possible to update
relevant system files without having to reboot your

computer. [~ Run DiskBoss Server 13.1.58

Click Next to continue. [¥] Add DiskBoss Server Desktop Icon

DiskBoss Server 131,58 Release Notes

& 2007-2022 Flexense Ltd. @ 2007-2022 Flexense Ltd,

Next = | r-ﬁ.a_d( Cancel

On the ‘Welcome’ screen press the ‘Next’ button. Read the end-user license agreement and
press the ‘I Agree’ button if you accept the license terms or the ‘Cancel’ button to stop the
installation process. Select the destination directory, press the ‘Install’ button and wait for the
installation process to complete. That’s all you need to install DiskBoss on your computer.
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2 Disk Space Usage Analysis
2.1 Analyzing One or More Disks or Directories

In order to analyze one or more disks or directories, press the 'Add' button located on the
main toolbar, select the 'Disk Space Analysis Command' menu item, create a new disk space
analysis command and add one or more disks, directories or network shares to analyze.
DiskBoss will scan the selected disks and directories and display the analysis results dialog
showing disks, directories and files sorted by the amount of the used disk space.

® Analyze Disk Space Usage ? x

5 Directories Selected For Analysis

Analyze Disks, Directories and Metwork Shares

== Gy

[ LAY ’j|
B3 s\ —
BTN —
G 2\ =)

3 start | | Options | | Cancel

The disk space analysis results dialog allows one to browse analysis results, perform file
management operations, categorize and filter results, generate various types of charts, save
analysis reports into the HTML, PDF, Excel, XML, text and CSV formats, submit reports to an
SQL database, etc.

£ Disk Space Analysis O X
& — s —n | - | i e
A 2> R e 8 @
Search Classify |  Copy Move Delete Up Charts Top 100 | Sawve Actions
MName Files Space Space (%)
(1 Windows 131278 13.61 GB [T |
1 Program Files (x26) 3363 1.12 GB 6.81 %
L Users T D205 5
(] Program Files OpetDiedory.. 277 %
] ProgramData _| Open Directory in Explorer ... 1.61%
] temp 0.03 %
(1 Reports *  Classify Files ... L < 0.01%
(7 tests a R I'\\g <0.01%
(] sysgauge + Search Files ... Z0.01%
% Copy To Directory ...
{1] Categorize By Extension B S Movelid Diedony — 100% |
|%] DLL Files %! Compress and Copy To ... 54.56 % ~
[E] EXEFiles
NOEXT Files Compress and Move To ... 308 %
|%] SYS Files - 2.75 %
7] DAT Files [x]  Delete.. 75 % 5
@ 149430 Files, 16.45 GB A B#  Export To SOL Database ...

Copy Mames To Clipboard ...
Copy Details To Clipboard ...

View Report Details ...

|21 Properties ...

In order to perform an operation on one or more files or directories, select the required files
and press an appropriate button on the dialog’s toolbar. Alternatively, use the dialog’s context
menu, which provides access to additional options and features.
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2.2 File Categories and File Filters

The top view of the analysis results dialog shows directories and files sorted by the amount of
the used disk space and the bottom view shows the currently selected file categories, which
are allowing one to categorize and filter files and directories displayed in the top view.
DiskBoss provides the ability to categorize disk space analysis results by the file extension, file
type, file size, user name, creation, last modification and last access dates.

% Disk Space Analysis m} X

i ™ = T | =3 | i

A 2> >R e @ =
Search Classify |  Copy Mave Delete | Up | Charts Top 100 | Sawe Actions

Name Files Space Space (%) sl
3 WinSx5 70101 7.06 GB 51.80 %
(] System32 16932 295GB 21,64 %
[ SysWOwed 5650 1.14GB 8.39
(] Microsoft.NET 1769 536,69 ME 3.85
() SoftwareDistribution 22130 43772 MB 3.14
(] assembly 373 399.53 MB 2.86
() SystemApps 2536 191.26 MB .37
3 IME 33 165.04 ME .18
(1 Panther 141 135.28 MB .97
(] servicing 8483 120.28 MB 0.86
(] Speech 30 102.85 MB 0.74 ]
ECEtEgDI’iZEEyC[EEﬁBﬂYEﬂr - File Categories | == | 100% | |
' Created 2017 83785 7.90 GB 58,59 % -
¥ Crecied 208 _— T T
i Created 2015 Bl Viorther: T4 %
‘2 Created 2016 1 Export Reports.., 0.09 ™
& Created 2013 0.01 % w
© 131279Files, 136368 C\Windows B save Categories k

FH  Export To SOL Database ..
Copy To Clipboard
12| Apply Selected Filters ... Q

Clear Selected Filters

In order to change the file categorization mode, click on the 'Categories' combo box located in
the top-left corner of the categories view and select an appropriate file categories mode. In
order to apply one or more file categories as a filter, select the required file categories in the
bottom view, press the right mouse button and select the 'Apply Selected Filters' menu item.
DiskBoss will filter the disk space analysis results and display in the top view files matching
the selected file filters and directories containing these files.

% Disk Space Analysis O X

i ™ = n =, | 3 =

S 2 B DHh R 4 @ 8
Search Classify Copy Move Delete | Up Charts Top 100 Save Actions

Mame Files Space Space (%) "
3 Win5xS 13808 2.66 GB 48.53 %
[ System32 72 046,63 MB 16,87 %
1 SoftwareDistribution 22124 436.83 MB 7.78 %
3 SyswOowed 452 424,04 MB 7.56 %
[} assembly 345 392,64 MB 7.00 %
1 Microsoft.NET 143 236,12 MB 4.21%
] SystemApps 99 12850 MB 2,29 %
1 Panther 55 117.44 MB 2.08 %
] servicing 5679 71.06 MB 1.97 %
[} ShellExperiences T 37.68 MB 0.67 %
|1 containers 1 18.86 MB 0.34 % w
7 Categorize By Creation Year - — File Filter is Active — 100% %]
T Created 2017 83785 7.99 GB 58,53 % A
W Created 2018 47317 5.48 GB |
T Created 2015 104 143,71 MB 1.04 5
' Created 2016 43 1288 MB 0.08 %
T Created 2013 3 1.60 MB 0,019 v
) 47317 Files, 548 GB C:\Windows

With an active file filter, all operations such as browsing, file copy, move and delete, reports
generation, charts, etc. will be performed on filtered results only. In order to reset the
currently active file filter, press the right mouse button over the filters view and select the
'Clear Selected Filters' menu item.
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In addition to the built-in file filters, DiskBoss provides the ability to pre-configure one or more
custom file filters according to user-specific needs and requirements and then categorize and
filter the disk space analysis results using to the user-custom file filters. In order to add a
custom file filter, select the custom file filters view, press the right mouse button over the
filters view and select the 'Edit Custom Rules' menu item.

% Custorn Rules 7 e

Custom Rules

:z| Large Files Created More Than 3 Years Ago

:=| Large Files Last Accessed More Than 2 Years Ago

:=| Largelmages and Pictures Created During This Month
:=| Documnents Modified Today

o1 Add 22} Edit x| Delete ok Cancs]

In order to add a new custom file filter, press the 'Add' button, enter a unique filter name and
configure one or more file matching rules specifying which types or groups of files to display.
In order to edit a custom file filter, select the filter in the custom file filters dialog and press
the 'Edit' button.

[2] Edit Custem Rule - Large Images and Pictures Created During This Month ? *
1
& Categary »  Related To - |Images. Pictures and Graphic Files |
File Size w» | |More Than - | 10 :| MBytes »
&) Created w | | This Manth - |0 - | [Days w || =
Ok Match Al  « Cancel

Once finished configuring custom file filters, close the filters dialog and DiskBoss will
categorize the currently displayed disk space usage results and show the list of user-specified
custom file filters sorted by the amount of data and the number of files matching the specified
file filters. In order to filter the currently displayed disk space usage results by one or more
custom file filters, select the required custom file filters in the filters view, press the right
mouse button and select the 'Apply Selected Filters' menu item. DiskBoss will filter the disk
space analysis results according to the selected custom file filters and display the amount of
data and the number of files matching the selected file filters.
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2.3 Disk Space Usage Pie Charts

The DiskBoss disk space analyzer provides multiple types of statistical pie charts and timeline
charts capable of showing the amount of disk space usage and the number of files per
directory, file extension, file type, file size, file owner, creation, modification and last access
time. In order to open the charts dialog, press the 'Charts' button located on the main toolbar
and select an appropriate chart type.

. Dick Space Analysis O X
E ™ = T =, =1 7] R
S5 &8 D R 4| @ B B
Search Classi Copy Move Delete Up Charts Top 100 Save Actions
Name Files Disk Space Usage Per Directory ...
Windows 133496 % Disk Space Usage Per Category ...
Users 19891 | : =
i Space Usage Per :
Pragram Files 3776 L) Disk S I%
Pragram Files (x86) 4336 = Disk Space Usage Per File Size ...
g[r::JLgramData l‘ég'f Disk Space Usage Per Attributes ..,
HR-XML 1 & Disk Space Usage Per User Name ...
EXIF 20
temp 406 & Disk Space Usage Per Creation Time ...
M3 StorSimple 370 : < e =
Reports 17 & Disk Space Usage Per Modification Time ...
tests 142 ) Disk Space Usage Per Last Access Time ..,
sysgauge 1
——— [ Disk Space Usage Per Creation Date ...
|12! Categorize By Extension - = File Categori
- o — [ Disk Space Usage Per Modification Date ...
[Z] DLLFiles 23620
[#=] EXE Files 3357 ] Disk Space Usage Per Last Access Date ...
| NOEXT Files 16116
|_| WIM Files 12 ‘" Disk Space Usage Per Creation Year ...
|%] SYSFiles 1554 ~ : s
3 CAT Files T . Disk Space Usage Per Modificaticn Year ...
& w y
© 164483 Files, 20.20 GB cA .  Disk Space Usage Per Last Access Year ...
& Disk Space Usage Per Creation Houwr ..
) Disk Space Usage Per Modification Hour ...
& Disk Space Usage Per Last Access Hour ...

By default, the charts dialog shows the amount of disk space usage and the number of files for
the current file system location. For example, in order to open a chart showing the disk space
usage and the number of files per file category in the current directory, press the 'Charts'
button located on the main toolbar and select the 'Disk Space Usage Per Category' chart type.

% Disk Space Usage Per Directory (] x

Disk Space Per Directory - Disk C:\

[ 151068 - 7473% - Windows

[ 14568 - 7.18% - Users

[] 13768 -678% - ProgramFlles

[7] 13568 - 668% - Program Files (x88)
617.60M8 - 298% - SQL

D 307.37MB - 1.49% - ProgramData

| 1384MB - 0.07% - HRXML

[ 13.35M8 -0.06% - EXIF

7] 535M8 - 0.03% - temp

[] 6.4aMB - 0.03% - Other (4)

| Date: 21-Mar-2019 | Time: 11:57:22 | Host: Windows10-64 | Title: Disk Space Analysis Report

ﬂ Save £ Print ) Copy Options Disk Space Usage Per Directory ~ | [PieChart Close

In addition, the charts dialog provides the user with the ability to export the chart data to a
number of different formats and copy the displayed chart image to the clipboard allowing one
to easily integrate DiskBoss charts into user's documents and presentations. In order to
customize the chart's description, press the 'Options' button and specify a custom chart title,
host name, date or time.
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One of the most powerful features of the DiskBoss disk space analyzer is the ability to filter
disk space analysis results using one or more user-specified filters and then categorize filtered
results and display statistical pie charts. For example, in order to display a pie chart showing
the amount of disk space per file extension for files that were modified during the last two
years, set the file categorization mode to 'Categorize By Modification Year', select one or more
years to show the information for, press the right mouse button over the file filters view and
select the 'Apply Selected Filters' menu item.

% Disk Space Analysis O X
& § ™ =2 T oy - - 5
A 2 &+t h R 4 @€ B B8
Search Classify Copy Mave Delete Up Chart= Top 100 Save Actions
MName Files Space Space (%)
Windows 133496 1510 GB 4.75 %
Users 19354 1.44GB 7214
Program Files 3776 137 GB 6.78
Program Files (x86) 4386 135GB 6.68
SQL 1487 617.60 MB 2,95
ProgramData 420 307.37 MB 1.49
HR-XML 1 13.64 MB 0.07
EXIF 20 13.35 MB 0.06
temp 406 585 ME 0.03
M5 StorSimple 370 5.24 MB 0.03
Reports 17 115 ME < 0.01%
tests 142 42.2TKB <0.01%
sysgauge 1 715 Bytes < 0.01%
. Categorize By Modification Year = File Categories ‘ | 100% | >
T Last Modified 2018 120243 11.82 GB s | A
& Last Modified 2019 T T EaEmEs |
& Last Modified 2012 Export Reports .. 269 %
2 Last Modified 2017 ) 1.96 %
T Last Modified 2011 B Save Categories 4 15 %
¥ Last Modified 2015 0.95 % v
Export To SOL Database ...
© 164486 Files, 20.20 GB cA B SpothO Distess

Copy To Clipboard

[z Apply Selected Filters ... I%

Clear Selected Filters

DiskBoss will filter the disk space analysis results and display files that were modified during
the selected years. Now, press the 'Charts' button located on the main toolbar and select the
'Disk Space Usage Per Extension' menu item. DiskBoss will categorize the filtered disk space
analysis results and display a pie chart showing the amount of disk space usage per file
extension for files that were modified during the selected years.

%, Disk Space Usage Per File Extension ] x

Disk Space Per File Extension - Disk C:\

¥ 111068 - 54.91% - DLLFiles
¥ 15068 - 7.43% - EXEFiles
5] 811.84MB - 3.92% - NOEXTFiles
] 4s6.50M8 - 240% - WIMFiles
469.48MB - 227% - SYSFiles
[¥] 321.65M8 - 1.55% - CATFies
7] 310.83M8 - 1.50% - BINFiles
7] 298.75M8 - 1.44% - DATFiles

D 269.20MB - 1.30% - MUIFiles

[] 47068 - 23.25% - Other (1080)

Date: 21-Mar-2019 | Time: 11:57:22 | Host: Windows10-64 | Title: Disk Space Analysis Report

4 save | | & print | | Copy | | Options | |Disk Space Usage Per File Extension ~ | |Piechart Close

In a similar way, the user can filter disk space analysis results by file type, size, user name,
file attributes, creation, modification and last access dates and then display various types of
charts showing the disk space usage or the number of files according to user-specific needs.
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Another powerful capability is the ability to display the disk space usage timeline charts for all
or filtered disk space analysis results. In the simplest case, press the 'Charts' button located
on the main toolbar and select the 'Disk Space Usage Per Modification Year' menu item.

% Disk Space Analysis O s
£ M ==, & = [
IEENIEY- =
s & | L« O Ix @
earch Classify Copy Move Delete Up Charts Top 100 Save
M Filag Disk Space Usage Per Directory ...
Windows 133496 &  Disk Space Usage Per Category ...
E::;am Files ;fg‘ 1 Disk Space Usage Per Extension ...
Program Files (x26) 4396 Dizk Space Usage Per File Size ...
g?ol_gramData ﬁ? Disk Space Usage Per Attributes ...
HR-XML 1 &, Disk Space Usage Per User Name ...
EXIF 20
temp 406 & Disk Space Usage Per Creation Time ...
M5 StorSimple 370 p < e ;
Reports 7 & Disk Space Usage Per Modification Time ...
tests 142 & Disk Space Usage Per Last Access Time ...
sysgauge 3
NS Disk 5 U Per Creation Date ...
=1 Categorize By Extension - | File Categori & e B
== =5 e — [ Disk Space Usage Per Modification Date ...
|#] DLL Files 23620
[=| EXE Files 3357 %] Disk Space Usage Per Last Access Date ...
(28] MOEXT Files 16116
LJ WIM Files 12 2 Disk Space Usage Per Creation Year ...
|#] SYS Files 1584 & T B
=4 CAT Files 177111 . Disk 5pace Usage Per Modification Year ...
= fo i
© 164483 Files, 20,20 GB A . Disk Space Usage Per Last Access Year
& Disk Space Usage Per Creation Hour ...
& Disk Space Usage Per Modification Hour ...
&) Disk Space Usage Per Last Access Hour ...

DiskBoss will display a time line chart showing how much data was modified per year. In order
to display how many files were modified per year, set the chart mode to 'Number Of Files Per

Modification Year'.

[ Disk Space Usage Per Creation Year

Disk Space Usage Per Creation Year

2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019

Date; 21-Mar-2019 | Time: 10;04:39 | Host: Windows10-64 | Title: Disk Space Usage Per Creation Year

fﬂ Save

£ print

[ Copy

Options Disk Space Usage Per Creation Year

-

Close

In addition, the user is provided with the ability to display timeline charts for filtered disk
space analysis results. For example, in order to display how many documents were created
per year, set the file categorization mode to 'Categorize By File Type', select the 'Documents,
Books and Help Files' file category, press the right mouse button and select the 'Apply
Selected Filters' menu item. Now, press the 'Charts' button located on the main toolbar, and
select the 'Disk Space Usage Per Creation Year' menu item.
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2.4 File Management Operations

DiskBoss allows one to copy, move and delete files and directories displayed in the disk space
analysis results dialog. In order to perform a file operation on one or more files or directories,
select the required items in the directory view, press the right mouse button and select an
appropriate file management operation.

% Disk Space Analysis O *
& h (=1 o | 2 | 3 =
A 2T R e @ B o
Search Classify |  Copy Maove Delete | Up Charts Top 100 | Save Actions
Narne Files Space Space (%)
(1 Windows 131278 13.61 GB 82,72 %
|1 Program Files (x86) 3363 112 GB I 6.81 %
] Users - E 6.05 %
(] Program Files OpSnEitecloly... 2.77 %
] ProgramData | Open Directory in Explorer ., 161 %
] temp 0.03 %
(3 Reports #*  Classify Files ... <0.01%
(3 tests ) <0.01%
&
] sysgauge B oeachiles <0.01%
L% Copy To Directory ... I%
. Categorize By Creation Year 2l ——|° @ [Move doDiectalyc,. _— ¢ |
% Created 2017 i Compress and Copy To ... 49.83 Yo A
5. Created 2018 44,40 %=
T Created 2015 G Comprsand et 735 %
5. Created 2007 o 0.86 %
T Created 2010 Ll BEICte e 0.70 % v
© 149428 Files, 16.45 GB 2 B Export To SOL Database ...

Copy Marnes To Clipboard ...
Copy Details To Clipboard ...

View Report Details ...

#i|  Properties ...

For copy and move operations, enter the destination directory and optionally press the
'Advanced Options' button to open the file copy options dialog. The copy options dialog allows
one to control the file overwrite mode, file copy rules, performance tuning options and error
handling options.

£ Copy ? x

1 Directory Selected For Copy

Select Files and Directories to Copy
1 ChlUsers T

Destination: |F:\Backup | |_| [

7] Advanced Options ... 2 Copy Cancel

When copying files with an active file filter, DiskBoss automatically adds one or more file
matching rules to the 'Rules' tab ensuring that only filtered files are copied to the destination
directory. In order to delete one or more files or directories, select the required files or
directories in the analysis results view, press the right mouse button and select the 'Delete’
menu item.
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2.5 Classify Disk Space Analysis Results

DiskBoss provides the ability to classify and categorize disk space analysis results allowing one
to understand what types of files are stored in directories holding most of the used disk space.
In order to classify files in one or more directories displayed in the disk space analysis results
dialog, select the required directories in the directory view, press the right mouse button and
select the 'Classify Files' menu item.

% Disk Space Analysis m} X
i ™ e m | iy | |
A 2> >R e @ =
Search Classify |  Copy Mave Delete | Up | Charts Top 100 | Sawe Actions
Name Files Space Space (%)
(3 Windows 131278 13.61 GB 82.72%
(] Program Files (x86) 3363 1.12GB 6.81
I Users ] 6.05 %
(] Pregram Files fpen Bl b 2,97
() ProgramData 1 Open Directory in Explerer .. 161
] temp 0.03
() Reports # Classify Files... G <0.01%
() tests Py — I}s <0.01%
(] sysgauge % Search Files ... C001%
0%  Copy To Directory ...
1] Categorize By Extension jl — | MRt —
|%] DLL Files 5 Compressand Copy To ... 54.56 % ~
=| EXE Fil - 8.27 %
E:l NOE};TET:HES 21 Compress and Move To ... 508 Y
| SYS Files - 2.75 %
[ DAT Files (=)' Delete 1757 &
&) 148430 Files, 16.45 GB B B Export To SQL Database ...
Copy Names To Clipboard ...
Copy Details To Clipboard ...
View Report Details ...
EE]  Properties ...

On the file classification plug-ins dialog, select an appropriate file classification plug-in and
press the 'Classify' button. DiskBoss will classify files in the selected directories and display a
list of file categories sorted by the amount of the used disk space.

¥ File Classification - Default File Classification Plugin O X
& =t [P ) ==y 3 ] Bz
A & I+ 2R ¢ @ B 8 B
Search Analyze | Copy Move Delete | Up | Charts Top Files Save Export | Info
MName Files Space Space (%}

(1 Programs, Extensions and Script Files 25481 10.36 GB 2.99 %

(1 Windows Files 48493 202GB 2,28 %

] Miscellaneous Files 43665 1.85GB 126 %

(1 Unknown Files 15250 201,60 MB 4,76

(1 Archive, Backup and Disk Image Files 2569 629.26 MB 4.09

) Images, Pictures and Graphic Files 6554 210,67 MB 1.25

(] Internet Files 4970 17470 MB 1.04

() Development Files 11861 163.24 MB 0.97

] Game Files 21 136.92 MB 0.81

(] Documents, Books and Help Files 1099 5437 MB 0.32

() Movies, Clips and Video Files 150 34,00 MB 0.20

(1 Music and Audio Files = 13.21 MB 0,08

() Temporary Files 12 349.25 KB £0.01%

‘2 Categorize By Modification Year w File Categories | 100%:

T Last Modified 2017 82888 7.80 GB 47.91% ~

. Last Modified 2018 63112 7.80 GB &7.38 %

T Last Modified 2015 618 222.14 MB 1.32 %

T Last Modified 2007 108 14433 MB 0.86 %

T Last Modified 2010 288 117.48 MB 0.70 %

T Last Modified 2003 369 115.04 MB 0.63 % v

@ 149432 Files, 16.46 GB Default File Classification Plugin

The file classification results dialog shows file categories and classes according to the selected
file classification plug-in and provides the user with the ability to export charts, save reports,
submit results to an SQL database and perform file management operations on specific types
of files. Moreover, the user is provided with the ability to apply second-level file categories and
filters by the file size, extension, last access, creation and modification dates, etc. to further
focus on specific files or file groups.
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2.6 Searching Files in Disk Space Analysis Results

DiskBoss provides the ability to search files in disk space analysis results by the file name,
extension, full path, file category, file size, file attributes, creation, last modification and last
access dates. In order to start a file search operation, analyze one or more disks or directories
and press the 'Search' button located on the main toolbar.

2 Disk Space Analysic a X
o) P ™ ™ ==ty \ 5
& & O ® 4 @ B o
Search Classify | Copy Maove Delete | Up | Charts Top 100 | Save Actions
MName Files Space Space (%) o)
] Windows 131277 13.61 GB 82,54 %
|1 Program Files (xB6) 3363 1.12 GB 6,80 3%
I ] Users = . B0 %,
1 Program Files Openiectory .. 2.77 %
1 ProgramData 1 Open Directory in Explorer ... 1.60 %
1 HR-XML 0.08 %
L EXIF = Classify Files .., 0,08 %
L] temp = 0,03 %
1 MS StorSimple ol S I} 0.03 %
1 Reports . <0.01%
B tests Copy To Directory ... 01% v
- - 0% Move To Directory ...
|22} Categorize By Extension - =i = 100%
|%] DLLFiles +l  Compress and Copy To .. 54,499 % A
[®=] EXE Files .g;; 8.21%
) NOEXT Files 2 Compress and Move To ... CRES
2| SYS Files - 274 %
) Il
7] DAT Files ) iDelete 7% v
& 149823 Files, 16.49 GB A\ B Export To SOL Database ...
Copy Names To Clipboard ...
Copy Details To Clipboard ...
View Report Details ...
]  Properties ...

By default, the search operation will be performed on all disk space analysis results. In order
to search files in a specific disk, directory or network share, select one or more directories in
the disk space analysis results view, press the right mouse button and select the 'Search Files'
menu item. DiskBoss will search in the selected directories and display the file search results
dialog showing a list of files matching the user specified criteria.

&, Search Files ? ol

+1 File Name + || Contains - |em|

1 File Name 1
& Extension
1 Full Path

L & Category

File Size

& File Attributes
&, User Name
&) Created

) Last Accessed m

B Creation Date
B Modification Date
B Last Access Date
" File Mame Length
| File Mame Depth
22| Mested Rules

k Search | |Match AllRules + | | Cancel

The search results dialog allows one to filter and categorize file search results, display various
types of pie charts, copy, move and/or delete files, export file search results to a humber of
standard report formats including PDF, HTML, text, Excel CSV and XML. In addition, advanced
users are provided with the ability to export file search results to an SQL database.
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2.7

Disk Space Analysis Reports

DiskBoss allows one to save disk space analysis reports into a number of standard formats
including HTML, PDF, Excel, XML, text and CSV. In the simplest case, perform a disk space
analysis operation and press the 'Save' button located on the disk space analysis results
dialog. On the save report dialog, select an appropriate report format, enter a report file name
and press the 'Save' button.

Format:

File Mame: |5‘|,Disk Space Analysis Report 27-Mar-2018 122740, html

: | Advanced Options ...

£ Save Disk Space Analysis Report ?

2= HTML Summary

f:'j Save

Cancel

For the HTML, PDF, Excel, text, CSV and XML report formats, the user is provided with the
ability to save a short summary report or a longer detailed report, which may be very long for
large file systems containing millions of files. By default, DiskBoss will save a short, summary
disk space analysis report in the HTML report format, which will include a top-level view of
analyzed disks or directories and a list of tables showing the disk space usage and the number
of files per file extension, file type, user name, etc.

. Disk Space Analysis Report

¢ a &

Name

Windows
Program Files (x86)
Users
Program Files
ProgramData
HR-XML

EXIF

temp

MS StorSimple
Reports

tests
sysgauge

File Extension

DLL Files
EXE Files

Generated By: DiskBoss Ultimate v9.1.16

@ file:///C:/Reports/Disk Space Analysis Report 27-Mar-2018 124223 html

Disk Space Analysis Report

Date 2018/03/27
Time 12:40:23

Total Files 149828

Total Space 16.49 GB
Performance 9686 Files/Sec
Process Time 15.47 Sec
Host Name Windows10-64
User Name alex-s

Input Dirs czX

Cc:\
Files Disk Space
131278 13.61 GB
3363 1.12 GB
12639 1.00 GB
1423 467.34 MB
194 270.94 MB
1 13.64 MB
20 13.35 MB
394 5.85 MB
370 5.24 MB
3 87.85 KB
142 42.27 KB
1 715 Bytes

Disk Space Usage Per File Extension

Disk Space

8.98 GB
1.35 GB

T

- =

A
27-Mar-2018 12:42:25

Percent

B82.53 %
6.80 %
6.08 %
2.77 %
1.60 %
0.08 %
0.08 %
0.03 %
0.03 %
<0.01%
<0.01 %
< 0.01 %

Percent

54.43 %
8.21 % f v

In addition, the user is provided with the ability to save disk space analysis results to the
DiskBoss native report format, which preserves all information related to each specific disk
space analysis operation and may be loaded at any time just by clicking on a report file in the

DiskBoss file navigator.
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Sometimes, it may be required to perform additional analysis of disk space usage results using
external tools such as Microsoft Excel. In order to export disk space analysis results to the
Excel report format, perform a disk space analysis operation, press the 'Save' button located
on the disk space analysis results dialog, select the 'Excel Summary' report format for a short
summary report or the 'Excel Report' format for a detailed disk space analysis report.

%, 5ave Disk Space Analysis Report r X

++i| Excel Report -

| HTML Summary
|=] HTML Report
|| PDF Summary
|| PDF Report
] Advan| [ Excel Summary
i Excel Report
[ Text summary
[ TextReport
[ csv Summary
|| CSV Report

| XML Summary

| XML Report
 sqL Database
% DiskBioss Report

Format:

File Name:

A summary Excel report will include a top-level list of analyzed disks and directories and a
number of tables showing the used disk space and the number of files per file extension, file
category, file creation time, last modification time, user name, etc.

( _3 Disk Space Analysis Report 20-Mar-2018 132910 - Microsoft Excel Viewer == a X
_'j/ Home @ - o
~ L8 ] e [ T
SEQ R RE B
Open Quick Print Copy Find Go Page  Print Switch.
Print Preview To Setup Area~ | Windows~
Office Document Edit Page Setup Window
A B C D

23| Disk Space Usage Per File Extension

31 File i Disk Space Percent
32 DLLFiles 9,961,949,537 54.74
33| |EXEFiles 1,538,502,215 5.45
34 NOEXT Files 539,123,442 2.96
35 SYS Files 513,983,030 2.82
36 BIN Files 312,264,092 172
37 | DAT Files 308,747,968 1.70
38 CAT Files 304,749,559 167
33 CAB Files 293,968,541 162
40 MUI Files 276,270,993 1.52
41 Other 4,148,580,472 22.80
42

43

) Disk Space Usage Per File Extension

EDLLFiles
B EXE Files
= NOEXT Files
mSYS Files
= BIN Files
= DATFiles
= CATFiles
= CABFiles

MUI Files

59
WA b b | Summary
Ready

A detailed Excel report will include a list of file categories according to the currently selected
file categorization mode and an hierarchy of directories and files sorted by the amount of the
used disk space, which may be very long for large file systems containing millions of files. In
order to control how many directory levels and how many files per directory are exported in
the detailed report, press the 'Advanced Options' button located on the 'Save Report' dialog
and customize the disk space analysis report for your specific needs.
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One of the most useful ways to export disk space analysis results is to use the PDF summary
or the PDF report formats. Both of these report formats include various types of graphical pie
charts showing disk space usage and the number of files per file extension, file category,
creation time, last modification time, user name, etc. In order to save disk space analysis
results to a PDF report file, press the 'Save' button located on the disk space analysis results
dialog and select the 'PDF Summary' report format for a short, summary report or the 'PDF
Report' format for a detailed disk space analysis report.

% Save Disk Space Analysis Report ? X

Format: | (iG] POF Summary =

HTML Summary

|=] HTML Report

— {PDF Summary

i || PDF Repart

11| Advan Excel Summary
Excel Report
Text Summary I
Text Report
CSV Summary
C5V Report
XML Summary
ML Repart

B sqL Database

4 DiskBoss Report

File Name:

A summary PDF report will include a top-level list of analyzed disks, directories or network
shares sorted by the amount of the used disk space followed by a number of pie charts
showing the disk space usage and the number of files per file extension, file category, file
creation time, last modification time, user name, etc. A detailed PDF report will include an
hierarchy of directories and files sorted according to the used disk space, which may be very
long for large file systems containing millions of files.

% Disk Space Analysis Report 27-Mar-2018 125837 pdf - Adobe Acrobat Reader DC - o x
File Edit View Window Help

Home Tools Disk Space Analysis.. ¥ @ signin

® 8 = Q ©® 1|2 *@@@mc%-ﬁ@? e 7

Disk space Analysis Report 27-Mar-2018

Disk Space Analysis Report

Property Value

Date 2018/03/27
Time 12:58:34
Total Files 149863

Total Space 16.49 GB
Performance 9777 Files/Sec
Process Time 15.33 Sec
Host Name Windows10-64
User Name alex-s

Input Dirs e

File Filter off

Disk Space Usage Per File Extension

3 4
oL Fites 8.98 GB 54.45 %
[ exe Files 1.35 GB 8.21 %
.NUEXT Files 521.37 MB 3.09 %
.SVS Files 463.04 MB 2.74 %
DDAT Files 294.40 MB 1.74 %
ﬂEAT Files 290.74 MB 1.72 %
ECAB Files 281.75 MB 1.67 %
.“IUI Files 260.75 MB 1.54 %
L] TTC Files 212.68 MB 1.26 %
[H others (1029) 3.89 GB 23.57 %

In addition to the directory tree sorted by the used disk space, detailed PDF reports include pie
charts showing the disk space usage per file category and the number of files per file category
according to the currently selected file categorization mode. For example, if the second-level
file categories mode is set to categorize disk space analysis results by the file extension, the
PDF report will display pie charts showing the used disk space and the number of files per file
extension.
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2.8 Batch Disk Space Analysis Reports

DiskBoss allows one to save batches of disk space analysis reports according to the currently
selected categories of files with each report showing the number of files per directory and the
disk space usage for a corresponding category of files. For example, let's assume that we need
to save disk space analysis reports for the last 10 years with each report showing the number
of files per directory and the disk space usage for all files that were created during each year.

¥ Disk Space Analysis O #
& (Y = = ==t = 7
& 2 | I+ D R % & B B
Search Classify Copy Move Delete Up Charts Top 100 Save Actions

Mame Files Space Space (%) fand
1 Windows 131278 13.61 GB 82.55 %
|1 Program Files (x86) 3363 1.12GB 6.80 %
| Users 12672 1.00 GB 6,05 %
|1 Program Files 1423 467.34 MB 2.77 %
|1 ProgramData 1484 270.84 MB 1.60 %
3 HR-XML 1 13.64 MB 0.08 %
(2 BAF 20 13.35 MB 0.08 %
[ temp 344 583 MB 0.03 %
L1 M5 StorSimple 370 5.24 MB 0.03%
3 Reports 5 280.72 KB < 0.01 %
[ tests 142 42.27TKB <0.01 % "
% Categorize By Creation Year - _F|E [ahegﬂnes_ | 100%
% Created 2017 85005 2.21 GB 48.77 % A
¥ Created 2018 SR L e e ) I
& Created 2015 @l lievefharls 2595
. Created 2007 _| Expost Reports .., 0.85%
% Created 2010 I% 0.70 % “
© 149263 Files, 16.49 GB T\ B Save Categories L

iie

Export Te SCL Database ...
Copy To Clipboard

Apply Selected Filters ...

=t

Clear Selected Filters

In order to generate such reports, set the file categorization mode to 'Categorize By Creation
Year', select all years for which you need to generate analysis reports in the file categories
view, press the right mouse button and select the 'Export Reports' menu item. On the 'Export
Reports' dialog, select an appropriate report format and report mode, specify a destination
directory to export reports to and press the 'Save' button.

' Export Reports 7 X

Format: |= HTML Report w | | Summary Report -

Directory: | C:\Reports

] save Cancel

For each selected year, DiskBoss will filter disk space analysis results by the file creation year
and save an individual disk space analysis report in the specified destination directory with
each report file name and report title containing the corresponding file creation year.

In the same way, the user can generate batches of analysis reports showing the number of
files per directory and the disk space usage per user, last modification date, last access date,
file attributes, file size, top directory or user-custom categories pre-configured using flexible
file matching rules.

For example, in order to export individual disk space analysis reports for all users, set the file
categorization mode to 'Categorize By User Name', select all the required users, press the
right mouse button and select the 'Export Reports' menu item. Now, the destination directory
will contain a series of disk space analysis reports with each report showing the number of
files per directory and the disk space usage for the corresponding user.
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The batch reports dialog provides the ability to export reports to a number of standard report
formats including: HTML, PDF, Excel, text, CSV and XML. Depending on the selected report
format and report mode, each report will include a summary table showing statistics about the
report and a list of tables showing disks, directories and files sorted by the amount of used
disk space.

2% Export Reports ? X
Format: | | Summary Report -
Directory:
[¥] SV Report Canicel
XML Report

In addition, the batch reports dialog allows one to select one of the following report modes:
summary report, compact report or full report. When the summary report mode is selected,
each report will include a summary table and up to 3 levels of directories sorted by the
amount of used disk space. When the compact report mode is selected, each report will
include a summary table and up to 5 levels of directories with up to 20 files per directory
sorted by the amount of used disk space. When the full report mode is selected, each report
will include a summary table and a complete list of directories and files sorted by the amount
of used disk space.

2% Export Reports ? bt

Format: *+| Excel Report ~ | |Summary Repart -

_ [ |Summary Report
Directory: | C:\Reports Compact Report

[ save Cancel

Once the export operation will be completed, the specified destination directory will contain a
number of disk space analysis reports according to the selected file categorization mode,
selected categories of files and the selected report format.

%] = | Reports - O X
Home Share View e
« v 4 > ThisPC > System Disk (C:) » Reports v|® | Search Reports o
MName i Date modified Type Size
# Quick access i
I Deskiop " lf‘;'] Disk Analysis Report Created 2018
&3] Disk Analysis Report Created 2017
& Dowikiads 2 h"‘i] Disk Analysis Report Created 2016
] Documents ¥ ) Disk Analysis Report Created 2015
&=| Pictures o E21) Disk Analysis Report Created 2014
netds ‘\?‘i] Disk Analysis Report Created 2013
Samples i) Disk Analysis Report Created 2012
Scrsiishiot '-ji] Disk Analysis Report Created 2011
E21] Disk Analysis Report Created 2010
screenshots
¢ OneDrive
= This PC
= OUtpUt (0:)
- SOUCE (50
- target (T3
¥ Network
=& Homegroup
Sitems
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2.9 Exporting Reports to an SQL Database

DiskBoss Server allows one to save disk space analysis reports into an SQL database. A long-
term history of disk space analysis reports from multiple servers and desktop computers may

be submitted to a centralized SQL database and used to analyze disk usage trends across the
entire enterprise.

% DizkBoss Options ? X
General
Enable ODBC Interface ~ Verify ..., Clear
Advanced
Database
[ E-Mail
o ODBC Data Source: |MVSQL Server |
T!.; Shortcuts
u User Name: |d|skboss |
e
";E Misc Password: | TTTTYTTY |
i W

| [ save Cancel |

In order to be able to export reports to an SQL database, open the 'Options' dialog, enable the
ODBC interface and specify the name of the data source, database user name and password to
use to connect to the database.

% Save Disk Space Analysis Report ? ®

Format: | B SOL Database -
[ HmL Surmmary

File Mame:

HTML Report
G| PDF Summary
; i POF Report
5] Advan| [ Eycel Summary
Excel Repart
Text Summary
Text Report
| CSV Summary
|5 C5V Report
AML Summary
XML Report
: S0L Database

“% DiskBoss Report

In order to export a disk space analysis to an SQL database, press the ‘Save’ button located
on the results dialog’s toolbar and select the ‘SQL Database’ report format. Optionally, press
the ‘More Options’ button and specify the number of file system levels and the number of
items per file system level to be exported to the database. For each report in the database,
DiskBoss displays the report date and time, the host name, the input directories, the total
number of files and disk space and the report title. To open a previously saved report, just
click on the report item in the database reports dialog.
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2.10 Comparing Disk Space Analysis Reports

One of the most useful features of DiskBoss Server is the ability to compare disk space
analysis reports saved in the DiskBoss reports database allowing one to easily identify how the
disk space usage is changing over time. For example, the user can schedule a periodic file disk
space analysis operation to be performed once per week and then compare two weekly disk
space analysis reports and see what exactly changed over the time.

£, DiskBoss Server Reports @ win10x64 O X
|25] Show All Reports w | | ¢! Filter Command  ~  |Contains = | | 7 | ‘kj'
Date Time Command Host Inputs. Data Label
# 2023/02/20 13:53:07  Analyze SQL Server sqjlsry \isglsrdis... 120737 Files, 2.11 GB Disk Space Analysis
& 2023/02/20 12:52:46  Classify SOL Server sqlsry \isqlsrdis... 120737 Files, 2.11 GB File Classification
& 2023/02/20 13:52:19  Classify FMB Server flexmob \Wflexmobh... 822995 Files, 85818 GB  File Classification
& 2023/02/20 133116 Classify System Disk win1lxbd a\ 311055 Files, 22,12 GB File Classification
M 2023/02/20 1350:46  Analyze FMB Server flexmob \iflexmob'... 822995 Files, 858.18GB  Disk Space Analysis
M 2023/02/20 134501 Analyze System Disk win10x64 . Shen Rino Space Analysis
# 2023/02/20 13:41:43  Analyze MSX Server flexmex L CPERREpO.. Space Analysis
S 2023/02/20 134042 Classify MSX Server flexmsx ®  Open Detached ... Classification
& 2023/02/20 13:38:34  Classify FlexSrv flexsrv Classification
® 2023/02/20 13:38:20  Analyze FlexSrv flexsry &, SearchFiles In Reports ... Space Analysis
M 2023/02/16  13:24:10  Classify System Disk win10x64 P : Classification
# 20530216 122401 AnalyzeSystemDisk  winilx64 |22 CompareAnalysis Reports . % Space Analysis
& 2023/02/16  13:03:28  Classify System Disk win10x64 Classification
® 2003/02/16 13:03:14  AnalyzeSystemDisk  winlx64 o Save Consolidated Summary To b kspace Analysis
i Save Analysis Summary To 3
&  View Disk Space Usage By 3
] View Top Files By Size 3
= . & Sendto DiskBoss Server ..,
£ Search aa Analyze |7 save & Import a Export 14 Refresh Close
Set Report Label ..,
B4 ExportReports To 2
Import Reports ...
B ExportData ..
%| Delete Reports

In order to compare disk space analysis reports, press the 'Reports' button located on the
main toolbar, select two disk space analysis reports, click the right mouse button and select
the 'Compare Analysis Reports' menu item. DiskBoss Server will compare the selected disk
space analysis reports and display the change report dialog showing a list of changes in the
disk space usage and/or the number of files per directory.

£ Change Report O X
Disk Space Analysis Change Report
Description Change Percent il
= Total disk space increased +047.84 MB £ +560%
= Total file count increased +77,452 Files & +4219%
= Directory disk space increased: C:\ +0847.84 MB £ +5.60%
= Directory file count increased: C:\ +77,452 Files $ +4219%
= Directory disk space decreased: C:\Program Files -122.56 MB ¥ -0.74%
= Directory file count increased: C:\Program Files +8 Files £ +0.00%
= Directory disk space decreased: C:\Program Files\Microsoft -122.74 MB ¥ -0.74%
= Directory file count increased: C:\Program Files\Microsoft +2 Files £ +0.00%
= Directory disk space increased: C:\Program Files\Microsoft\Edge +33.86 KB £ +0.00%
= Directory file count increased: C:\Program Files\Microsoft\Edge +3 Files £ +0.00%
= Directory disk space increased: C:\Program Files\Microsoft\Edge\Application  +33.86 KB £ +0.00%
= Directory file count increased: C:\Program Files\Microsoft\Edge\Application  +3 Files £ +0.00%
#1 Directory deleted: C:\Program Files\Microsoft\Edge\Application'110.0.1587.41 -5338.73 MB P -324%
= Directory disk space increased: C:\Program Files\Microsoft\Edge\Applicatio.. +8.06 KB £ +0.00% ¥
[ save From Time: 2023/02(16 13:01:05 To Time: 2023/02/16 13:10:19 Changes: 728 Close

In addition, for each change, the change report dialog shows the change percentage relative
to the total amount of the disk space processed by the original disk space analysis operation.
Finally, the user is provided with the ability to export the disk space analysis comparison
results to a number of standard report formats including PDF, HTML, Microsoft Excel, text, CSV
and XML.
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2.11 Analyzing Disk Space Usage Per Host

DiskBoss Server provides the ability to automatically detect all servers and NAS storage
devices on the network, analyze hundreds of servers and/or NAS storage devices via the
network, submit reports to a centralized reports database and display charts showing the disk
space usage per server or NAS storage device across the entire enterprise.

# DiskBoss Server Reports O *

22| Show All Reports + | | [ Filter Command | | Contains - | :-j @|

Date Time Command Host Inputs Data Label "

= 2018/03/20 18:50:06  Disk Space Analysis - d... datasrv “\datasrv\s., 722 Files, 460.72 MB Disk Space Analysis

# 2018/03/20 14:2%50  Analyze Storage Server  srv2008s Wierv2008sh... 1625483 Files, 10543 GB  Disk Space Analysis

& 2018/03/20 14:21:26  Classify Storage Server  srv2008s Yisrv2008sh... 6164817 Files, 58.03 GB File Classification

5 2018/03/20 14:12:21  Duplicate Files - srv200... srv2008s Wisrv2008s\... 72321 Files, 2.78 GB Duplicate Files

# 2018/03/20 13:57:57  Analyze SRV2012 srv2012 Werv2012\b... 38148 Files, 10.17 GB Disk Space Analysis

& 2018/03/20 13:57:30  File Classification - srvd.., srv2008s \\srv2008s\... 1328080 Files, 18.87 GB File Classification

£, 2018/03/20 13:5&57  Search Recently Modifi.. repsrv Yrepsrvire.. 174 Files, 179.54 MB File Search

& 2018/03/20 13:47:52  File Classification - srv2.., srv2008s \\srv2008s\... 72321 Files, 2.78 GB File Classification

& 2018/03/20 134742 File Classification - srvd.., srv2008s \erv2008sh... 31285 Files, 49.16 GB File Classification

# 2018/03/20 13:46:22  Disk Space Analysis - sr... srv2008 Vsrv2008\d... 63009 Files, 13.28 GB Disk Space Analysis

= 2018/03/20 13:45:47  Disk Space Analysis - sr.. srv2012 Wisrv2012\d... 21984 Files, 7.25 GB Disk Space Analysis v
|l Save Summary | | &) Import | H Export | [[x] Delete | E-R.epor"t"s: 24 . Eb‘isp;i;yea.:. 24 i Close

— = Disk Space Usage Per Host .., I,\\S
Disk Space Usage Per User ...

-4

View Top 100 Directories ...

m M

View Top 100 Files ...

In order to analyze disk space usage per server, perform one or more disk space analysis
operations on multiple servers and/or NAS storage devices, open the 'Reports' dialog, press
the 'Analyze' button and select the 'Analyze Disk Space Usage Per Host' menu item. DiskBoss
will analyze all reports saved in the reports database and display the hosts analysis dialog
showing the disk space usage per host.

(%, Disk Space Analysis - Disk Space Per Host m} *
8 . - Hosts
Disk Space Analysis f.[lmk Space Per Host 3012
srv2008
[l 1054368 - 7173 % - srv2008s srv2008s
datasrv
[ 17.426B - 11.85% - srva012 testsry
7] 13.2868 - 9.03% - srv2008 wiebsry
starv
[ 77868 - 530% - datasry srv2003
| 1L.28GB - 0.87% - testsrv
& 974.78MB - 0.65% - stsrv
[] 7e3.38M8 - 0.51% - websrv Show Pie Chart -
[ 112.82MB - 0.07% - srv2003 Show Disk Space =

i2f] Edit Chart Options ...

& Copy To Clipboard ...

£ Print Chart Image ...

Date: 20/Mar[2018 | Time: 18:51:08 | Disk Space Analysis - Disk Space Per Host
i syt e f £ =% Save PDF Report ..

™ Disk Space Analysis  « | | All Disks and Directories | |»'-\II Report Labels | Cloze

The hosts analysis dialog provides the ability to display pie charts and bars charts showing the
disk space usage per server or NAS storage device according to analysis reports saved in the
reports database. The user is provided with the ability to select types of disk space analysis
operations and file system locations to analyze, edit the chart header and footer, copy the
chart image to the clipboard and export graphical PDF reports including pie charts.
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2.12 Analyzing Disk Space Usage Per User

DiskBoss Server provides the ability to automatically detect all servers and NAS storage
devices on the network, analyze hundreds of servers and/or NAS storage devices via the
network, submit analysis reports to a centralized report database and display charts showing
the used disk space per user across the entire enterprise.

% DiskBoss Server Reports O X

2] Show All Reports + | [¥ Fiter Command ~ » | Contains

Date Time Command Host Inputs Data Label i
= 2018/03/20 18:50:06  Disk Space Analysis - d... datasrv ‘wdatasrvs.. 722 Files, 460.72 MB Disk Space Analysis
. 2018/03/20 14:25:50  Analyze Storage Server  srv2008s “hsrv2008s\... 1625483 Files, 105.43 GB  Disk Space Analysis
& 2018/03/20 14:21:26  Classify Storage Server  srv2008s “srv2008s\... 616481 Files, 58.03 GB File Classification
S 2018/03/20 147221  Duplicate Files - srv200... srv2008s ‘srv2008s\... 72321 Files, 2.78 GB Duplicate Files
M 2018/03/20 135757  Analyze SRV2012 srv2012 ‘srv2012\b... 38148 Files, 10.17 GB Disk Space Analysis
&= 2018/03/20 135730  FRile Classification - srv2... srv2008s ‘isrw2008s\... 1328080 Files, 18.87 GB File Classification
&, 2018/03/20 135657  Search Recently Modifi.. repsrv “wrepsrvire.. 174 Files, 179.54 MB File Search
& 2018/03/20 13:47:52  FRile Classification - srv2... srv2008s ‘isrv2008s\... 72321 Files, 2.78 GB File Classification
& 2018/03/20 134742  FRle Classification - srv2.. srv2008s ‘isrw2008s\... 31285 Files, 49.16 GB File Classification
= 2018/03/20 134622  Disk Space Analysis - sr... srv2008 “srv2008\d... 62009 Files, 13.28 GB Disk Space Analysis
= 2018/03/20 134547  Disk Space Analysis - sr... srv2012 ‘Wsrv20124d... 21984 Files, 7.25 GB Disk Space Analysis W

| i) Save Summary | | €3 Import || Export | |[x] Delete | |Reports: 24 Displayed: 24 Close
— = Disk Space Usage Per Host ..,
4. Disk Space Usage Per User .., %

=1 View Top 100 Directories ...
El View Top 100 Files ...

In order to analyze disk space usage per user, perform one or more disk space analysis, file
classification and/or duplicate files search operations on multiple servers and/or NAS storage
devices, open the 'Reports' dialog, press the 'Analyze' button and select the 'Analyze Disk
Space Usage Per User' menu item. DiskBoss will analyze all reports saved in the reports
database and display the users analysis dialog showing the disk space usage per user.

B, Disk Space Analysis - Disk Space Per User ul X
Users fi
Disk Space Analysis - Disk Space Per User iR
alex-s
[ 11.18GB - 31.09% - Administators irena-h
joy-d
[ ws6ce - 30.20% - joyd denis-j v
[F 60668 - 16.87% - dlexs Hosts -
[F] 24568 -681% - leonk srv2012
srv2008
15668 - 434% - irenah Sna
[ 14368 - 399% - vadb datasrv
= testsry v
[ ] 13568 -376% - toms
] 10868 - 295% - deris BE =
Show Disk Space -
2] Edit Chart Options ...
& Copy To Clipboard ...
£ Print ChartImage ...
| Date: 22/Mar/2018 | Tme: 14:37:25 | Disk Space Analysis - Disk Space Per User
L il . 2 e is i =%, Save PDF Report ...

. Disk Space Analyss | | All Disks and Directories | |AIIREpartLahE\s ol e

The users analysis dialog provides the ability to display pie charts and bars charts showing the
disk space usage, file categories, the number of duplicate files and the amount of duplicate
disk space per user according to analysis reports saved in the reports database. The user is
provided with the ability to select types of disk analysis operations, file categories and file
system locations to analyze, edit the chart header and footer, copy the chart image to the
clipboard and export graphical PDF reports including pie charts.

IMPORTANT: In order to be able to display the disk space usage per user, the disk space
analysis operation should be configured to process and display files user names.
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2.13 Analyzing Network Servers and NAS Storage Devices

DiskBoss Enterprise allows one to scan the network, discover network servers and NAS
storage devices, automatically detect all accessible network shares and analyze disk space
usage in hundreds of network servers and NAS storage devices. In addition, the user is
provided with the ability to export the list of detected servers and NAS storage devices
(including lists of network shares for each server) into HTML, PDF, text and Excel CSV reports.

% Network Servers and MAS Storage Devices ? >
14 Network Servers or NAS Storage Devices, 51 Selected Shares
Server Comment Shares Selected  Total Used Free Free (%) il
© srv2008s SRV2008 Storage Server 8 2 417 1B 180,30 GB 399TB
© flexms VirtualB ox Server ] ] 323TB 1417TH 1.82TB 56 %
@ srv2008 SRV2008 64-Bit Server 8 ] 28578 73.48 GB 2887TB 98 %
© repsry Report Server 3 3 1.227TB 48,23 GB 1.177TB 96 %
&) datasrv Data Server 4 4 1227TB 02,80 GB 1.13TB 93 %
) srvl012 SRV2012 64-Bit Server 5 5 Search Files ; e
© flexcore W7 84-Bit Dev Machine 4 4 B 50 %
8 testsry Test Server 2 2 Analyze Disk Space ... I}S B 95 %
=) websrv WEBSRY 2 & — B 95 %
=
© stsrv Setup Server 2 2 Uity files - B 95 %
@ srv2003 SRV2003 Test Server 4 4 Search Duplicates ... B
© flermob WT 64-Bit Test Machine 3 4 B 48 %
© srv2kbd NA 2 2 Select Metwork Shares B 89 % ”
Unselect Metwork Shares i
£, " | T . I Dupi |
= Searcﬁ Analyze Baat 1 Dupl@bes Select All Metwork Shares LTIose
Unselect All Network Shares
View Metwork Search Log ...

In order to discover all network servers and NAS storage devices on the network, press the
'Network' button located on the main toolbar and wait while DiskBoss will scan the network
and show a list of detected network servers and NAS storage devices. In order to analyze disk
space usage in one or more servers or NAS storage devices, select the required servers and
NAS storage devices and press the 'Analyze' button.

/. Analyze Disk Space Usage ? pd

64 Directories Selected For Analysis

Analyze Disks, Directories and Network Shares R |

1 herv2012hdata
1 Wlexmshdata Ll
1 “\isrv2008\test =
1 here2008\data S
1 Whsrv2008\zip v ||

| start Options Cancel

DiskBoss will show all accessible network shares hosted on the selected servers and NAS
storage devices allowing one to analyze disk space usage and save various types of disk space
analysis charts and reports. In addition, the user is provided with the ability to customize a
large number of advanced disk space analysis options allowing one to tune disk space analysis
operations for user specific needs and hardware configurations.
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2.14 Batch Disk Space Analysis Operations

DiskBoss Enterprise provides the ability to execute one or more pre-configured disk space
analysis operations on all network servers and NAS storage devices on the network and
generate an individual disk space analysis report for each server and NAS storage device. In
order to be able to use batch disk space analysis operations, the user needs to pre-configure
one or more disk space analysis commands customized to generate disk space analysis reports
according to user-specific needs and requirements.

% Network Servers and MAS Storage Devices T =
18 Network Servers or NAS Storage Devices, 64 Selected Shares
Server Comment Shares Selected  Total Used Free Free (%) lal
@ srv2008s SRVZ2008 Storage Server 8 3 41718 180,30 GB 399TB 96 %
© flems VirtualBox Server ] ] 32378 12778 197 TB 61 %
@ srv2008 SRV2008 64-Bit Server & ] 2.95TB 73.48 GB 2.887TB 98 %
© repsry Report Server 3 3 1.227TB 45.23 GB 117 7B 96 Yo
@) datasrv Data Server 4 4 1.22TB 02.80 GB 11378 93 %
srv2012 SRV2012 6d-Bit Server 5 5 2
= - > | S
© flexcore W7 EA-Bit Dev Machine 4 1 Anaiyze Dk spacer 50 2%
@ websrv WEBSRY 2 2 Search Duplicates ... 95 %
@ stsrv Setup Server 2 2 — 95 %
@ testsrv Test Server 2 2 % Clasilyiles.. 95 %
© flesmob W7 64-Bit Test Machine 3 2 &£, Search Files... 48 %
@ srv20082 SRV2008 R2 5 5 37 %
@ srvkdsi SRV2KESI 1 1 || Execute Batch Command ... % 79 % o
Select Network Shares |
» Analyze L Duplicates 2 Classify £ Search ig Close
! Unselect Network Shares -

Select All Network Shares
Unselect All Network Shares

& Add Metwork Servers ...
Load Metwork Servers ...

Remowve Metwork Server

View Metwork Search Log ...

In order to start a batch disk space analysis operation, press the 'Network' button located on
the main toolbar, search all servers and NAS storage devices on the network, select one or
more servers and NAS storage devices, press the right mouse button and select the 'Execute
Batch Command' menu item.

% Select Commands To Execute ? *

Command Name
® Disk Space Analysis
# File Classification
%5 Search Duplicate Files
£, Search Recently Modified Documents
. Users Analysis

Save Individual Report For Each Metwork Server - [ start Cancel
|| Save Individual Report Far Each Metwark Server

a d or Ead

DiskBoss will display a list of pre-configured disk space analysis commands allowing one to
select one or more commands to be executed on all selected servers and NAS storage devices.
In addition, the user is provided with the ability to select how to save disk space analysis
reports - for each analyzed server or for each analyzed network share. By default, all disk
space analysis reports will be saved in the DiskBoss internal reports database allowing one to
open each report, review results, generate various types of pie charts and export reports into
a number of standard formats including HTML, PDF, Excel, text, CSV and XML.
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2.15 Analyzing Specific File Types or Categories

One of the most powerful capabilities provided by DiskBoss is the integration between disk
space analysis and file search features allowing one to perform disk space analysis on files
matching one or more user-specified rules. For example, the user is provided with the ability
to analyze files related to a specific file category, with a specific file size that were modified or
created during a specific time period or any other combination of user-specific rules.

. Disk Space Analysis Options ? x
=1=| General Analyze Files Matching Criteria oo Add
— & Categorized As - Documents, Books and Help Files TR
{
| & | Advanced Files With Size Mare Than 10 MBytes iz
= &) Files Modified During This Month
“_: Reports
H Rules
Exclude
[ Actions
E i o AJ"IEI -
[] Process and Show Files User Names Ok Cancel

In order to add one or more file matching rules to a disk space analysis operation, press the
'Advanced Options' button on the disk space analysis command dialog, select the 'Rules' tab
and press the 'Add' button. Once finished to add file matching rules, select an appropriate
rules logic mode (AND/OR) and press the 'Save' button. For a rule-based disk space analysis
operation, the results dialog will show files matching the specified rules and directories
containing these files. All types of charts and reports will include information about filtered
files only making it very easy to focus on specific types or categories of files.

#. Advanced File Search Criteria ? =

Select Advanced File Search Criteria o

| Search Files Containing Text

* Search Files With the File Size

= Search Files With File Attributes

Search Files Containing HEX Pattern

# Search JIPEG Images With EXIF Tag

* Search Files With the File Mame ™

]

(]

Mot Categorized Az - ‘Ard'li\l'E.- Badkup and Disk Image Files &% Select ...
Categorized As :

| Mot Categorized As.
Ok Cancel

In addition to positive file matching rules allowing one to analyze disk space usage for files
matching user-specified rules, DiskBoss provides the ability to add negative file matching
rules, which will exclude specific type or categories of files from the disk space analysis
process. For example, in order to exclude all types of backup and archive files from disk space
analysis results, add a file category rule, select the 'Not Categorized As' rule operator and
select the 'Archive and Backup Files' file category.
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Another very useful analysis rule provides the ability to analyze the disk space usage by the
creation, last modification or the last access date. For example, in order to analyze files
modified during the last year, select the rule named 'Search Files Last Modified' and set the
rule operator to 'During This Year'.

., Advanced File Search Criteria ? x

Select Advanced File Search Criteria i

) Search Files Created

& Search Files Last Modified

) Search Files Last Acceszed

BF Search Files With Creation Date

BF Search Files With Last Modification Date

B Search Files With Last Access Date

B Search Files With Creation Week Day

[ Search Files With Modification Week Day

FF] Search Files With Last Access Week Day v

Today =| [0 - |Doys -

Today ;.
During This Week
During This Month | Ok || Cancel
During ea

7| In Future
More Than
Less Than
More or Equal
Less or Equal
In Range

COut Of Range
Equals

Mot Equal

In addition, there are analysis rules to match files by the number of days, months, years,
hours, minutes or seconds since the creation, last modification or the last access time allowing
one to precisely select which files to analyze. Finally, the user is provided with the ability to
analyze files created, last modified or last accessed before or after a specific date or a date
range. For example, in order to analyze files by a modification date range, select the rule
named 'Search Files With Last Modification Date', set the rule operator to 'In Range' and then
select the start date and the end date.

*, Advanced File Search Criteria ? s

Select Advanced File Search Criteria

&) Search Files Created

) Search Files Last Modified

) Search Files Last Accessed

B Search Files With Creation Date

B Search Files With Last Modification Date

B Search Files With Last Access Date

B Search Files With Creation Week Day

B Search Files With Modification Week Day

] Search Files With Last Access Week Day w

In Range - 01-May-2022 v| To: | 29-May-2022 w

Sun Mon Tue Wed Thu Fr Sat

2 3 4 5 6 T
9 m n 12 13 14
w 17 13 19 20 21
23 24 25 260 27 28
300 A 1 2 3 4

3 - B

[T L
P 5

In advanced analysis operations the date and time rules may be combined with other types of
file matching rules allowing one to view the disk space analysis results according to the user-
specific needs. For example, in order to free the disk space, the user may display analysis
results showing the disk space usage for all types of backup files with the file size more than
100 MB which were created more than a year ago.
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2.16 Excluding Subdirectories from Disk Space Analysis Process

Sometimes, it may be required to exclude one or more subdirectories from the disk space
analysis process. For example, if you need to analyze a disk excluding one or two special
directories, you may specify the whole disk as an input directory and add the directories that
should be skipped to the exclude list.

*, Disk Space Analysis Options 73 X
FE General Exclude Directories

e 1 C\Windows ——
| *‘J Advanced 1 C\Program Files b

e i) SCOMTAINS Snapshots Add
u Reports

?{{ Rules

& || EBxclude

I Diel
o] s

| F|| Actions
[] Process and Show Files User Names Ok Cancel

In order to add one or more directories to the exclude list, open the disk space analysis
command dialog, press the 'Options' button, select the 'Exclude' tab and press the 'Add'
button. All files and subdirectories located in the specified exclude directory will be excluded
from the disk usage analysis process. In addition, advanced users are provided with a number
of exclude directories macro commands allowing one to exclude multiple directories using a
single macro command.

DiskBoss provides the following exclude directories macro commands:

* $BEGINS <Text String> - this macro command excludes all directories beginning
with the specified text string.

e $CONTAINS <Text String> - this macro command excludes all directories
containing the specified text string.

« $ENDS <Text String> - this macro command excludes all directories ending with the
specified text string.

« $REGEX <Regular Expression> - this macro command excludes directories
matching the specified regular expression.

« $DIRLIST <File Name> - this macro command excludes all directories listed in the
user-specified text file.

«  S$FILELIST <File Name> - this macro command excludes all files listed in the user-
specified text file.

For example, the exclude macro command '$CONTAINS Temporary Files' will exclude all

directories with 'Temporary Files' in the full directory path and the exclude macro command
'$REGEX \.(TMP|TEMP)$' will exclude directories ending with '.TMP' or ".TEMP".
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2.17 Conditional Disk Space Analysis Actions

IT professionals and storage administrators are provided with the ability to automatically
detect abnormal disk space usage patterns, send E-Mail notification, save disk space usage
reports and/or execute file management commands or custom actions. The user is provided
with the ability to define one or more disk space analysis conditions, evaluate these conditions
on disk space analysis results and send E-Mail notifications and/or execute actions if one or
more of the specified conditions are met.

®, Disk Space Analysis Options 7 ps
E General Action Description
[I] ForEach Directory Under 'D:\Users' - With More Than - 1000...,
o | Advanced I'| ForEach Input Directory - With Less Than - 5 % OF Free Space...
g_' Reports
Hir Rules
[
& | Exclude
T | Actions
|} 5 Add Edit Delete Mode: |Preview -
] Process and Show Files User Names Ok Cancel

In order to add one or more disk space analysis conditions and actions, open the disk space
analysis options dialog, select the 'Actions' tab and press the 'Add' button. On the action
dialog, select the directory mode, enter the directory to evaluate the condition for, select the
condition type, enter the condition value, select the action type and enter the action value.

*, Disk Space Analysis Action ? *

Select a Condition and an Action To Execute

Send HTML Motification To |diskboss@vourcompany.com |

For Each Directory Under - |D:'|,Llsers | [

With More Than ~ | 1000 * | |MB Of Data =

Ok Cancel

During runtime, DiskBoss will perform disk space analysis and evaluate the specified
conditions for one or more directories depending on the selected directory mode. Execution of
disk space analysis actions depends on the selected actions mode. In the 'Preview' mode,
DiskBoss will mark directories matching the specified conditions in the results dialog and show
the actions preview dialog allowing one to verify and manually confirm all disk space analysis
actions, reports and E-Mail notifications to be executed.

In the 'Execute' mode, instead of showing the disk space analysis results dialog, DiskBoss will
automatically send E-Mail notifications, save reports and/or execute actions for each directory
matching the user-specified conditions. The 'Execute' mode is especially useful for automatic
disk space analysis and file management operations performed periodically using DiskBoss
Server allowing one to trigger user-defined disk cleanup and file management operations
based on disk space analysis results.
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2.18 Advanced Disk Space Analysis Options

DiskBoss provides a large number of advanced disk space analysis options allowing one to
customize and configure disk space analysis operations for user-specific needs and custom
hardware and storage configurations. In order to open the disk space analysis options dialog,
press the 'Options' button located on the disk space analysis command dialog.

. Disk Space Analysis Options ? x
=
3 =] General Default Report Title: |Disk Space Analysis Report |
2| Advanced
Default Report Label: | Disk Space Analysis |
“_. Reports ]
— Max Report Levels: |1IJDEIEIEID = |
WA
41 Rules
B | Exclude Max Files Per Dir: |1IJUD[JDU £ |
cf' ||| Actions Reports History: |‘10 : |
Process and Show Files User Mames Ok Cancel

The 'General' tab allows one to set the default report title, the report label, the maximum
number of directory levels, the maximum number of files per directory and the number of
history analysis reports to keep in the reports database for this specific analysis command.

. Disk Space Analysis Options ? x
E = General Disk Space Analysis Threads: 4 =
E Advanced ;

Disk Space Analysis Mode: High Performance -
“_: Reports
s Analysis Performance Mode: Full Speed -
7 Rules
@ Excluds Count Used Disk Space By: |Exact File Size -
i ji | Actions Sort Analysiz Results By: | Disk Space Descending -
Praocess and Show Files User Names Ok Cancel

The 'Advanced' tab allows one to control the number of directory analysis threads, the
directory scanning mode, the analysis performance mode, the disk space usage counting
mode and the disk space analysis results sorting mode. In addition, the analysis options dialog
allows one to enable/disable automatic report generation, analyze specific file types, exclude
specific directories from the disk space analysis process and specify one or more conditional
analysis actions.
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2.19 Analyzing Disk Space Using the DiskBoss Command Line Utility

In addition to the GUI application, DiskBoss Server provides a command line utility capable of
performing disk space utilization analysis operations and executing user-defined disk space
analysis commands from shell scripts and batch files. The DiskBoss command line tool is
located in the ‘<ProductDir>/bin’ directory.

Command Line Syntax:

diskboss —analyze -dir <Input Directory 1> [ ... <Input Directory X> <Options> ]

This command analyzes the specified disks, directories or network shares.

diskboss —analyze -server <Host Name 1> [ ... <Host Name X> <Options> ]

This command analyzes all network shares in the specified servers or NAS storage devices.

diskboss —analyze -network [ Options ]

This command analyzes all network shares in all servers on the network.

diskboss —execute <User-Defined Disk Space Analysis Command>

This command executes a user-defined disk space analysis command.

Parameters:

-dir <Input Directory 1> [ ... <Input Directory X> ]

This parameter specifies the list of input disks or directories to analyze. In order to ensure
proper parsing of input disks and directories, directories containing space characters should be
double quoted. By default, DiskBoss will generate a combined disk space analysis report
showing information about all analyzed disks, directories or network shares. In order to
generate an individual report for each input directory use the '-batch’' command line option to
enable the batch report generation mode.

-server <Host Name 1> [ ... <Host Name X> ]

This parameter specifies the list of host names or IP addresses of servers or NAS storage
devices that should be analyzed. DiskBoss will enumerate all network shares accessible in the
specified servers or NAS storage devices, perform disk space analysis and generate reports if
required. By default, DiskBoss will generate a combined disk space analysis report showing
information about all analyzed network shares. In order to generate an individual report for
each network share use the '-batch' command line option to enable the batch report
generation mode.

-network

In the network-wide disk space analysis mode, DiskBoss will discover servers and NAS storage
devices accessible on the network, enumerate all network shares available in all detected
servers and NAS storage devices, perform disk space analysis and generate reports if
required. By default, DiskBoss will generate a combined disk space analysis report showing
information about all analyzed network shares. In order to generate an individual report for
each network share use the '-batch' command line option to enable the batch report
generation mode.
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Options:

-save_html_report [ ReportFileName ]

This option saves a disk space analysis report and the list of all file categories to an HTML file.
If no file name is specified, DiskBoss will automatically generate a file name according to the
following template: diskboss_[date]_[time].html

-save_csv_report [ ReportFileName ]

This option saves a disk space analysis report and the list of all file categories to an Excel CSV
file. If no file name is specified, DiskBoss will automatically generate a file name according to
the following template: diskboss_[date]_[time].csv

-save_text_report [ ReportFileName ]

This option saves a disk space analysis report and the list of all file categories to a text report
file. If no file name is specified, DiskBoss will automatically generate a file name according to
the following template: diskboss_[date]_[time].txt

-save_pdf_report [ ReportFileName ]

This option saves a disk space analysis report and the list of all file categories to a PDF report
file. If no file name is specified, DiskBoss will automatically generate a file name according to
the following template: diskboss_[date]_[time].pdf

-save_xml_report [ ReportFileName ]

This option saves a disk space analysis report and the list of all file categories to an XML
report file. If no file name is specified, DiskBoss will automatically generate a file name
according to the following template: diskboss_[date]_[time].xml

-save_report [ ReportFileName ]

This option saves a disk space analysis report and the list of all file categories to a native
DiskBoss report file. If no file name is specified, DiskBoss will automatically generate a file
name according to the following template: diskboss_[date]_[time].fIr

-exclude_dir <Exclude Directory 1> [ ... <Exclude Directory X> ]

This option specifies the list of directories that should be excluded from the disk space analysis
operation. In order to ensure proper parsing of command line arguments, directories
containing space characters should be double quoted.

-batch

This option enables the batch report generation mode. In the batch report generation mode
DiskBoss saves an individual report file for each input disk, directory or network share.

-V
This option shows the product’s major and minor versions.
-help

This option shows the command line usage information.
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2.20 Disk Space Analysis Performance

DiskBoss is optimized for modern multi-core and multi-CPU systems and is capable of
analyzing multiple disks, directories or network shares in parallel using all CPUs installed in the
computer. DiskBoss provides a number of different performance optimization options allowing
one to tune the disk space analysis operations for user-specific hardware and storage
configurations.

. Disk Space Analysis Options 7 x
E General Disk Space Analysis Threads: 4 [
E Advanced

= Disk Space Analysis Mode: High Performance -
i Reports Fault Tolerant
Analysis Performance Made: (High Performance
m Rules
E} | Exclude Count Used Disk Space By: .Exact File Size -
| ¥ Ii Actions Sort Analysis Results By: | Disk Space Descending -
[ Process and Show Files User Names Ok Cancel

In order to customize the disk space analysis performance optimization options, open the disk
space analysis operation dialog, press the 'Options' button and select the 'Advanced' tab. The
'Dir Scan Threads' option controls how many parallel disk space analysis threads are used to
scan input disks, directories and network shares. In the 'Fault-Tolerant' directory scanning
mode, DiskBoss uses an individual processing thread for each input disk, directory or network
share, but limits the maximum number of parallel scanning threads to the specified value. In
the high-performance directory scanning mode, DiskBoss always uses the specified number of
parallel directory scanning threads even when processing a single input disk, directory or
network share.

NWMe SSD Disk - Analysis Performance (Files/Sec)

250,000
225,128

208,838
200,000

172,578

150,000

113,902

100,000

1 Thread 2 Threads 4 Threads 6 Threads 8 Threads

Parallel Analysis Threads

For example, when analyzing files stored on a high-speed NVMe SSD disk, DiskBoss reaches
up to 72,000 files/sec using a single disk space analysis thread. With two parallel analysis
threads, the performance scales up to 113,000 files/sec and with four parallel analysis
threads, the performance increases up to 172,000 files/sec showing a very good level of multi-
threaded performance scalability. With six processing threads the analysis performance
reaches up to 208,000 files/sec and with eight processing threads the performance increases
up to 225,000 files/sec, which makes it possible to analyze 10 millions files within one minute.
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When analyzing files stored on regular SATA SSD drives, which are significantly slower then
NVMe SSD drives, the performance of the disk space analysis process reaches up to 26,000
files/sec using a single processing thread and scales up to 73,000 files/sec with four parallel
analysis threads. With eight parallel analysis threads, the performance reaches up to 113,000
files/sec, which allows to analyze huge numbers of files relatively fast.

SATA SSD Disk - Analysis Performance (Files/Sec)
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113,276

1 Thread 2 Threads 4 Threads 6 Threads 8 Threads
Parallel Analysis Threads

Analyzing files stored on NAS storage devices via a network is more complicated because the
user needs to take into account the speed and the latency of the network. If the computer, on
which DiskBoss is installed, is connected to the NAS storage device via a high-speed, low-
latency network, the performance of the disk space analysis operations may reach up to
13,000 files/sec with one processing thread, scale up to 48,000 files/sec with four parallel
processing threads and increase up to 81,000 files/sec with eight parallel analysis threads.

MAS Server - Analysis Performance (Files/Sec)

100,000

1 Thread 2 Threads 4 Threads G Threads & Threads
Parallel Analysis Threads

On the other hand, if DiskBoss will need to access network shares via the Internet or via a
long-distance, high-latency network, the performance of the disk space analysis operations
will be relatively slow. One of the options to increase the performance of the analysis
operations in such configurations is to set the 'High-Performance' directory scanning mode and
increase the number of parallel directory scanning threads to 16 or even 32 disregarding how
many CPUs are actually installed on the computer.
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Modern USB flash drives provide plenty of the storage space and are reasonably fast allowing
one to store vast amounts of data for backup purposes. Sometimes, it may be required to
analyze a USB flash drive in order to free the used disk space. When analyzing files stored on
a USB flash drive, DiskBoss can reach up to 9,000 files/sec with a single disk space analysis
thread. With two parallel disk space analysis threads, the performance increases up to 11,000
files/sec, which is good, but more than two parallel analysis threads improve the performance
of the disk space analysis operations very slightly.

USE Flash Drive - Analysis Performance (Files/Sec)
14,000

11,911
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Parallel Analysis Threads

Today, modern IT environments widely deploy virtual servers and/or virtual workstations.
Most of the popular virtualization platforms provide a high level of performance, but anyway
some performance degradations are inevitable when a task is executed on a guest virtual
machine compared to the same task executed directly on the host computer.

WM Local MvVMe SSD - Analysis Performance (Files/Sec)
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For example, when a virtual machine with 4 virtual CPUs is stored on an NVMe SSD disk and
analyzing files stored on a virtual local disk drive, which is physically stored on the same NVMe
SSD disk, the performance of the disk space analysis operations reaches up to 22,000 files/sec
using one disk space analysis thread. With two parallel analysis threads, the performance of
the analysis operations increases up to 29,000 files/sec and with four parallel analysis threads,
the performance of the disk space analysis operations scales up to 41,000 files.
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3 File Classification
3.1 Classifying Files in Disks and Directories

DiskBoss recognizes more than 3,500 types of files and is capable of classifying files and
showing a categorized hierarchy of files sorted by the amount of the disk space used by each
file category. DiskBoss includes a number of file classification plugins capable of classifying
files by the file type, extension, user name, last access, modification and creation dates, etc.
In order to classify files in one or more disks or directories, press the 'Add' button located on
the main toolbar and select the 'File Classification Command' menu item to add a new file
classification command.

& Classify and Categorize Files ? >

5 Directories Selected For Classification

Classify Disks, Directories and MNetwork Shares | 5e |
B G\
= o ::_.]-!
25 =t
B T\ S
8 2\ R3]l

u Start Options % Default File Classification Plugin - Cancel

On the file classification command dialog, select an appropriate file classification plug-in and
press the 'Start’ button. DiskBoss will classify all the selected disks and directories and show
the file classification results dialog displaying a categorized hierarchy of files sorted by the
amount of the disk space used by each file category according to the selected file classification

plug-in.

% File Classification Results - Default File Classification Plugin ] >
[ ™ =, e i By | EFEE s
H & I DHh B 4 @ 8 8 B
Search Analyze | Copy Move Delete Up Charts Top Files Save Export Info
MName Files Space Space (%)

1 Programs, Extensions and Script Files 26417 12.00 GB 34.24 %

1 Images, Pictures and Graphic Files 11245 743 GE 21,22 %

1 Archive, Backup and Disk Image Files 3136 4.46 GB 2,74 %

1 Music and Audio Files 654 3.71GB 0.60 %

1 Windows Files 43314 2.06 GB 5.38 %

71 Miscellaneous Files 47438 1.88 GB 5.39 %

1 Documents, Books and Help Files 3828 1.03 GB 2.94 %

71 Internet Files 5765 1.01 GB 2.89 %

1 Unknown Files 16033 206.46 MB 2.25%

| Development Files 12874 491.08 MB 1.37%

1 Game Files 24 136.52 MB 0.38 %

1 Movies, Clips and Video Files 150 34,00 MB 0.09 %

1 Temporary Files 13 487.62 KB <0.01%
| Categorize By Extension - Filé Categories | 100%:

[ DLL Files 20480 9.03 GB 25.77 % ~

|&] JPG Files 3309 3.78 GB 6.4% %

@ MP3 Files 647 3.70 GB 0.57 %

[&=] EXE Files 3305 284 GB 8.38 % v

@ 176891 Files, 35.03 GB Default File Classification Plugin

The file classification results dialog allows one to browse the file hierarchy, perform file
management operations on files and file categories, generate various types of charts, export
HTML, PDF, Excel, XML, text and CSV reports and submit file classification results to an SQL
database. In addition, the user is provided with the ability to physically reorganize files on the
disk according to the used file classification plug-in. Finally, power users are provided with the
ability to design custom plug-ins using an open and easy-to-use XML-Based format.
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3.2 File Filters and File Categories

The top view of the file classification results dialog shows the file categories and classes sorted
by the amount of the used disk space and the bottom view shows the second-level file
categories and filters, which may be used to filter files and categories displayed in the top view
making it very easy to focus on specific types of files or file groups. DiskBoss allows one to
categorize file classification results by the file extension, file size, user name, creation, last

modification and last access dates.

% File Classification Results - Default File Classification Plugin m] X
& = = == 2 =
£ (i =, ) PN =4 L @5‘

= 'g i R 2] w @ |Iﬁ BerH

Search nalyz Copy Mave Delete Up Charts  TopFiles  Save Export Info
Narme Files Space Space (%)

1 Programs, Extensions and Script Files 26417 12.00GB 4.2 %

1 Images, Pictures and Graphic Files 11245 7A3GB 1.22%

1 Archive, Backup and Disk Image Files 3136 446 GB 2.74%

1 Music and Audio Files 654 3.71GB 0.60 %

71 Windows Files 48314 206 GB 5.58 %

1 Miscellaneous Files 47438 1.89GB 5.35 %

1 Documents, Books and Help Files 3828 1.03GB 254 %

1 Internet Files 5765 1.01GB 85 %

71 Unknown Files 16033 806.46 MB 25 %

1 Development Files 12874 49108 MB 37 %

71 Game Files 24 136.92 MB 0.38 %

1 Movies, Clips and Video Files 150 34,00 MB 0.0 %

1 Temporary Files 13 43762 KB =0.01%

. Categorize By Modification Year | File Categaries | [ 100%

. Last Modified 2010 6084 14.86 GB [ 23,417 ~

e kestModified 2007 B ogeccereoe g Sl

. Tast Modified 2016 @ ViewChars ., [ 2289

T Last Modified 2012 1 Export Reports . [ 411% i

176891 Files, 35.03 GB Default File Classifice _,
@ fo AUTE L9 B Save Categories »

[ Export To SOL Database ...
Copy To Clipboard

Apply Selected Filters ., I,\\X

Clear Selected Filters

In order to change the current file categorization mode, click on the file categorization combo
box located in the top-left corner of the second-level file categories view. In order to apply a
second-level file filter, select one or more file categories in the filters view, press the right
mouse button and select the 'Apply Selected Filters' menu item. DiskBoss will filter file
classification results and display in the top view files matching the selected file filters and file

categories containing these files.

%, File Classification Results - Default File Classification Plugin [m] x
3} i = oy /> g o 1 [mons] ==
S5 & I+ B R 4 @ B | B
Search Analyze Copy Move Delete Up Charts  TopFiles Save Export Info
Name Files Space Space (%)
21 Pregrams, Extensions and Script Files 16704 495GB 2.83 %
1 Windows Files 25898 123GB 5.91 %
1 Miscellaneous Files 25076 117 GB 4.88 %
1 Unknown Files 3973 220.81 MB 2.85
| Development Files 566 7243 MB 0
1 Images, Pictures and Graphic Files 5060 51.68MB 4
1 Internet Files 4129 48.94 MB .61
1 Documents, Books and Help Files 234 31.83MB .39
1 Archive, Backup and Disk Image Files 485 30.41 MB .38
2 Movies, Clips and Video Files 99 28.06 MB .36
) Music and Audio Files T 13.21 MB .16
1 Game Files 4 7.66 ME .09
1 Temporary Files 2 12945 KB <0.01%
% Categorize By Modification Year File Filter is Active | 100% B
. Last Modified 2010 6084 14.86 GB 42.41 o -
22887 7.89GB [T
63184 7.81GB 22.28 o
182 144 GB 4.11% i
@ 82807 Files, 7.88 GB Default File Classification Plugin

When a file filter is active, the file classification results dialog generates charts and exports
HTML, PDF, Excel, XML, text and CSV reports for filtered files only. The user is provided with
the ability to browse the filtered file hierarchy and perform file management operations in the
usual way. In order to reset the file filter, press the right mouse button over the filters view

and select the 'Clear Selected Filters' menu item.
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In addition to the built-in file filters, DiskBoss provides the ability to pre-configure one or more
custom file filters according to user-specific needs and requirements and then categorize and
filter the file classification results using to the user-custom file filters. In order to add a custom
file filter, select the custom file filters view, press the right mouse button over the filters view
and select the 'Edit Custom Rules' menu item.

% Custom Rules 7 g

Custom Rules

:=| Large Files Created More Than 3 Years Ago

:=] Large Files Last Accessed More Than 2 Years Ago

:=| Large Images and Pictures Created During This Month
:=| Docurments Modified Today

o Add {5} Edit %) Delete ok Cancel

In order to add a new custom file filter, press the 'Add' button, enter a unique filter name and
configure one or more file matching rules specifying which types or groups of files to display.
In order to edit a custom file filter, select the filter in the custom file filters dialog and press
the 'Edit' button.

[%] Edit Custormn Rule - Large Images and Pictures Created During This Month ? bt
I 1
& Category w | |Related To v |Images. Pictures and Graphic Files |
File Size « | | More Than - | 10 : | MBytes -
) Created » | | This Month -~ 0 — | | Days -
Ok Match All Cancel

Once finished configuring custom file filters, close the filters dialog and DiskBoss will
categorize the currently displayed file classification results and show the list of user-specified
custom file filters sorted by the amount of data and the number of files matching the specified
file filters. In order to filter the currently displayed file classification results by one or more
custom file filters, select the required custom file filters in the filters view, press the right
mouse button and select the 'Apply Selected Filters' menu item. DiskBoss will filter the file
classification results according to the selected custom file filters and display the amount of
data and the number of files matching the selected file filters.

68



DiskBoss Server Manual

Flexense Ltd.

3.3

File Classification Pie Charts

The DiskBoss file classification utility provides multiple types of statistical pie charts and
timeline charts capable of showing the amount of disk space usage and the number of files per
file category, file extension, file size, file owner, creation, modification and last access time. In
order to open the charts dialog, press the 'Charts' button located on the file classification
results dialog and select an appropriate chart type.

 File Classification Results - Default File Classification Plugin O X
£ & T+ > B4 0 (= EE
B = D X 4 e [E]
Search Analyze Copy Move Delete up Charts | Top Files Save Export Info
Mame Files &% Disk Space Usage Per Category ... |
Pragrams, Extensions and Script Files 33292 l22)  Disk Space Usage Per Bxension ... %
Images, Pictures and Graphic Files 26844
) Disk § u Per File Size ..,
Music and Audio Files 1513 EhE R e
Archive, Backup and Disk Image Files 3764 Disk Space Usage Per Attributes ...
Documents, Books and Help Files 10530
i Disk § u Per Top Directory ...
Miscellaneous Files 52539 S
Windows Files 50829 B Disk Space Usage Per User Name ..,
Internet Files 17965
Development Files 33025 &) Disk Space Usage Per Creation Time ...
Unknown Files 11251 < % " 5
ity Bl 15542 &) Disk Space Usage Per Modification Time ...
Game Files 38 &) Disk Space Usage Per Last Access Time ..
Movies, Clips and Video Files 181
———— @] Disk Space Usage Per Creation Date ...
|22) Categorize By Extension - File Catec
ot a3 %] Disk Space Usage Per Modification Date ... b
|&] PG Files 10652
L] DLL Files 24482 ] Disk Space Usage Per Last Access Date ...
|& MP3 Files 1305 )
(=] EXE Files 4309 2 Disk Space Usage Per Creation Year ...
éj ﬁEPFFIIfllleess ij‘é ' Disk Space Usage Per Modification Year ...
@ < u
© 257313 Files, 63.71 GB Default File Classification Plugin % Lekpaceliage Pecket Siecestoar
H
&) Disk Space Usage Per Creation Hour ...
&) Disk Space Usage Per Modification Hour ...
&) Disk Space Usage BPery Last Access Hour ..

For example, in order to open a chart showing the disk space usage and the number of files

per file category, press the 'Charts' button located on the file classification results dialog and

select the 'Disk Space Usage Per Category' chart type.

% Disk Space Usage Per Class m} X
Disk Space Per Category - Default File Classification Plugin
EI 18.57GB - 29.15% - Programs, Extensions and S...
D 16,18GB - 25.40 % - Images, Pictures and Graph...
] 84768 - 13.29% - Music and Audio Files
D 8.00GB - 12.55% - Archive, Backup and Disk L...
| 28168 - 4.40% - Documents, Books and Help ...
B 24468 - 3.82% - Miscellaneous Files
[] 21668  -339% - Windows Files
7] 20868 - 3.26% - InternetFiles
|:| 977.77MB - 150 % - DevelopmentFiles
[] 20868 -323% - Other(4)
Date: 21-Mar-2019 | Time: 13:30:08 | Host: Windows 10-64 | Title: File Classification Report
ﬂ Save | | & Print 2 Copy | | Options Disk Space Usage Per Class - | PieChart = Close

In addition, the charts dialog provides the user with the ability to export the chart data to a
number of different formats, export the chart image to the BMP, JPEG and PNG image files,
and copy the displayed chart image to the clipboard allowing one to easily integrate DiskBoss
charts into user's documents and presentations. In order to customize the chart's description,
press the 'Options' button and specify a custom chart title, host name, date or time.
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One of the most powerful features of the DiskBoss file classification utility is the ability to filter
file classification results using one or more user-specified filters and then categorize filtered
results and display statistical pie charts. For example, in order to display a pie chart showing
the amount of disk space usage per file extension for files that were modified during the last
two years, set the file categorization mode to 'Categorize By Modification Year', select one or
more years to show the information for, press the right mouse button over the file filters view

and select the 'Apply Selected Filters' menu item.

% File Classification Results - Default File Classification Plugin O >
B Py M =3 I \ B 3 - Eﬁ:%g .
S & 0 R 4 @B 8 8B =
Search Analyze Copy Move Delete Up Charts Top Files Save Export Info
MName Files Space Space (%a)
Programs, Extensions and Script Files 33262 18.57 GB 29,15 %
Images, Pictures and Graphic Files 260844 16,18 GB 25.40 %
Music and Audio Files 1513 847 GB 3.29 %
Archive, Backup and Disk Image Files 3764 8.00 GB 2.55 %
Documents, Books and Help Files 10530 2.81GB 4,40 %%
Miscellaneous Files 52539 244 GB 382%
Windows Files 50829 2.16 GB 3.39%
Internet Files 17965 2.08 GB 3.26 %
Development Files 33025 97777 MB 1.50 %
Unknown Files 11251 913.47 MB 1.40 %
Temporary Files 15542 627.65 MB 0.96 %
Garne Files 38 521.30 MB 0.80 %
Movies, Clips and Video Files 181 4231 MB 0.06 %
. Categorize By Creation Year | ———— File Categories | —— | 100%: |
= Created 2018 195830 50.13 GB e | ~
Y Created2t9 T T =%
T Created 2016 HpoRepoits. 3.11%
. Created 2014 : . 1,42 %
. Created 2015 [ Save Categories 4 0.56 %
Y Created 2011 0.43 % v
Export To SGL Database ...
© 257313 Files, 63.71 GB Default File Classificat L i

Copy To Clipboard

PR

Clear Selected Filters

DiskBoss will filter the file classification results and display files that were modified during the
selected years. Now, press the 'Charts' button located on the file classification results dialog
and select the 'Disk Space Usage Per Extension' menu item. DiskBoss will categorize the
filtered file classification results and display a pie chart showing the amount of disk space

usage per file extension for files that were modified during the selected years.

% Disk Space Usage Per File Extension m} x

Disk Space Per File Extension - Default File Classification Plugin
El 12.84GB - 20.16 % - JPG Files
11,21GB - 17.59% - DLLFiles
I:I B.46 GB - 13.27% - MP3Fies
[B] 72868 - 11.44% - EXEFies
| 272GB -4.27% - ZIPFiles
D 2.24GB - 3.,52% - NEFFiles
7] 22168 - 3.48% - PDFFiles
[7] 15968 - 2.50% - PSTFies
[l 1.51GB - 236 % - RARFiles

[] 136468 - 31.41% - Other (1263)

Date: 21-Mar-2019 | Time: 13:30:08 | Host: Windows10-64 \ﬁﬂe: File Classification Report
B Save = Print [ Copy Options | | Disk Space Usage Per File Extension ~ | FieChart = Close

In a similar way, the user can filter file classification results by the file type, size, user name,
file attributes, creation, modification and last access dates and then display various types of
charts showing the disk space usage or the number of files according to user-specific needs.
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Another powerful capability is the ability to display the disk space usage timeline charts for all
or filtered file classification results. In the simplest case, press the 'Charts' button located on
the file classification results dialog and select the 'Disk Space Usage Per Modification Year'

menu item.
% File Classification Results - Default File Classification Plugin O X
tv a B s \ ?n' ) 1l WE
S5 & =¥ = X o @ [IjE E
Search Analyze Copy Maove Delete Up Charts  Top Files Save Export Info
Mame Files % Disk Space Usage Per Category ... 1
Programs, Extensions and Script Files 33292 Dizk Space Usage Per Extension ...
Images, Pictures and Graphic Files 26844 - e
g Disk 5 U Per File Size ..,
Music and Audio Files 1513 BERRARC SOt KREIR DS
Archive, Backup and Disk Image Files 3764 Dizk Space Usage Per Attributes ...
Documents, Books and Help Files 10530 s .
2 Disk 5 U Per Top Directory ...
Miscellaneous Files 52539 SRiiisseba el e
Windows Files 50829 4. Disk Space Usage Per User Narne ...
Internet Files 17965
Development Files 33025 &) Disk Space Usage Per Creation Time ...
Unknown Files 11251 . . e :
e 15542 &) Disk Space Usage Per Medification Time ...
Game Files 38 & DiskSpace Usage Per Last Access Time ...,
Movies, Clips and Video Files 181
—_———— — [ Disk Space Usage Per Creation Date ... 1
|22l Categorize By Extension - File Catec
- - ]  Disk Space Usage Per Modification Date ... H
|| JPG Files 10652
_J DLL Files 24487 Bl Disk Space Usage Per Last Access Date ...
[ MP3Files 1505
[#=] EXE Files 4309 = Disk Space Usage Per Creation Year ...
i ZIP Files 354 = =
“ Disk 5 Per Modification Year ..
6] NEF Files 245 L Bk Space Usage Py ieaten oy I}S
o i 1
© 257313 Files, 63.71 GB Default File Classification Plugin & (DekSpaccUsagePerlost ccesNear
& Disk Space Usage Per Creation Hour ...
& Disk Space Usage Per Modification Hour ...
Diisk Space Usage BPery Last Access Hour ...

DiskBoss will display a time line chart showing how much data was modified per year. In order
to display how many files were modified per year, set the chart mode to 'Number Of Files Per

Modification Year'.

% Disk Space Usage Per Modification Year

12GB—
11GB—
SGB
3GE
7GB
6GE —
5GB
4GB
2GB
1GB —

Disk Space Usage Per Modification Year

| Date: 214Mar-2019 | Time: 14:37:14 | Host: Windows 10-64 | Title: Disk Space Usage Per Madification Year

2013 2014 2015 2016 2017 2018 2019

Hsave | | & Print [ Copy | | Options | |Disk Space Usage Per Modification Year v |

Close

In addition, the user is provided with the ability to display timeline charts for filtered file
classification results. For example, in order to display how many documents were created per
year, set the file categorization mode to 'Categorize By File Type', select the 'Documents,
Books and Help Files' file category, press the right mouse button and select the 'Apply
Selected Filters' menu item. Now, press the 'Charts' button located on the main toolbar, and
select the 'Disk Space Usage Per Creation Year' menu item.
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3.4 Analyzing File Classification Results

DiskBoss provides multi-level file classification and disk space analysis capabilities allowing
one to analyze file classification results and visualize physical locations of all files related to
one or more specific file categories or file classes. These capabilities are especially useful when
used in conjunction with second-level file categories and filters providing the user with the
ability to analyze categorized and filtered file classification results and making it very easy to
reveal locations of very specific files the user is looking for.

# File Classification Results - Default File Classification Plugin O X
& @ =y (e [ g
S5 & I D B 4 @ B |
Search Analyze Copy Move Delete Up Charts Top Files Save Export Info
Name Files Space Space (%)
|1 Programs, Extensions and Script Files 28693 12.29 GB [ 63.03 %
.1 Miscellanecus Files 41735 237 GB [ 2.14 %
] Windows Files £ Search . [ J.BS'-"SIE
] Unknown Files 5,17 %
11 Archive, Backup and Disk Image Files M Analyze .. I% 3.61%
17 Images, Pictures and Graphic Files = Too Fil 1,25 %
] Internet Files sl lophies . 1.07 %
) Development Files o : 0.89 %
.11 Game Files 5 Copy FilesTo.. 0,59 %
1) Decuments, Books and Help Files 6‘:\. Move Files To ... 0.35 %
7] Movies, Clips and Video Files 0.18 %
.1 Music and Audio Files 71 Compress Files ... 0.07 %
7] Temporary Files <0.01%
— &

|22 Categorize By Extension - =l g}, tampress and ConyRe.. 3 100% |

: 21 Compress and Move To .. S5.49 % %

) . 7.43 %
& LinkTo.. 3090
12] S5YS Files = R 2,32 %
[5] OCK Files B! Deletefiles.., 175%
| ] DAT Files 1,98 % v
= Export To SOL Database
& 156021 Files, 19.50 GB Default File Classific
Copy Details To Clipboard ...
Open Category ...

In order to analyze file classifications results, select one or more file classes or categories in
the file classification results dialog, press the right mouse button and select the 'Analyze’
menu item. DiskBoss will process the selected file categories and classes and display a file
system hierarchy showing files related to the selected file categories or classes and the
directories containing these files.

% Disk Space Analysis [m| X
& 1 Y e wts | B | 1 =
S & & h R 4 @ 8 D
Search Classify |  Copy Move Delete Up Charts Top 100 | Save Actions
Name Files Space Space (%)
(1 Windows 3177 9,08 GB 87.63 %
(3 Program Files (x86) 1359 637.16 MB 6.00 %
(] Program Files 345 374.64 MB 3.53 %
(] Users 561 286,97 MB 2,80 %
(] temp 34 2,00 MB 0.02 %
(3 MS StorSimple 32 1.97 MB 0.02 %
(3 ProgramData 1 452,43 KB <0.01%
(3 tests 5 365 Bytes <0.01%
\g2! Categorize By Extension - | — File Categories — 100% J
|%] DLL Files 2011 8,98 GB 86.63 % ~
[==] EXE Files 2980 1.36GB 13.08 %
[B] IS Files 1786 23.44 MB 0.22 %
|2 VBS Files 73 3.81 MB 0.04 %
| ] JSON Files 509 2.80 MB 0.03 % W
@ 25514 Files, 10.36 GB (4}

Analysis results are displayed in the standard disk space analysis dialog, which provides the
user with the ability to generate pie charts, export HTML, PDF, Excel, XML, text and CSV
reports, perform file management operations, etc.
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3.5 Searching Files in File Classification Results

DiskBoss provides the ability to search files in file classification results by the file name,
extension, full path, file category, file size, file attributes, creation, last modification and last
access dates. In order to start a file search operation, classify one or more disks or directories
and press the 'Search' button located on the main toolbar.

 File Classification Results - Default File Classification Plugin [m] X
P s =, a5 = 3 g | E\
S & & D R 4 e B B H=
Search Analyze Copy Mave Delete | Up Charts Top Files Save Export | Info
Name Files Space Space (%)
|1 Programs, Extensions and Script Files 28993 12.2% GB | 63.03 %
1 Miscellanecus Files 41735 237 GB [ 2,14 %
W Ei T
!__.] indows [.ES P il 11.65 :
1 Unknown Files — I% 5.17 %
|1 Archive, Backup and Disk Image Files ®  Analyze.. 3.61%
) Images, Pictures and Graphic Files = TopFil .25 %
|1 Internet Files = A e .07 %
1 Development Files o § .BY %
1 GameFiles 2 CopyfFiles To ., 0.59 %
_1 Documents, Books and Help Files F:-I Mave Files To .. 0.35 %
I Movies, Clips and Video Files 0.18 %
I Music and Audio Files #1 Compress Files .., 0.07 %
1 Temporary Files =0.01 %
=i
i| Categarize By Extension | ———— 4| ComprescandCopy o L 100%
— &7
5] DLL Files R Onfiiessntk Mok B ~
EXE Files - . 7.43 %
NOEXT Files MLk 3.54%
SYS Files = .32 %
[5] ocxFiles G Bleterbiles o 5%
lj DAT Files .48 % W
= — Export To SOL Database
@ 156021 Files, 19.50 GB Default File Classific

Copy Details To Clipboard ...

Open Category ...

By default, the search operation will be performed on all file classification results. In order to
search files in a specific file category, select the category in the file classification results view,
press the right mouse button and select the 'Search Files' menu item. DiskBoss will search in
the selected categories of files and display the file search results dialog showing a list of files
matching the user specified criteria.

& Search Files ? s

++ File Name + | | Contains - |&n)|

[ File Name 1

[ Extension

] Full Path

L & Category
File Size

= File Attributes

&, User MName

=) Created

) Last Accessed Q

E Creation Date
Fl Modification Date
] Last Access Date

File Mame Length
~ File Mame Depth
21 Mested Rules

kSearc-h Match All Rules  + . Canc&

The search results dialog allows one to filter and categorize file search results, display various
types of pie charts, copy, move and/or delete files, export file search results to a number of
standard report formats including HTML, PDF, Excel, text, CSV and XML. In addition, advanced
users are provided with the ability to export file search results to an SQL database.
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3.6 Using File Management Operations

DiskBoss allows one to copy, move, compress and delete files and related to specific file
categories. In order to perform a file operation on one or more file categories, select the
required items in the file categories view, press the right mouse button and select an
appropriate file management operation.

% File Classification Results - Default File Classification Plugin O *
& | ™ =N @™ | o | 5N ] | =
& & D B 4| e & | =
Search Analyze Copy Move Delete Up | Charts. Top Files Save Export Info
MName Files Space Space (%)

1 Programs, Extensions and Script Files 28093 12.29 GB 63.03 %
] Miscellaneous Files 41733 2.37GB 12.14%
) Windows Files 47584 2.27GB 1165 %
] Unknown Files 20086 1.01 GB 5.17 %
[ Airchive Backup and Disk image Files P i 361 0%
) Images, Pictures and Graphic Files 5 earch .. 1.35 %
] Internet Files & Analyze .. 1.07 %
) Development Files . Too Fil 0,89 %
] Game Files - kAl 0.59 %%
] Documents, Books and Help Files = es 0,35 %
) Movies, Clips and Video Files ) Copy filesTo .. I% 0.18 %
1 Music and Audio Files B MoveFiles To .. 507 %
) Temporary Files <0.01%
=3
|2:] Categorize By Extension > o mpEsTi s G 100%
%] DLL Files &1 Compressand Copy To ... 55.44 % ”~
[a5] EXE Files S 7.43 %
MOEXT Files 2 Compress and Move To ... Tai o
S¥5 Files & LinkTe 2.32 %
5] OCXFiles e L75 %
| DAT Files 1.48 % v
= [¥ DeleteFiles...
& 156021 Files, 19.50 GB Default File Classifica

& Export To SOL Database
Copy Details To Clipboard ...
Open Category ...

For copy and move operations, enter the destination directory and optionally press the
'Advanced Options' button to open the file copy options dialog. The copy options dialog allows
one to control the file overwrite mode, file copy rules, performance tuning options and error
handling options.

[ Enter Destination Directory ? X

Directory: |F:\Backup

ok Cancel

When copying files with an active file filter, DiskBoss automatically adds one or more file
matching rules to the 'Rules' tab ensuring that only filtered files are copied to the destination
directory. In order to delete files related to one or more file categories, select the required file
categories in the categories view, press the right mouse button and select the 'Delete' menu
item.

5 Wamning

Are you sure you want to delete 318 selected files?

For example, in order to delete all types of document files, classify files in a disk or directory
using the default file classification plug-in, select the 'Document Files' file category in the file
classification results view, press the right mouse button and select the 'Delete' menu item.
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3.7 Saving File Classification Reports

DiskBoss allows one to save file classification reports into a number of standard formats
including HTML, PDF, Excel, XML, text and CSV. In the simplest case, perform a file
classification operation and press the 'Save' button located on the file classification results
dialog. On the save report dialog, select an appropriate report format, enter a report file name
and press the 'Save' button.

2% SaveFile Classification Report ? >

Format: | [=] HTML Report -

File Name; %nts'nFile Classification Report 29-Mar-2018 112843, html

|:] Advanced Options ... ] save Cancel

For the HTML, PDF, Excel, text, CSV and XML report formats, the user is provided with the
ability to save a short summary report or a longer detailed report, which may be very long for
large file systems containing millions of files. By default, DiskBoss will save a short, summary
file classification report in the HTML report format, which will include a list of top-level file
categories according to the selected file classification plug-in and a list of tables showing the
disk space usage and the number of files per file extension, file attribute, user name, etc.

- File Classification Report *x e = O

G @ X @ file///C/Reports/DiskBoss File Classification Report 29-Mar-2018 112514.html v @ W =

~
Generated By: DiskBoss Ultimate v9.1.16 29-Mar-2018 11:25:14

File Classification Report

Date 2018/03/29
Time 11:25:14

Total Files 176116

Total Space 34.97 GB
Performance 13713 Files/Sec
Process Time 12.84 Sec

Host Name Windows10-64
User Name alex-s

Input Dirs ciudisziy

File Filter off

Default File Classification Plugin

Name Files Space Space (%)

Programs, Extensions and Script Files 263252 Files 11.08 GB 34.27 %

Images, Pictures and Graphic Files 11060 Files 7.41 GB 21.18 %

Archive, Backup and Disk Image Files 3136 Files 4,46 GB 1277 %

Music and Audio Files ©54 Files 3.71GB 10.62 %

Windows Files 49297 Files 2.05 GB 5.86 %

Miscellaneous Files 47313 Files 1.88 GB 5.37 %

Documents, Books and Help Files 3781 Files 1.03GB 2.94 %

Internet Files 5748 Files 1.01GB 2.90 %

Unknown Files 16031 Files 806.35 MB 225%

Development Files 12556 Files 488.73 MB 1.36 %

Game Files 24 Files 136.92 MB 0.38 %

Movies, Clips and Video Files 150 Files 34.00 MB 0.09 %

Temporary Files 14 Files 488.01 KB <0.01 %

-

< >

In addition, the user is provided with the ability to save file classification results to the
DiskBoss native report format, which preserves all information related to each specific file
classification operation and may be loaded at any time just by clicking on a report file in the
DiskBoss file navigator.
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Sometimes, it may be required to perform additional analysis of file classification results using
external tools such as Microsoft Excel. In order to export file classification results to the Excel
report format, perform a file classification operation, press the 'Save' button located on the file
classification results dialog, select the 'Excel Summary' report format for a short summary
report or the 'Excel Report' format for a detailed file classification report.

# Save File Classification Report ? X

Farmat: ‘| Excel Summary v
HTML Sumimary

HTML Report

File Mame:

{3 PDF Summary
i3] PDF Report

| 2] Advan Excel Summary <

| Excel Report k
| Text Summary |_
| TextRepart

| CSV Summary

7] €SV Report
XML Summary
XML Report

B s0L Database

% DiskBoss Report

A summary Excel report will include a list of top-level file categories and a number of tables
showing the used disk space and the number of files per file extension, file attribute, file
creation time, last modification time, user name, etc.

== File Classification Report 28-Mar-2018 112955 - Microsoft Excel Viewer - u] X
= e @ - =
e T =1L _an [ =T
e A I =
Open Quick Print | Copy Find Go Page Print Switch
Print  Preview Ta Setup Area~ || Windaws ™
Office Document Edit Page Setup Window
A B = D

17 Disk Space Usage Per File Catego

19 File Category Disk Space Percent
20 Programs, Extensions and Script Files 12,868,390,393 34.27
21 Images, Pictures and Graphic Files 7,951,612,209 21.18
22 Archive, Backup and Disk Image Files 4,793,320,887 12.76
23 Music and Audio Files 3,988,075,005 10.62
24 Windows Files 2,199,590,776 5.86
25 Miscellaneous Files 2,022,294,385 5.39
26 Documents, Books and Help Files 1,100,144,512 2.93
27 Internet Files 1,089,583,851 2.90
28 Unknown Files 845,549,026 2.25
29 Other 692,189,849 1.84
30

31

3 Disk Space Usage Per File Category

m Programs, Extensions and Script Files
B mages, Picturesand Graphic Files

W Archive, Backup and Disk Image Files
B Music and Audio Files

™ Windows Files

40 m Miscellaneous Files
a = Documents, Books and Help Files
42
= Internet Files

43

i Unknown Files

as = Other

a6
EL

44 b M| Summary o 0 |

Ready [E=om

A detailed Excel report will include a list of file categories according to the currently selected
file categorization mode and an hierarchy of file groups and file classes sorted by the amount
of the used disk space, which may be very long for large file systems containing millions of
files. In order to control how many hierarchy levels and how many files per level are exported
in the detailed report, press the 'Advanced Options' button located on the 'Save Report' dialog
and customize the file classification report according to your specific needs.

76



DiskBoss Server Manual Flexense Ltd.

One of the most useful ways to export file classification results is to use the PDF summary or
the PDF report formats. Both of these report formats include various types of graphical pie
charts showing disk space usage and the number of files per file extension, file category,
creation time, last modification time, user name, etc. In order to save file classification results
to a PDF report file, press the 'Save' button located on the file classification results dialog and
select the 'PDF Summary' report format for a short, summary report or the 'PDF Report'
format for a detailed file classification report.

2 Save File Classification Report ? x

Format: | i PDF Report -
HTML Summary

File Namie:

|=| HTML Report

£ :PDF Summary
{m PDF Report
Excel Summary
Excel Report
Text Summary -
Text Report
CSV Summary
[ CsV Report
XML Summary
¥ML Report
EH sqQL Database
% DiskBoss Report

A summary PDF report will include a list of top-level categories of files according to the
selected file classification plug-in sorted by the amount of the used disk space followed by a
number of pie charts showing the disk space usage and the number of files per file extension,
file attribute, file creation time, last modification time, user name, etc. A detailed PDF report
will include an hierarchy of file groups and file classes sorted according to the used disk space,
which may be very long for large file systems containing millions of files.

"X File Classification Report 29-Mar-2018 113427.pdf - Adobe Acrobat Reader DC - o X

File Edit View Window Help

Home Tools File Classification R.. X @ signin
@8 HEQ @ 1w KA O O® -5 RBREAT

File Classification Report 29-Mar-2018

File Classification Report

Property Value

Date 2018/03/29
Time 11:34:11
Total Files 176121
Total Space 34.97 GB
Performance 24136 Files/Sec
Process Time 7.30 Sec
Host Name Windows10-64
User Name alex-s

Input Dirs e:\zdiN;zi\
File Filter off

Disk Space Usage Per File Type

3 4
[l programs, Extensions and scrip...  11.98 GB 34.27 %
[l trages, Pictures and Graphic Files 7.41 GB 21.18 %
[l Archive, Backup and Disk Image...  4.46 GB 12.77 %
[l Music and Audio Files 3.71 B 10.62 %
[ windows Files 2.05 GB 5.86 %
[ wiscellaneous Files 1.88 GB 5.38 %
Il pocuments, Books and Help Files 1.03 GB 2.93 %
W rnternet Files 1.01 GB 2.90 %

Unknown Files 806.38 MB 2.25 %
W others (4 660.12 MB 1.84 %

In addition to the hierarchy of file types sorted by the used disk space, detailed PDF reports
include pie charts showing the disk space usage per file category and the number of files per
file category according to the currently selected file categorization mode. For example, if the
second-level file categories mode is set to categorize file classification results by the file
extension, the PDF report will display pie charts showing the used disk space and the number
of files per file extension.
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3.8 Batch File Classification Reports

DiskBoss allows one to save batches of file classification reports according to the currently
selected categories of files with each report showing the disk space usage and the number of
files for a corresponding category of files. For example, let's assume that we need to save file
classification reports for the last 10 years with each report showing categories of files and the
disk space usage for all files that were created during each year.

% File Classification Results - Default File Classification Plugin O *
& [ =™ - s [ &= L -
H & T H R 4 @& 8 e
Search Analyze Copy Move Delete Up Charts  Top Files Save Export Info

Mame Files Space Space (%)
1 Programs, Extensions and Script Files 23267 943 GB 67.56 %
] Windows Files 43837 1.85 GB 13.25 %
] Miscellaneous Files 40489 1.64 GB 1177 %
1 Archive, Backup and Disk Image Files 2540 286.23 MB 2.00 %
1 Unknown Files 5321 258.63 MB 1.B15%
] Internet Files 4709 153.99 MB 1.08 5
] Game Files 18 118.03 MB 0.83 %
] Development Files 1099 103.72 MB 0.73 %
1 Images, Pictures and Graphic Files 5132 5587 MB 0,39 %
1 Documents, Books and Help Files 960 3548 MB 0,25 %
1 Maovies, Clips and Video Files 144 3395 MB 0,24 %
] Music and Audio Files T 13.21 MB 0.09 %
] Temporary Files 5 304.63 KB <0.01%
. Categorize By Creation Year File Categaries _! - 100% |
T Created 2017 24514 2.31 GB 59.54 % A
& Created 2018 40840 5.20 GB 37.90 %
¥ Created 2015 — 1.42%
W Created 2011 &l View Charts.. D68 %
2 Created 2016 | Export Reports ... 0.33 %
2 Created 2006 I% 0.07 % v
© 127528 Files, 13.95 GB Default File Classif £ Save Categaries 4

B  EBxport To SOL Database ...
Copy To Clipboard

il Apply Selected Filters ...

Clear Selected Filters

In order to generate such reports, set the file categorization mode to 'Categorize By Creation
Year', select all years for which you need to generate analysis reports in the file categories
view, press the right mouse button and select the 'Export Reports' menu item. On the 'Export
Reports' dialog, select an appropriate report format and report mode, specify a destination
directory to export reports to and press the 'Save' button.

# Export Reports ? o

Format: (=] L Report ~ | | Summary Report -

Directory: | Ci\Reports

] save Cancel

For each selected year, DiskBoss will filter file classification results by the file creation year
and save an individual file classification report in the specified destination directory with each
report file name and report title containing the file creation year.

In the same way, the user can generate batches of analysis reports showing categories of files
and the disk space usage per user, last modification date, last access date, file attributes, file
size, top directory or user-custom categories pre-configured using flexible file matching rules.

For example, in order to export individual file classification reports for all users, set the file
categorization mode to 'Categorize By User Name', select all the required users, press the
right mouse button and select the 'Export Reports' menu item. Now, the destination directory
will contain a series of file classification reports with each report showing categories of files
and the disk space usage per user.
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The batch reports dialog provides the ability to export reports to a number of standard report
formats including: HTML, PDF, Excel, text, CSV and XML. Depending on the selected report
format and report mode, each report will include a summary table showing statistics about the
report, a table showing categories of files sorted by the amount of used disk space and lists of
files for each category sorted by the file size.

2% Export Reports ? X

[=] HTML Report  »
|} HTML Report
| POF Report

[ TextReport
[+ SV Report
¥ML Report

Format: Summary Report -

Directory:

Cancel

In addition, the batch reports dialog allows one to select one of the following report modes:
summary report, compact report or full report. When the summary report mode is selected,
each report will include a summary table and lists of file categories sorted by the amount of
used disk space. When the compact report mode is selected, each report will include a
summary table, lists of file categories and lists of top 100 files per file category. When the full
report mode is selected, each report will include a summary table, lists of file categories and
full lists of files per category sorted by the file size.

2% Export Reports ? X

Format: ¢ Excel Report -

[ |SummaryReport
C:'\Reports Compact Report

Summary Report -

Directory:

Cancel

[ save

Once the export operation will be completed, the specified destination directory will contain a
number of file classification reports according to the selected file categorization mode, selected
categories of files and the selected report format.

(e + | Reports - 2 X
Home Share View 9
€« v g > ThisPC » System Disk (C:) > Reports v & Search Reports »0
MName - Date modified Type Size
7 Quick access e
E2] File Classification Report Created 2018 Microsoft Office Excel 19°KB
[ Desktop ¢ =
E21] File Classification Report Created 2017 24 KB
s ¢ =
& Downloads i] File Classification Report Created 2016 10 KB
[ Documents & @&} File Classification Report Created 2015 14KB
&= Pictures o Ex1] File Classification Report Created 2014 fKB
o diskd E31] File Classification Report Created 2013 KB
Reports \_ﬂj File Classification Report Created 2012 BKB
Scréenshits lj‘_J._] File Classification Report Created 2011 SKB
E%] File Classification Report Created 2010 10 KB
screenshots e
E21] File Classification Report Created 2008 KB
¢@ OneDrive i21] File Classification Report Created 2008 KB
¥ File Classification Report Created 2007 Microsoft Office Excel W GKB
[ ThisPC & P
= Output (0:]
- SOUTCE (51
- target(T:)
¥ Network
=& Homegroup
12 items =
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3.9 Exporting Reports to an SQL Database

IT professionals and storage administrators are provided with the ability to submit file
classification reports from multiple servers and desktop computers to a centralized SQL
database. A long-term history of file classification reports allows one to gain an in-depth
visibility into disk usage trends across the entire enterprise. In order to submit a file
classification report to an SQL database, select the 'SQL Database' report format and press the

'Save' button.

File Mame:

] Advan| [

% Save File Classification Report *
Format: | 5 50L Database -
[ HTML Summary
[==] HTML Report
it PDF Summary
il PDF Report
Excel Summary
Excel Report
= B

|5 Text Summary
=| TextReport
EI C5V Summary
E| CSV Report
XML Summary
XML Report

“% DiskBoss Report m |

Before exporting reports to an SQL database, open the 'Options' dialog, enable the ODBC
interface and specify the name of the data source, database user name and password to use
to connect to the database.

%, DiskBoss Options X
:_g' General
Enable ODBC Interface |~ Verify .., Clear

e ] E-Mail
i ODBEC Data Source: |MvSQL Server |

i Shecais User Name: |d|skboss |
| 2

L:'Ue! Misc Password: (XTI TTTIT Y] |
s I w

| [ save Cancel |

For each report in the database, DiskBoss displays the report date and time, the host name,
the input directories, the total humber of files and disk space and the report title. To open a
previously saved report, just click on the report item in the database reports dialog.
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3.10 Classifying Files in Network Servers and NAS Storage Devices

DiskBoss Server allows one to scan the network, discover network servers and NAS storage
devices, automatically detect all accessible network shares and classify files in hundreds of
network servers and NAS storage devices. In addition, the user is provided with the ability to
export the list of detected servers and NAS storage devices (including lists of network shares
for each server) into HTML, PDF, text and Excel CSV reports.

%, Network Servers and NAS Storage Devices ? X
20 Network Servers or NAS Storage Devices, 64 Selected Shares
Server Comment Shares Selected  Total Uszed Free Free (%) i
@ srv2DD8s SRW2008 Storage Server 8 g 41778 180.30 GB 3.997B 96 %
@ flexrns VirtualBox Server ] B 3.23 7B 1.28TB 1.95TB 60 %
@ srv2008 SRV2008 64-Bit Server 6 ] 2093 TE 73.48 GB 288 TE 98 %
@ repsry Report Server 3 3 1.227TB 45,23 GB 117 TB 96 %
) datasrv Data Server 4 4 1.22TB 92.89 GB 1.3 TB S3mG |
[ SRV2012 64-Bit Server 3 3 B : . i
) flexcore W7 64-Bit Dev Machine 4 i g acarchibiiess 52 %
@ stsry Setup Server 2 2 Analyze Disk Space ... 95%
@ testsry Test Server 2 2 e 3 95 %
O websry \WEBSRY 2 2 Sl bl % 55 %
@ srv20D3 SRW2003 Test Server 4 4 Search Duplicates ... 100 %
@ flexmob WT 84-Bit Test Machine 3 2 48 %
@ srv2008r2 SRV2008 R2 5 5 Select Metwork Shares v
Unselect Metwork Shares 1
L. Search . Analyze @ Classify | | “% Duplicates Close
Select All Network Shares
Unselect All Network Shares
View MNetwork Search Log ...

In order to discover all network servers and NAS storage devices on the network, press the
'Network' button located on the main toolbar and wait while DiskBoss will scan the network
and show a list of detected network servers and NAS storage devices. In order to classify files
in one or more servers or NAS storage devices, select the required servers and NAS storage
devices and press the 'Classify' button.

& Classify and Categorize Files ? *

64 Directories Selected For Classification

Classify Disks, Directories and Network Shares Ll 55

[ \\datasrv\setups
] \\datasrdiso _Jl
) ‘WwdatasrAdrivers !
[ \srv2012\backup S
1 ‘hsre2012%data v | =l

D Start Options & Default File Classification Plugin - Cancel

DiskBoss will show all accessible network shares hosted on the selected servers and NAS
storage devices allowing one to classify files and save various types of file classification pie
charts and reports. In addition, the user is provided with the ability to customize a large
number of advanced file classification options allowing one to tune file classification operations
for user specific needs and hardware configurations.
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3.11 Batch File Classification Operations

DiskBoss Enterprise provides the ability to execute one or more pre-configured file
classification operations on all network servers and NAS storage devices on the network and
generate an individual file classification report for each server and NAS storage device. In
order to be able to use batch file classification operations, the user needs to pre-configure one
or more file classification commands customized to generate file classification reports
according to user-specific needs and requirements.

% Network Servers and MAS Storage Devices T =
18 Network Servers or NAS Storage Devices, 64 Selected Shares
Server Comment Shares Selected  Total Used Free Free (%) lal
@ srv2008s SRVZ2008 Storage Server 8 3 41718 180,30 GB 399TB 96 %
© flems VirtualBox Server ] ] 32378 12778 197 TB 61 %
@ srv2008 SRV2008 64-Bit Server & ] 2.95TB 73.48 GB 2.887TB 98 %
© repsry Report Server 3 3 1.227TB 45.23 GB 117 7B 96 Yo
@) datasrv Data Server 4 4 1.22TB 02.80 GB 11378 93 %
srv2012 SRV2012 6d-Bit Server 5 5 2
= - > | S
© flexcore W7 EA-Bit Dev Machine 4 1 Anaiyze Dk spacer 50 2%
@ websrv WEBSRY 2 2 Search Duplicates ... 95 %
@ stsrv Setup Server 2 2 — 95 %
@ testsrv Test Server 2 2 % Clasilyiles.. 95 %
© flesmob W7 64-Bit Test Machine 3 2 &£, Search Files... 48 %
@ srv20082 SRV2008 R2 5 5 37 %
@ srvkdsi SRV2KESI 1 1 || Execute Batch Command ... % 79 % o
Select Network Shares |
» Analyze L Duplicates 2 Classify £ Search ig Close
! Unselect Network Shares -

Select All Network Shares
Unselect All Network Shares

& Add Metwork Servers ...
Load Metwork Servers ...

Remowve Metwork Server

View Metwork Search Log ...

In order to start a batch file classification operation, press the 'Network' button located on the
main toolbar, search all servers and NAS storage devices on the network, select one or more
servers and NAS storage devices, press the right mouse button and select the 'Execute Batch
Command' menu item.

% Select Commands To Execute 7 >

Command Name
® Disk Space Analysis
. File Classification
5 Search Duplicate Files
&, Search Recently Modified Documents
® Users Analysis

Save Individual Report For Each Metwork Server - o start Cancel
|| Save Individual Report For Each Network Server

3 d or Ead

DiskBoss will display a list of pre-configured file classification commands allowing one to select
one or more commands to be executed on all selected servers and NAS storage devices. In
addition, the user is provided with the ability to select how to save file classification reports -
for each server or for each network share. By default, all file classification reports will be
saved in the DiskBoss internal reports database allowing one to open each report, review
results, generate various types of pie charts and export reports into a number of standard
formats including HTML, PDF, Excel, text, CSV and XML.

82



DiskBoss Server Manual

3.12 Comparing File Classification Reports

One of the most useful features of DiskBoss Server is the ability to compare file classification
reports saved in the DiskBoss reports database allowing one to easily identify how the disk
space usage is changing over time. For example, the user can schedule a periodic file
classification operation to be performed once per week and then compare two weekly file

classification reports and see what exactly changed over the time.

In order to compare file classification reports, press the 'Reports' button located on the main
toolbar, select two file classification reports, click the right mouse button and select the
'Compare File Classification Reports' menu item. DiskBoss Server will compare the selected file
classification reports and display the change report dialog showing a list of changes in the disk
space usage and/or the number of files per file category according to the file classification

plug-in used for this specific file classification operation.

¥ DiskBoss Server Reports @ win10x64 m}
|22] Show All Reports <) Filter Command = | |Contains
Date Time Command Host Inputs Data Label

M 2023/02/20 1353307 Analyze SCL Server sqlsry \isglsrvidic.. 120737 Files, 211 GB Disk Space Analysis
& 2023/02/20 13:5246  Classify SOL Server sqlsrv \sqlsrvidis... 120737 Files, 211 GB File Classification
& 2023/02/20 13:52:119  Classify FMB Server flexmob “Wflexmob.., 822993 Files, 839,18 GB File Classification
& 2023/02/20 13:51:16  Classify System Disk win10x64 = Classification
. 2023/02/20 13:50:46  Analyze FMB Server flexmob Be} Ao mbii Space Analysis
® 2023/02/20 134301 Analyze System Disk win10x64 = Open Detached ... Space Analysis
M 2023/02/20 13:41:43  Analyze MSX Server flexmsx Space Analysis
& 2023/02/20 13:40:42  Classify MSX Server flexmsx £, Search Files In Reports .. Classification
& 2023/02/20 13:38:34  Classify FlexSrv flexsrv - Classification
M 2023/02/20 13:38:20 Analyze FlexSry flexsrv Compare Analysis Reports .. I% Space Analysis
& 2023/02/16  13:24:10  Classify System Disk winl0x64 Classification
. 2023/02/16 132401  Analyze System Disk win0x64 Save Consolidated Summary To ' kSpace Analysis
& 2023/02/16 13:03:28  Classify System Disk win10x64 [%  Save Analysis Surmary To y Classification
. 2023/02/16 130314 Analyze System Disk winllx64 Space Analysis

&  View Disk Space Usage By 3

[£]  View Top Files By Size 3

& Sendto DiskBoss Server ...

Set Report Label ...

£ Search Qg" Analyze I Save & Import B Export 14 Refresh Close

E  ExportReports o 3

Import Reports ...
B ExportData..
%] Delete Reports

® Change Report O X
File Classification Change Report
Descripticn Change Percent o
= Total disk space increased +%53.67 MB & +573%
= Total file count increased +77,456 Files = +42.19%
= Internet Files disk space increased +1.11 MB £ +093%
= Internet Files file count increased +5,308 Files & -+5590%
= Miscellaneous Files disk space increased +171.38 MB £ +be0%
= Miscellaneous Files file count increased +16,664 Files = +4483 %
= Temporary Files disk space increased +140.96 KB £ +008%
= Temporary Files file count increased +2 Files £ +006%
= Images, Pictures and Graphic Files disk space increased +3.44 ME £ +450%
= Images, Pictures and Graphic Files file count increased +2,674 Files - +1658 %
= Programs, Extensions and Script Files disk space increased  +363.29 MB £ +379% ]
i save Close

For example, if the file classification operation categorized files by the file type, the change
report will show the changes in the disk space usage and/or the number of files per file type.
On the other hand, if the file classification operation categorized files per user, the change
report will display changes in the disk space usage and/or the number of files per user.
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3.13 Classifying Specific File Types and File Groups

On of the most powerful capabilities of DiskBoss is the integration between file search and file
classification capabilities allowing one to classify files matching one or more user-specified
rules. For example, the user is provided with the ability to classify files with the file size
greater than X MB that were last modified more than Y months ago or any other combination
of user-specific file matching rules.

& File Classification Options ? >
General Classify Files Matching Criteria £ Add
Files With Size More Than 10 MBytes S
2| Advanced & Files Modified During This Manth e

Fa, Rules
L |
=
B | Exclude

J

‘ Actions

=

Hﬂd -

[] Process and Show Files User Names Ok Cancel

In order to add one or more file matching rules to a file classification operation, open the file
classification options dialog, select the 'Rules' tab and press the 'Add' button. Once finished
adding file matching rules, select an appropriate rules logic mode (AND/OR) and press the 'Ok’
button. During the file classification process, DiskBoss will first evaluate all existing files using
the specified file matching rules and classify matching files only. Files not matching the
specified rules will be just skipped from the file classification process and not displayed in the
file classification results dialog making it very easy to focus on files the user is looking for.

& Advanced File Search Criteria ? bt

Select Advanced File Search Criteria 4

Search Files With the File Size
Search Files With File Attributes
= Search Files Containing HEX Pattern
| Search JPEG Images With EXIF Tag
Search Files With the File Name
Search Files With the File Path ]

= =N

File Mame Mot Contain - |Disanss

Equals
Nat Equal
Contains Ok Cancel
Not Contain =i
Begins With k
Mot Beain
Ends With

Mot End Width
RegEx
Wildcard

Another option is to exclude specific types of groups of files from the file classification process
using one or more negative file matching rules. For example, in order to exclude files with a
specific text pattern in the file nhame, add a file name file matching rule, select the 'Not
Contain' rule operator and enter a text pattern to search for.
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3.14 Excluding Subdirectories from File Classification Process

Sometimes, it may be required to exclude one or more subdirectories from the file
classification process. For example, if you need to classify files in a disk excluding one or two
special directories, you may specify the whole disk as an input directory and add the
directories that should be skipped to the exclude list.

& File Classification Options ? *
E General Exclude Directories
1 CA\Windows |_—.%
2| Advanced _1 C\Program Files

= 11 SCONTAINS Snapshots

] process and Show Files User Names 0Ok Cancel

In order to add one or more directories to the exclude list, open the file classification
command dialog, press the 'Options' button, select the 'Exclude' tab and press the 'Add'
button. All files and subdirectories located in the specified exclude directory will be excluded
from the file classification process. In addition, advanced users are provided with a number of
exclude directories macro commands allowing one to exclude multiple directories using a
single macro command.

DiskBoss provides the following exclude directories macro commands:

« $BEGINS <Text String> - this macro command excludes all directories beginning
with the specified text string.

+ $CONTAINS <Text String> - this macro command excludes all directories
containing the specified text string.

« $ENDS <Text String> - this macro command excludes all directories ending with the
specified text string.

* $REGEX <Regular Expression> - this macro command excludes directories
matching the specified regular expression.

« $DIRLIST <File Name> - this macro command excludes all directories listed in the
user-specified text file.

«  S$FILELIST <File Name> - this macro command excludes all files listed in the user-
specified text file.

For example, the exclude macro command '$CONTAINS Temporary Files' will exclude all

directories with "Temporary Files' in the full directory path and the exclude macro command
'$REGEX \.(TMP|TEMP)$' will exclude directories ending with '.TMP' or '.TEMP'.
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3.15 Automatic File Organizing Operations

One of the most powerful capabilities of the DiskBoss file classification engine is the ability to
physically organize files on the disk according to the selected file classification plug-in. File
organizing may be performed manually on file classification results displayed in the file
classification results dialog or automatically by selecting an automatic file organizing mode in
the file classification options dialog.

& File Classification Options ? H
T
52| General Classify and Copy File Hierarchy To
- Display Classification Results
0 : iR :
u Classify and Build Links Hierarchy In
| & | Advanced A
7. 4 Aul Classify and Move File Hierarchy To
i s Mowe Files To and Link Originals ptor
E-'_?} i _I_EEcuterEustom CommETd Jol List (DACL)
> Copy System Access Control List (SACL)
Py Y
e Actions Verify After Copy
|
[] Process and Show Files User Names Ok Cancel

DiskBoss provides the user with the following advanced file organizing operations that may be
performed on file classification results:

+ Build Hierarchy of Links - in this mode DiskBoss will construct an organized
hierarchy of directories and populate it with links to original files according to the
selected file classification plug-in.

+ Copy File Hierarchy - in this mode DiskBoss will construct an organized hierarchy of
directories and populate it with copies of original files according to the selected file
classification plug-in.

« Move File Hierarchy - in this mode DiskBoss will construct an organized hierarchy of
directories and move all files into that hierarchy according to the selected file
classification plug-in.

« Move Files and Link Originals - in this mode DiskBoss will construct an organized
hierarchy of directories, move all files to that hierarchy according to the selected file
classification plug-in and create links instead of original files pointing to files located in
the organized file hierarchy.

« Execute Custom Command - in this mode DiskBoss will execute a custom command
for each file passing the name of the file and the full file category as command line
arguments allowing one to implement custom file organizing solutions.

By default, file classification results are displayed in the results dialog and the user is provided
with the ability to perform these operations manually by selecting one or more file categories
or classes in the file classification results dialog.

In addition, power computer users and IT professionals are provided with the ability to
physically reorganize files on the disk by using one of the mentioned automatic file organizing
modes. In an automatic file classification mode, DiskBoss will physically reorganize files on the
disk according to the selected file classification plug-in without showing the file classification
results dialog.

Automatic file classification modes are especially useful in conjunction with the DiskBoss
command line utility allowing one to perform automatic file classification operations from shell
scripts and batch files and integrate file classification capabilities in other products and
solutions. Finally, DiskBoss provides the user with the ability to design custom file
classification plugins using an open and easy-to-use XML-Based format making it possible to
reorganize files into custom directory structures designed according to user-specific needs.
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3.16 File Classification Plugins

By default, DiskBoss classifies and categorizes files using the 'Default File Classification Plug-
in', which is capable of recognizing more than 3,500 of the standard file types and formats and
allows one to organize them into a logical file hierarchy. In addition, a humber of advanced file
classification plug-ins are available for registered users.

=, Manage File Classification Plugins ? X
Plugin Mame Customizable *
& Default File Classification Plugin 4
% Extension-Based Classification Plugin =
& Simple File Classification Plugin :
[5] Progrars Classification Plugin Add Plug-in ...
# User-Based Classification Plugin o - -
§ Group-Based Classification Plugin i Edit Plug-in .. %
&) Moedification Time Classification Plugin Copy Plug-in ...
& Creation Time Classification Plugin R Plug-i
&) Access Time Classification Plugin e g e
] Modification Date Classification Plugin © tisiprit Phigin v
i Add [¥] Delete & Import Export To XML File .. ose
Export To FLX File ...

& Move Plug-in Up

¥  Move Plug-in Down

|%]  Delete Plug-in

Finally, DiskBoss Server provides the ability to add user-custom file classification plugins and
customize the built-in file classification plug-ins allowing one to classify and categorize files
according to the user-specific needs and requirements. In order to add a custom file
classification plug-in, select the menu 'Tools - Manage Plugins', press the 'Add' button, specify
a unique file classification plug-in name and then use the file classification plug-in designer
dialog to create your custom file categories and file classes.

** Default File Classification Plugin ? X
Default File Classification Plugin
MName Groups Classes L
[ Archive, Backup and Disk Image Files 3 132
=] Development Files ] 247
] Documents, Books and Help Files 8 107
] Game Files 15 117
2] Images, Pictures and Graphic Files 4 122
[ Internet Files 8 107
] Movies, Clips and Video Files 3 &0
] Music and Audie Files 3 58
] Programs, Extensions and Script Files 3 Kid
-] Temporary Files 0 16 ~
] Add Group | |[ | Add Class Delete Up [ save Cancel

Another option is to customize a built-in file classification plug-in by adding support for one or
more additional file type or file categories. In order to customize a built-in file classification
plug-in, select the menu 'Tools - Manage Plugins', select the required file classification plug-in
item, click the right mouse button and select the 'Copy Plug-in' menu, specify a new plug-in
name and then double click on the newly copied plug-in item to open the plug-in copy in the
file classification plug-ins designer dialog.
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3.17 Analyzing File Categories Per Host

DiskBoss Server and DiskBoss Enterprise provide the ability to automatically detect all servers
and NAS storage devices on the network, classify files in hundreds of servers and/or NAS
storage devices via the network, submit reports to the reports database and display charts
showing the disk space usage per server or NAS storage device across the entire enterprise.

¥ DiskBoss Server Reports O *

\£1] Show All Reports + | | [ Filter Command +  |Contains | i_T i|

Date Time Command Host Inputs Data Label ol

® 2018/03/20 1850:06 Disk Space Analysis - d... datasrv \\datasrvs., 722 Files, 460.72 MB Disk Space Analysis

. 2018/03/20 14:25:50  Analyze Storage Server  srv2008s Wsrv2008sh... 1625483 Files, 10543 GB  Disk Space Analysis

# 2018/03/20 14:21:26  Classify Storage Server srv2008s herv2008sh... 616481 Files, 58.03 GB File Classification

&5 2018/03/20 14:12:21  Duplicate Files - srv200... srv2008s Wsrv2008sh... 72321 Files, 2.78 GB Duplicate Files

® 2018/03/20 13:57:57  Analyze SRV2012 srv2012 Wisrv20124b.., 38148 Files, 10,17 GB Disk Space Analysis

& 2018/03/20 13:57:30  File Classification - srvd... srv2008s Wherv2008sh... 1328080 Files, 18.87 GB File Classification

&, 2018/03/20 13:58:37  Search Recently Modifi... repsrv Virepsrvire., 174 Files, 179.54 MB File Search

& 2018/03/20 134752 File Classification - srvd... srv2008s Whsrv2008sh... 72321 Files, 2.78 GB File Classification

& 2018/03/20 134742 File Classification - srvd... srw2008s Yherv2008sh... 31285 Files, 49.16 GB File Classification

. 2018/03/20 13:46:22  Disk Space Analysis - sr... srv2008 Ysrv2008\d... 68009 Files, 13.28 GB Disk Space Analysis

® 2018/03/20 13:45:47  Disk Space Analysis - sr... srv2012 Wisrv20124d... 21984 Files, 7.25 GB Disk Space Analysis v
%) Save Summary | | © Import | [ Export | [ [52] Delete | [Reports: 24 | Displayed: 24 Close

— = DiskSpace Usage Per Host ... [}S

& Disk Space Usage Per User ...

=1 View Top 100 Directories ...

[E] View Top 100 Files ...

In order to analyze disk space usage per server, perform one or more file classification
operations on multiple servers and/or NAS storage devices, open the 'Reports' dialog, press
the 'Analyze' button and select the 'Analyze Disk Space Usage Per Host' menu item. DiskBoss
will analyze all reports saved in the reports database and display the hosts analysis dialog
showing the disk space usage per host.

& File Classification - Disk Space Per Host m} X
g = = Haosts
File Classification - .Dl.‘ik Space Per Host rv200%e
| srv2008
[ 128.8568 - 57.04% - srv2008s FEpSRY
datasrv
E 51.13GB - 22,63 % - srv2008 srv2012
B 244768 - 10.83% - srvakasi festss
= websrv
I_I 10.17GE - 450 % - srv2012 stsrv
- srv2003
| 778G - 345% - datasrv erv2kdsi
] 12868 -0.56% - testsry
[] o7a.73M8 - D42% - stary Show Pie Chart -
[7] 73.38M8 - 0.33% - web
== 5 i Show Disk Space -
[ 433.16MB - 0.19% - repsty : "
< | Edit Chart Options ...
[ 11283M8 - 0.05% - &rva003 E e
% Copy To Clipboard ...
| = Print Chart Image ...
| Date: 29/mar/a018 | Tima: 12:53:34 | File Classification - Disk Space Per Host
£ i : i “E save POF Report ...

** File Classification w | All Disks and Directories

| |AIIReportLabeI5 Close |

The hosts analysis dialog provides the ability to display pie charts and bars charts showing the
disk space usage per server or NAS storage device according to file classification reports saved
in the reports database. The user is provided with the ability to select the types of file
classification operations and file system locations to analyze, edit the chart header and footer,
copy the chart image to the clipboard and export graphical PDF reports including pie charts.
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3.18 Analyzing File Categories Per User

DiskBoss Server and DiskBoss Enterprise provide the ability to automatically detect all servers
and NAS storage devices on the network, classify files in hundreds of servers and/or NAS
storage devices via the network, submit file classification reports to the reports database and
display charts showing the used disk space per user across the entire enterprise.

% DiskBoss Server Reports O =
|21] Show All Reports ~ | [¢] Filter Command ~ » | Contains
Date Time Command Host Inputs Data Label i
= 2018/03/20 18:50:06  Disk Space Analysis - d... datasrv ‘wdatasrvs.. 722 Files, 460.72 MB Disk Space Analysis
. 2018/03/20 14:25:50  Analyze Storage Server  srv2008s “hsrv2008s\... 1625483 Files, 105.43 GB  Disk Space Analysis
& 2018/03/20 14:21:26  Classify Storage Server  srv2008s “srv2008s\... 616481 Files, 58.03 GB File Classification
S 2018/03/20 147221  Duplicate Files - srv200... srv2008s ‘srv2008s\... 72321 Files, 2.78 GB Duplicate Files
M 2018/03/20 135757  Analyze SRV2012 srv2012 ‘srv2012\b... 38148 Files, 10.17 GB Disk Space Analysis
&= 2018/03/20 135730  FRile Classification - srv2... srv2008s ‘isrw2008s\... 1328080 Files, 18.87 GB File Classification
&, 2018/03/20 135657  Search Recently Modifi.. repsrv “wrepsrvire.. 174 Files, 179.54 MB File Search
& 2018/03/20 13:47:52  FRile Classification - srv2... srv2008s ‘isrv2008s\... 72321 Files, 2.78 GB File Classification
& 2018/03/20 134742  FRle Classification - srv2.. srv2008s ‘isrw2008s\... 31285 Files, 49.16 GB File Classification
= 2018/03/20 134622  Disk Space Analysis - sr... srv2008 “srv2008\d... 62009 Files, 13.28 GB Disk Space Analysis
= 2018/03/20 134547  Disk Space Analysis - sr... srv2012 ‘Wsrv20124d... 21984 Files, 7.25 GB Disk Space Analysis W

| ¥ Save Summary | €) Import | | Export | | (3] Delete EReDorIs: 24 jD\splayed: a3 Close

— = Disk Space Usage Per Host ..,
&, Disk Space Usage Per User ... %

=1 View Top 100 Directories ...
E—'_'l View Top 100 Files ...

In order to analyze disk space usage per user, perform one or more file classification
operations on multiple servers and/or NAS storage devices, open the 'Reports' dialog, press
the 'Analyze' button and select the 'Analyze Disk Space Usage Per User' menu item. DiskBoss
will analyze all reports saved in the reports database and display the users analysis dialog
showing the disk space usage per user.

% File Classification - Disk Space Per User (m] b4
= = Z Users fir
File Classification - Disk Space Per User Adrinistrators
| denis-j
& 726868 - 62.78% - Administrators irena-h
Joy-d
743768 - 21.05% - glexs leor-k o
[ 108568 -938% - joyd TR, T
] 24568 -212% - leonk repsry
datasrv
1,56 GB 1.35% irena-h 2012
M 14368 -174% -viadb testsry
= websrv v
[] 13568 -117% -toms [idwriny:
] 10668 -082% - denmisq BEnce =
Show Disk Space -
/] Edit Chart Options ...
|# Copy To Clipboard ...
| £ Print Chart Image ...
Date: 28/Mar/2018 | Time: 14:20:59 | File Classification - Disk Space Per User
e . i % Save PDF Report ...

*# Fie Classification = | | All Disks and Directories | Jaee |A\I Repart Labels Close

The users analysis dialog provides the ability to display pie charts and bars charts showing the
disk space usage per user according to file classification reports saved in the reports database.
The user is provided with the ability to select the types of file classification operations and file
system locations to analyze, edit the chart header and footer, copy the chart image to the
clipboard and export graphical PDF reports including pie charts.

IMPORTANT: In order to be able to display the disk space usage per user, the file
classification operation should be configured to process and display files user names.
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3.19 Advanced File Classification Options

DiskBoss provides a large number of advanced file classification options allowing one to
customize and configure file classification operations for user-specific needs and custom
hardware and storage configurations. In order to open the file classification options dialog,
press the 'Options' button located on the file classification command dialog.

& File Classification Options ? X
ﬁ General Default Report Title: |F|IE Classification Report ‘
o | Advanced
Default Report Label: | File Classification ‘
1 Rules
|f_ Max Report Levels: | 1000000 =
/& || Exclude
= Mas Files Per Class: | 1000000 x
Fl| Actions
Sort Classification Results By; Disk Space Descending -
Process and Show Files User MNames Ok Cancel

The 'General' tab allows one to set the default report title, the report label, the maximum
number of report levels, the maximum number of files per level and the file classification
results sorting mode.

% File Classification Options ? X
General File Classification Threads: |2 =
Advanced Directories Scan Threads: | 2 =
e
¥ Rules Directories Scan Mode: Fault Tolerant -
=

2 | Exclude Performance Mode: Full Speed -
,ﬁ‘—'\
' f ||| Actions Count Used Disk Space By: | Exact File Size -
Save | [Z[HTML ~ || [} Summary « | |D:\Reports &l
Process and Show Files User Names Ok Cancel

The 'Advanced' tab allows one to control the number of file classification threads, the number
of directory scanning threads, the directory scanning mode, the file classification performance
mode and the disk space counting mode. In addition, the user is provided with the ability to
automatically generate various types of file classification reports in a user-specified directory.
Finally, the file classification options dialog allows one to classify specific file types, exclude
one or more directories from the file classification process and automatically reorganize files
on the disk according to the file classification results.
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3.20 Classifying Files Using the DiskBoss Command Line Utility

In addition to the DiskBoss client GUI application, DiskBoss Server provides a command line
utility capable of performing file classification operations and executing user-defined file
classification commands from shell scripts and batch files. The DiskBoss command line tool is
located in the ‘<ProductDir>/bin’ directory.

Command Line Syntax:

diskboss -classify -dir <Input Directory 1> [ ... <Input Directory X> <Options> ]

This command classifies files in the specified disks, directories or network shares.

diskboss -classify -server <Host Name 1> [ ... <Host Name X> <Options> ]

This command classifies files in all network shares in the specified servers.

diskboss -classify -network [ Options ]

This command classifies files in all network shares in all servers on the network.

diskboss -execute <User-Defined File Classification Command>

This command executes the specified user-defined file classification command.

Parameters:
-dir <Input Directory 1> [ ... <Input Directory X> ]

This parameter specifies the list of input disks or directories to classify. In order to ensure
proper parsing of input directories, directories containing space characters should be double
quoted. By default, DiskBoss will generate a combined file classification report showing
information about all processed disks, directories and network shares. In order to generate an
individual report for each input directory, use the '-batch' command line option to enable the
batch report generation mode.

-server <Host Name 1> [ ... <Host Name X> ]

This parameter specifies the list of host names or IP addresses of servers or NAS storage
devices that should be classified. DiskBoss will enumerate all network shares accessible in the
specified servers or NAS storage devices, perform file classification and generate reports if
required. By default, DiskBoss will generate a combined file classification report showing
information about all processed network shares. In order to generate an individual report for
each network share, use the '-batch' command line option to enable the batch report
generation mode.

-network

In the network-wide file classification mode, DiskBoss will discover servers and NAS storage
devices accessible on the network, enumerate all network shares available in all detected
servers and NAS storage devices, perform file classification and generate reports if required.
By default, DiskBoss will generate a combined file classification report showing information
about all processed network shares. In order to generate an individual report for each network
share, use the '-batch' command line option to enable the batch report generation mode.
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Options:

-save_html_report [ ReportFileName ]

This option saves file classification results to an HTML report file. If no file name is specified,
DiskBoss will automatically generate a file name according to the following template:
diskboss_[date]_[time].html and save a report file in the user's home directory.
-save_csv_report [ ReportFileName ]

This option saves file classification results to a CSV report file. If no file name is specified,
DiskBoss will automatically generate a file name according to the following template:
diskboss_[date]_[time].csv and save a report file in the user's home directory.
-save_text_report [ ReportFileName ]

This option saves file classification results to a text report file. If no file name is specified,
DiskBoss will automatically generate a file name according to the following template:
diskboss_[date]_[time].txt and save a report file in the user's home directory.
-save_pdf_report [ ReportFileName ]

This option saves file classification results to a PDF report file. If no file name is specified,
DiskBoss will automatically generate a file name according to the following template:
diskboss_[date]_[time].pdf and save a report file in the user's home directory.
-save_xml_report [ ReportFileName ]

This option saves file classification results to an XML report file. If no file name is specified,
DiskBoss will automatically generate a file name according to the following template:
diskboss_[date]_[time].xml and save a report file in the user's home directory.

-exclude_dir <Exclude Directory 1> [ ... <Exclude Directory X> ]

This option specifies the list of directories that should be excluded from the file classification
operation. In order to ensure proper parsing of command line arguments, directories
containing space characters should be double quoted.

-workers <Number of Processing Threads>

This parameter sets the number of working threads to process files. DiskBoss is optimized for
Multi-Core and Multi-CPU computers and capable of distributing the workload to an unlimited
number of CPUs. By default, DiskBoss processes files with one working thread.

-batch

Enables the batch report generation mode. In the batch report generation mode DiskBoss
saves an individual report file for each input disk, directory or network share.

-V

This command shows the product’s major version, minor version, revision and build date.

-help

This command shows the command line usage information.
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3.21 File Classification Performance

DiskBoss is optimized for modern multi-core and multi-CPU systems and is capable of
classifying files stored on multiple disks, directories or network shares in parallel using all
CPUs installed in the computer. DiskBoss provides a number of different performance
optimization options allowing one to tune the file classification operations for user-specific
hardware and storage configurations.

%' File Classification Options T X
=E| General File Classification Threads: |2 I :|
Advanced Directories Scan Threads: |2 = |

m Rules Directories Scan Mode: Fault Tolerant -

& | Exclude Performance Mode: Full Speed -

| ]| Actions Count Used Disk Space By: | Exact Fle Size =

|:| Save HTML < SUmmEry -
[ Process and Show Fles User Names ok || Cancel

In order to customize the file classification performance optimization options, open the file
classification operation dialog, press the 'Options' button and select the 'Advanced' tab. The
'File Classification Threads' option controls how many parallel threads are used to classify files.
The 'Directories Scanning Threads' option controls how many parallel threads are used to scan
input disks, directories and network shares. In the 'Fault-Tolerant' directory scanning mode,
DiskBoss uses an individual processing thread for each input disk, directory or network share,
but limits the maximum number of parallel scanning threads to the specified value. In the
high-performance directory scanning mode, DiskBoss always uses the specified number of
parallel directory scanning threads even when processing a single input disk, directory or
network share.

NVMe SSD Disk - File Classification Performance (Files/Sec)

150,000

127,514 128,831

123,696

120,000

1 Thread 2 Threads 4 Threads G Threads 8 Threads

For example, when classifying files stored on a high-speed NVMe SSD disk, DiskBoss reaches
up to 63,000 files/sec using a single file classification thread. With two parallel file
classification threads, the performance scales up to 98,000 files/sec and with four parallel file
classification threads, the performance increases up to 123,000 files/sec showing a very good
multi-threaded performance scalability. With six processing threads the file classification
performance reaches up to 127,000 files/sec and with eight processing threads the
performance increases up to 129,000 files/sec, which makes it possible to classify and
categorize 10 millions files within two minutes.
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When classifying files stored on regular SATA SSD drives, which are significantly slower than
NVMe SSD drives, the performance of the file classification process reaches up to 24,000
files/sec using a single file classification thread and scales up to 69,000 files/sec with four
parallel file classification threads. With eight parallel file classification threads, the
performance reaches up to 98,000 files/sec, which allows to classify and categorize huge
numbers of files relatively fast.

SATA S5D - File Classification Performance (Files/Sec)
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1 Thread 2 Threads 4 Threads G Threads 8 Threads

Classifying files stored on a NAS storage device via a network is more complicated because the
user needs to take into account the speed and the latency of the network. If the computer, on
which DiskBoss is installed, is connected to the NAS storage device via a high-speed, low-
latency network, the performance of the file classification operations may reach up to 12,000
files/sec with one file classification thread, scale up to 49,000 files/sec with four parallel file
classification threads and increase up to 82,000 files/sec with eight parallel file classification
threads.

NAS Server - File Classification Performance (Files/Sec)

100,000

82,811

60,000

40,000

12,092

1 Thread 2 Threads 4 Threads G Threads 8 Threads

On the other hand, if DiskBoss will need to access network shares via the Internet or via a
long-distance, high-latency network, the performance of the file classification operations will
be relatively slow. One of the options to increase the performance of the file classification
operations in such configurations is to set the 'High-Performance' directory scanning mode and
increase the number of parallel directory scanning threads to 16 or even 32 disregarding how
many CPUs are actually installed on the computer.
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Modern USB flash drives provide plenty of the storage space and are reasonably fast allowing
one to store vast amounts of data for backup purposes. Sometimes, it may be required to
classify and categorize files on a USB flash drive in order to free the used disk space. When
classifying files stored on a USB flash drive, DiskBoss can reach up to 15,000 files/sec with a
single file classification thread. With two parallel file classification threads, the performance
increases up to 18,000 files/sec, which is good, but more than two file classification threads
will slightly degrade the performance of the file classification operations.

USE Flash Disk - File Classification Performance (Files/Sec)
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Today, modern IT environments widely deploy virtual servers and/or virtual workstations.
Most of the popular virtualization platforms provide a high level of performance, but anyway
some performance degradations are inevitable when a file classification operation is executed
on a guest virtual machine compared to the same file classification operation executed directly
on the host computer.

Virtual Machine - File Classification Pedormance (Files/Sec)
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For example, when a virtual machine with 4 virtual CPUs is stored on an NVMe SSD disk and
classifying files stored on a virtual local disk drive, which is physically stored on the same
NVMe SSD disk, the performance of the file classification operations reaches up to 25,000
files/sec using a single file classification thread. With two parallel file classification threads, the
performance of the file classification operations scales up to 37,000 files/sec and with four
parallel file classification threads, the performance of the file classification operations increases
up to 48,000 files allowing one to classify and categorize huge numbers of files relatively fast.
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4 Duplicate Files Finder

4.1 Searching Duplicate Files

DiskBoss Server includes a built-in duplicate files finder allowing one to search duplicate files,
generate various types of charts showing duplicate disk space, remove duplicate files and save
reports into a number of different formats. In order to search duplicate files in one or more
disks or directories, press the 'Add' button located on the main toolbar, select the 'Duplicate
Files Search Command' menu item, select one or more disks, directories or network shares
and press the 'Start' button. DiskBoss will scan the selected disks and directories and display a
dialog showing the list of detected duplicate file sets.

5 Search Duplicate Files 7 x

5 Directories Selected For Search

Search Disks, Directories and Metwork Shares |

= SO
£ ey,
] 5
= EEaY
=Fra 1%

&

3 start Cancel

Options

For each duplicate file set, DiskBoss shows the name of the original file, the number of
duplicate files in the set, the size of each file in the set, the amount of wasted disk space and
the currently selected duplicates removal action. In order to see all duplicate files related to a
set, click on the set item in the set list.

# Search Duplicate Files [m] bed
i 2 e D =ty N E_Eﬂ
S| B @O @ B B
Search Select Actions | Execute | Charts Save Export Info
Criginal File Acticn Dup Files File Size Disk Space

[ K\softimsdev 2005\VS80sp1-KBIZ6601-X... € Shortcut Tor ... 2 431.67 MB 863.35 MB
[ K\softixpsp2\WindowsXP-KB835935-5P2-... @ Shortcut To .., 2 266,01 MB 532.01
[ K\soft\irtualbox\VirtualBox-4.2.24-92780... @ Shortcut To: .. 2 35.88 ME 191.75
[ K\soft\ddkiwinZkddk.exe @ Shortcut Toi .., 2 63.71 MB 131.43
[ K\temp\bls\source\diskboss_manual_v2.1.. & Compress 2 4571 MB 3142 MB
[ K\soft\qt\qt-mac-opensource-src-4.3.4.4a... [¥] Delete 2 39.60 ME 79.20 MB
¥ K\soft\msdev 2005\VS80sp1-KBI32232-X... & Shortcut Toi .. 2 28,92 MB 57.84MB
[ K\soft\jelbumiJAlbum-install_6.3.exe & Shortcut Toi ., 2 10.253 MB 20.51MB
[ K\soft\mailbackup\MailStoreHomeSetup... € Shortcut To: .. 2 310 ME 3.20 MB
[y K\tempisuperpiw]\pi_datatbd [¥] Delete 4 443 MB 7.95MB
[ K:\soft\acroread\ar305enu.exe & Shortcut Tos .., 2 857 ME 7.13MB
[ K\soft\ga\selenium-remote-control-0.8.0.... & ShortcutTo:... 2 226 ME 6,51 MB
¥ K\softlinstall_pack\Thunderbird Setup 2.0... [¥] Delete 2 6.56 MB 3.11MB
: |12] Categorize By Extension -] | File Categories 100%
[@=] EXE Files 137 1.85GB 78.58 %
"% PDF Files 253 93.68 MB 3.89 %
I@_J DOC Files 4 92.60 MB 3.85 %
| | GZFiles 2 79.20 MB 5.29 %
|&] JPG Files 153 59.61 MB 2,98 %

¢ ZIP Files 14 42.43 MB 1.76 %
@ Duplicates: 5376 Files, 1.20 GB Selected: 5376 Files, 1.20 GB Displayed: 3563 Sets, 8941 Files, 2.35 GB

The duplicate set dialog shows all duplicate files related to the set and allows one to select the
original file, the duplicate files and the duplicates removal action. In order to select a file as
the original, select the file item, press the right mouse button and select the 'Set as Original
File' menu item. In order to see more information about a file, just click on the file item in the
file list. Once finished selecting the duplicate files, use the removal actions combo box located
in the bottom-left corner of the dialog to select an appropriate duplicates removal action.
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4.2 File Categories and File Filters

The DiskBoss duplicate files finder allows one to categorize and filter duplicate files by the file
type, extension, category, size, user name, etc. In order to change the current duplicate files
categorization mode, click on the file categories combo box located in the top-left corner of the
categories view.

2 Search Duplicate Files O x

55 = 3 e

& B D 0O ¢ B8 | ‘
Search | Select Actions | Execute Charts Save Export Info

Original File Action Dup Files File Size Disk Space Tk
([ KAsoftumsdev 20054V580sp1-KBI2EE01-X86.. € ShortcutTo:... 2 431.67 MB 63.35 MB
([ KAsoftixpspZ\WindowsXP-KB835935-5P2-E... @) ShortcutTo:.. 2 266,01 MB 32.01
([ KAsoft\irtualbos VirtuzBox-4.2.24-92790-... @ Shortcut To: ... 2 95.88 MB 9175
[ KsoftiddidwinZkddicexe © Shortcut To: ... 2 65.71 MB 3143
q_b| K:\ternp\blsisourcediskboss_manual_v2.1.d... & Compress 2 45.71 MB 591,42
[ Ki\soft\gt\qt-mac-opensource-src-4.3.44ar.gz [¥] Delete 2 39.60 MB 79.20
[ K\softimsdev_2005\VS80sp1-KBI32232-X86., &) Shortcut Toi . 2 2892 MB 57.84
[ Ksoft\jalbum\JAlbum-install_6.3.exe © Shortcut Tor ., 2 10.25 M8 20,51
[ Kisoft\mailbackup\MailStoreHomeSetup-4... € Shortcut To: . 2 9.10 MB 8.20
(¥ Kitemp\superpitwl\pi_data.bet [#] Delete 4 4.49 MB 7.95
[ KAsoft\acroreadiari0ienu.exe @ ShortcutTor ... 2 8.57 MB 7.13
[ KAsoft\ga\selenium-remote-control-0.9.0zip € Shortcut To: ... 2 8.26 MB 6.51
[ KAsoft\install_pack\Thunderbird Setup 2.0.0.... [#] Delete 2 6.56 MB 3.11
[ Katemp\galaxy2\Hardcore-speedmod-i9000... [%] Delete 2 6.00 MB 2.00
[ KAsoft\treesize| TreeSizePro-Demo.exe [%) Delete 2 5.85 MB =t "
% Categarize By File Type - | File Categaries = 100%
% Programs, Extensions and Script Files 302 1.86 GB | 79.15 86 A
% Documents, Books and Help Files E View Chart W
& Archive, Backup and Disk Image Files - TR e 5.24%
% Images, Pictures and Graphic Files ] Export Reports .., 4.03 % 3
@ Duplicates: 3376 Files, 1.20 GB Selected: 3376 Filv B Tyr o tegories I 341 Files, 2,35 GB

# Export To SOL Database ...
Copy To Clipboard
|22 Apply Selected Filters .., I%

Clear Selected Filters

The user is provided with the ability to apply multiple file filters, display specific types of
duplicate files and apply duplicate files removal actions to or export reports showing filtered
duplicate files only. In order to set one or more file filters, select an appropriate type of file
categories in the categories combo box, select one or more file filters in the filters view, press
the right mouse button and select the 'Apply Selected Filters' menu item.

& Search Duplicate Files O >
© =7ty i [CIRIEE [
: & Pl ka | H .
& B2 0D 0O e B8 el
Search Select Actions | Exewute | Charts Save Export | Info
Qriginal File Action Dup Files File Size Disk Space il
@ K:\temp'\bls\source\diskboss_manual_v2.1.d... & Compress 2 45,71 MB 91,42 MB
[ K\tempisuperpilv1ipi_data.bet [¥] Delete 4 4.49 MB 17.95MB
[ K\temphhardlinks\doc2.pdf [¥] Delete 2 437 MB 8.73
% K\scompl\web_site\w2T\pdfs\sdp_user guid.. &} Compress 4 1.80 MB 7.2
¥ K\acmega\doc\autonomy'technical\Enterp... &} Compress 2 249 MB 4.38
% K\acmega\dociidc\TheHiddenCostsOfinfor... &} Compress 2 2.02 MB 4.04
% K\temp\NTDDI\super_pit1.5\pi_data bt [¥] Delete 3 112 MB 37
% K\scadizgisdp_docs\pdfs\sdp_host_manag... &) Shortcut To: ... 3 977.92 KB .87
[ K\acmega\doc\resumemirrorigoodiMagna... (x| Delete 2 142 MB .84
[ Kh\acmega\doc\autonomy\wplAutonomy ... [%] Delete 2 139 MB 77
% K\acmega\productsimap-hridatasheets\w2.. &) Shortcut Tor ... 2 118 MB .35
[ K\acmega\doc\autonomy\wphAutonomy .. €3 Shortcut To: .., 2 1.05 MB .10
¥ K\scadizgisdp_docs\sdp_site managerisdp... €3 Shortcut Tor ... 2 1.00 MB .01
¥ K\acmega\competitorsikenexa\done\High-... [¥] Delete 2 958.27 KB .87
[ K\softumsproject 2000\PFILES\COMMOR...  [%] Delete 2 922.85 KB .50 v
& Categorize By File Type - ] File Filter is Active - G
% Programs, Extensions and Script Files 302 1.86 GB 79.15 % A
% Documents, Books and Help Files 478 221.64 MB @ 521 %
% Archive, Backup and Disk Image Files 38 126.07 MB 5.24%
% |mages, Pictures and Graphic Files 1095 9691 MB 4.03 % W
@ Duplicates: 5376 Files, 1.20 GB Selected: 5376 Files, 1.20 GB Displayed: 190 Sets, 500 Files, 222.84 MB

With active file filters, DiskBoss shows duplicate files matching the selected filters, exports
reports showing matching files only and significantly simplifies selection of duplicates removal
actions for specific file types or file categories. In order to clear the selected file filters, just
press the 'Clear' button located on the right side of the categories selector.
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In addition to the built-in file filters, DiskBoss provides the ability to pre-configure one or more
custom file filters according to user-specific needs and requirements and then categorize and
filter the duplicate files search results using to the user-custom file filters. In order to add a
custom file filter, select the custom file filters view, press the right mouse button over the
filters view and select the 'Edit Custom Rules' menu item.

2% Custorn Rules 7 e

Custom Rules

:z] Large Files Created More Than 3 Years Ago

=] Large Files Last Accessed More Than 2 Years Ago

:=| Large lrmages and Pictures Created During This Month
=l Docurnents Modified Today

0 o Add =iz} Edit | Delete Ok Cancel

In order to add a new custom file filter, press the 'Add' button, enter a unique filter name and
configure one or more file matching rules specifying which types or groups of files to display.
In order to edit a custom file filter, select the filter in the custom file filters dialog and press
the 'Edit' button.

[2] Edit Custem Rule - Large Images and Pictures Created During This Month ? *
1
& Categary »  Related To - |Images. Pictures and Graphic Files |
File Size w» | |More Than - | 10 :| MBytes »
&) Created w | | This Manth - |0 - | [Days w || =
Ok Match Al  « Cancel

Once finished configuring custom file filters, close the filters dialog and DiskBoss will
categorize the currently displayed duplicate files search results and show the list of user-
specified custom file filters sorted by the amount of data and the number of files matching the
specified file filters. In order to filter the currently displayed duplicate files search results by
one or more custom file filters, select the required custom file filters in the filters view, press
the right mouse button and select the 'Apply Selected Filters' menu item. DiskBoss will filter
the duplicate files search results according to the selected custom file filters and display the
amount of data and the number of files matching the selected file filters.
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4.3 Duplicate Files Statistics and Pie Charts

The DiskBoss duplicate files finder provides multiple types of statistical pie charts and timeline
charts capable of showing the amount of duplicate disk space and the number of duplicate files
per directory, file extension, file type, file size, file owner, creation, modification and last
access time. In order to open the charts dialog, press the 'Charts' button located on the
duplicate files search results dialog and select an appropriate chart type.

.. Duplicate Files O x
£ 5T = =
Alr DOolée B E
Search Select Actions Execute Charts Save Export | Info
Original File %  Duplicate Files Per Category ... -
[Ty C\Program Files\Disk Pulse Enterprise\bin... |zzf Duplicate Files Per Extension ...
[Py CASOLwESSetup\sql_engine core inst m... ; : I
57 T Duplicate Files Per File Size ..,
[y C:\Program Files\Microsoft SOL ServeriM... TEETE RS
[y CASQL\xE4\Setup\sql_engine_core_inst_m... =  Duplicate Files Per Attributes ..,
[Py C\Users\alex-s\AppData\Local\Templwct...
Duplicate Files Per Top Directory ...
[Py CA\Windows\servicing\Sessions\ Sessions.x... SRS NE SERECHRECY
[Py C\Windows\SoftwareDistribution\Downlo.., #5  Duplicate Files Per User Name ...
[y C\Program Files\Disk Pulse Enterprise\bin...
[y C\Program Files\Disk Pulse Enterprise\bin.. &  Duplicate Files Per Creation Time ...
[y ChSOLwbd\Setupisql_engine_core_inst_m.. : ) ————
[Py CAWindows\assembly\GAC_MSIL\System.. & Duplicate Files Per Modification Tirme ...
[Py CSOLwbd\Setupisql_engine_core_inst_m.. &  Duplicate Files Per Last Access Tirne ...
[T CASOLEMHSetupsql_engine_core shared.. v
P |: Bl Duplicate Files Per Creation Date ...
2E] gorize By sion - =
[ DA ] Duplicate Files Per Modification Date ...
3 iles ~
L:v.j IMDF Files B Duplicate Files Per Last Access Date ...
|2 RLL Files
[®] EXE Files ‘% Duplicate Files Per Creation Year ...
H i:ﬂé_ FFllles = Duplicate Files Per Modification Year ...
ites ks
o i i
@ Dupicaiea HI6VEIS 13668 | Seleed| = | DUpHdteRissFerlost Access Yesr les, 2.25 GB
&) Duplicate Files Per Creation Hour ...
& Duplicate Files Per Modification Hour ...
Duplicate Files Per Last Access Hour ...

For example, in order to open a chart showing the duplicate disk space and the number of
duplicate files per file category, press the 'Charts' button located on the duplicate files search
results dialog and select the 'Duplicate Files Per Category' chart type.

% Duplicate Disk Space Per File Type m} x

Duplicate Disk Space Per File Type

[F] 23568 - 27.90% - Images, Pictures and Graph...
1.83GB - 21.78% - Archive, Backup and Disk I...
] 10568 - 12.49% - Documents, Books and Help ...

[] 954.97MB - 11.07% - InternetFies
| 889.07MB - 10.31% - Programs, Extensionsand S...
D T40.86MB - 8.59 % - Music and Audio Files
7] 547.35M8 - 6.35% - Development Files
] 5665MB - 0.86% - Miscelaneous Files

[7] 53.55M8 - 0.62% - Windows Files

[] 20.11M8 - 0.23% - Other (2

Date: 21-Mar-2019 | Time: 16:39:52 | Host: Windows10-64 | Title: Duplicate Disk Space Per File Type

H Save = Print (%) Copy Options | | Duplicate Disk Space Per File Type + | FieChart Close

In addition, the charts dialog provides the user with the ability to export the chart data to a
number of different formats, export the chart image to the BMP, JPG and PNG image formats
and copy the displayed chart image to the clipboard allowing one to easily integrate DiskBoss
charts into user's documents and presentations. In order to customize the chart's description,
press the 'Options' button and specify a custom chart title, host name, date or time.
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One of the most powerful features of the DiskBoss duplicate files finder is the ability to filter
duplicate files search results using one or more user-specified filters and then categorize
filtered results and display statistical pie charts. For example, in order to display a pie chart
showing the amount of duplicate disk space per file extension for duplicate files that were
modified during the last two years, set the file categorization mode to 'Categorize By
Modification Year', select one or more years to show the information for, press the right mouse
button over the file filters view and select the 'Apply Selected Filters' menu item.

% Duplicate Files O X
£ . & [ P |
& B DB @ B | GE
Search Select Actions Execute Charts Save Export Info
Original File Action Dup Files File Size Disk Space (s}
[® C:\Program Files\Disk Pulse Server\bin\Ct... [%] Delete 24 £.90 MB 65.66 MB
[y CASOL\xE4\Setuphsgl_engine_core_inst_m... &f Compress 2 £1.59 MB 123,18 MB
[ C:ASQL\xBA\Setup\sql_engine_core_inst_m... £ Compress 3 40.00 MB 120.00 MB
IR C:\Program Files\Microsoft SQL Server\M... Shortcut To: .., 2 34.24 MB 58,43 MB
[ Ch\Users\alex-s\AppData\Local\ Tempiwct.. Shortcut Tos ., 2 27.58 MB 55.15 MB
[fy C\Windows\servicing! Sessions\Sessionsx... 7 Compress 2 23.76 MB 47.52MB
Ry C\Windows\SoftwareDistribution\Downlo... &} Compress 2 21.54 MB 43.08 MB
[ C:\Program Files\Disk Pulse Server\bin'.Ct. | Delete 24 1.73 MB 41.48 MB
IR C:\Program Files\Disk Pulse Enterprisetbin... [%] Delete 34 778.00 KB 25.83 M8
[# C:\Program Files\Microsoft SOL Server\M... @ Shortcut To:... 2 12.81 MB 25.63MB
[® C:AWindows'\assembiy\GAC_MSIL\System... @ Shortcut To:... 3 5.72 MB 7.16 MB
[y CASOL\xE4\Setuphsgl_engine_core_inst_m... & Compress 2 8.56 MB 7.11MB
[ C:\Program Files (x86)\Microsoft SOL Serv... & Shortcut To: ... 2 8.23 MB 16.46 MB ¥
' Categorize By Creation Year - = | File Categories | | 100%
¥ Created 2018 13365 §7056MB 16 "
%S Created 2019 o B MEB B
¥ Created 2011 RRLEERaE ME 12,98 %
2 Created 2017 ¥ E 3,99 %
T Created 2002 B save Categories Y e 1%
2 Created 2006 B 113 % W
E  Export To SOL Database ...
@ Duplicates: 14763 Files, 1.36 GB Selected: - 8 Sets, 22956 Files, 2.25 GB
Copy To Clipboard

|2:]  Apply Selected Filters ... I%

Clear Selected Filters

DiskBoss will filter the duplicate files search results and display duplicate files that were
modified during the selected years. Now, press the 'Charts' button located on the duplicate
files search results dialog and select the 'Duplicate Files Per Extension' menu item. DiskBoss
will categorize the filtered duplicate files search results and display a pie chart showing the
amount of duplicate disk space per file extension for duplicate files that were modified during
the selected years.

i Duplicate Disk Space Per File Extension z X

Duplicate Disk Space Per File Extension

¥l 19468 - 23.03% - JPGFils
[ 10968 - 12.95% - ZIPFles
[ 853.40MB - 9.90% - PSTFiles
[[] 797.25M8 - 9.25% - EXEFiles

| 792.32M8 - 9.19% - PDFFiles
[ 740.85M8 - 8,59 % - MP3Fies
[[] 420.14M8 - 487% - RAR Files
7] 293.29M8 - 3.40% - BMP Files

I:l 201.04MB - 2.33% - LIBFiles

L} [] 13968 - 16.48% - Other (175)

| Date: 21-Mar-2019 | Time: 16:39:52 | Host: Windows 10-64 :.ﬁﬁe: Duplicate Disk Space Per File Extension

[ save = Print [ Copy Options | |Duplicate Disk Space Per File Extension | PieChart = Close

In a similar way, the user can filter duplicate files search results by the file type, size, user
name, file attributes, creation, modification and last access dates and then display various
types of charts showing the duplicate disk space or the number of duplicate files according to
user-specific needs.
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Another powerful capability is the ability to display the duplicate disk space timeline charts for
all or filtered duplicate files search results. In the simplest case, press the 'Charts' button
located on the duplicate files search results dialog and select the 'Duplicate Files Per
Modification Year' menu item.

% Duplicate Files O X
£ . S ] 4
S5 B I @ i
Search Select Actions Execute Charts Save Export Info
Original File % Duplicate Files Per Category ... Space -
[Py C\Program Files\Disk Pulse Enterpriseibin... | [r3] Duplicate Files Per Extension ... | 165.66 MB
[y CASOL\BASetup\sql_engine_core_inst_m... . ) : | 123.18MB
= A Duplicate Files Per File Size .., =
[y C:\Program Files\Microsoft SOL Server\M... RS TS SR | 120.00MB
[y C\SOL\xf\Setup\sql_engine_core_inst_m... =  Duplicate Files Per Attributes .., | 68.98
[y C\Users\alex-s\AppData\Local\Temp\wet... . . - 55.15 MB
! Duplicate Files Per Top Directory ... ——
[y C\Windows\servicing!Sessions\Sessions.x... RRES IS SR ety 47.52 MB
[y C\Windows\SoftwareDistribution\Downlo... #i  Duplicate Files Per User Name .., 43.08 MB
[Fy C\Program Files\Disk Pulse Enterpriseibin... 41,43 MB
[Py C\Program Files\Disk Pulse Enterpriseibin... &  Duplicate Files Per Creation Time ... 25.83 MB
Ih CAS0L b Setup\sgl_engine_core_inst_m... . . B . . 25.63 MB
[y C\Windows\assembly\GAC_MSIL\System... © iBuplcsichics FerMordtication ke 7.16 MB
[Py CASOL\x64\Setup'\sgl_engine_core_inst_m... &  Duplicate Files Per Last Access Time ... 7.11MB
[y CASOL\h\Setup\sql_engine_core_shared... 6.46 MB )
= Duplicate Files Per Creation Date ...  E—
|11 Categorize By Extension - - |: B Dup 100% 5
- - Bl  Duplicate Files Per Modification Date ...
|| DLLFiles 5577 % -
L; MDF Files Bl  Duplicate Files Per Last Access Date ... 5.87 %
[4] RLLFiles 5,56 %
[#=] EXE Files = Duplicate Files Per Creation Year ... 3.02 %
| | XML Files © Duplicate Files Per Modification Ve 3.60 %
|| CABFiles SRl i e O Poalies I% 2.02 % )
o i i
@ Duinictes 1476 Eles 13668 | Stiected| = | DUblicoteHlesPerLask Access Nesr les, 2.25GB
& Duplicate Files Per Creation Hour ...
& Duplicate Files Per Modification Hour ...
) Duplicate Files Per Last Access Hour ..

DiskBoss will display a time line chart showing how much duplicate data was modified per
year. In order to display how many duplicate files were modified per year, set the chart mode
to 'Number Of Duplicates Per Modification Year'.

% Duplicate Disk Space Per Modification Year [ x

Duplicate Disk Space Per Modification Year

6GB
5GB
468 —| [
4GB
3GB
kel

2GB
1GB [ |

563 MB—

I o VS e o oy | Ol

2004 2005 2006 20C 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019

| Date: 21-Mar-2013 | Time: 17:17:44 | Host: Windows 10-64 | Title: Duplicate Disk Space Per Medificatl...

B save | | & Print [ Copy | Options | Duplicate Disk Space Per Modification Year v | Close

In addition, the user is provided with the ability to display timeline charts for filtered duplicate
files search results. For example, in order to display how many duplicate documents were
created per year, set the file categorization mode to 'Categorize By File Type', select the
'Documents, Books and Help Files' file category, press the right mouse button and select the
'Apply Selected Filters' menu item. Now, press the 'Charts' button located on the duplicate
files search results dialog, and select the 'Duplicate Files Per Creation Year' menu item.
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4.4 Searching Files in Duplicate Files Search Results

DiskBoss provides the ability to search files in duplicate files results by the file name,
extension, full path, file category, file size, file attributes, creation, last modification and last
access dates. In order to start a file search operation, search duplicate files in one or more
disks or directories and press the 'Search' button located on the main toolbar.

% Search Duplicate Files O *
& i [ [ [F=ty [] mEE |
o 1 | 1M
S 2 D 0O e 8 E
earch Select Actions | Ewecute | Charts Save Export | Info
Original File Action Dup Files File Size Disk Space N

[ K\soft\msdev_2005\V580sp1-KBI26601-X... & Shortcut Toi .. 2 431,67 MB
[ K\softuxpsp2\WindowsXP-KB835935-5P2-... & Shortcut To: .. 2 266,01 MB
[ K:\soft\virtualbox\VirtualBox-4.2,24-82790... € Shortcut Tor .. 2 95.88 MB
[y K\soft\ddkiwinZkddk.exe & Shortcut To; ., 2 85.71 ME 131,43 MB
[y K:itemp'bls\source\diskboss_manual_v2.1.. &} Compress 2 45.71 MB 91.42MB
[ K:\soft\qt\qt-mac-opensource-src-4.34.4a... %] Delete 2 39.60 MB 79.20 MB
[ Ki\softimsdev_2005\VS80sp1-KB932232-X.., & Shortcut To; .. 2 28.92 MB 57.84MB
[ K\softjalburn\JAlbum-install_6.3.exe @ Shortcut To; . 2 10.25 MB 20.51MB
[y K\softimailbackup'\MailStoreHomeSetup... & Shortcut To; .. 2 910 MB 3.20 MB
[ KA\temp\superpi\vl\pi_data.bt [%] Delete 4 443 MB 7.95MB
[fy K:\soft\acroreadari05enu.exe © Shortcut To: .. 2 237 MB 7.13MB
[ K\soft\ga\selenium-remote-control-0.9.0.... € Shortcut To: ... 2 8.26 MB 16.51MB
[ K\soft\install_pack\Thunderbird Setup 2.0... [%] Delete 2 .36 MB 13.11MB W
|22| Categorize By Extension - % = | File Categories | — | 100% | gkl
[5] EXE Files 137 1.85GB 78,58 % ~
™. PDF Files 253 93.68 MB
W) DOC Files 4 92.60 MB
| | GZFiles 2 79.20 MB 3.29 %
& JPG Files 155 59.61 MB 2.48 %

¢ ZIP Files 14 4243 MB L.76 % ¥
) Duplicates: 5376 Files, 1.20 GB Selected: 5376 Files, 1.20 GB Displayed: 3565 Sets, 8041 Files, 2.35 GB

By default, DiskBoss will search duplicate files matching the user-specified rules in all
duplicate file sets in the current duplicate files report. Once the file search operation is
completed, DiskBoss will display the search results dialog showing all duplicate files matching
the rules.

& Search Files ? Pl

+ File Name + | | Contains - =

[ File Name 1
[ Extension
1 Full Path

\{ & Category

! File Size

= File Attributes
&, User Mame
&) Created

) Last Accessed Q

E Creation Date
F Modification Date
F Last Access Date

File Mame Length
< File Mame Depth
5] Mested Rules

FSearc-h Match All Rules  » . Canc&

The search results dialog allows one to filter and categorize file search results, display various
types of pie charts, copy, move and/or delete files, export file search results to a number of
standard report formats including HTML, PDF, Excel, text, CSV and XML. In addition, advanced
users are provided with the ability to export file search results to an SQL database.
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4.5 Selecting Duplicate Files Removal Actions

The DiskBoss duplicate files finder allows one to delete duplicate files, move duplicate files to
another directory, replace duplicate files with shortcuts pointing to the original file, replace
duplicate files with hard links, compress duplicate files, compress and move duplicate files to
another directory.

2 Search Duplicate Files O X
£ | 5 = il
& B0 O & B
Search Select Actions. Execute Charts Save Export | Info
Original File & Replace Duplicate Files With Shortcuts = EileSie Disk Space A

[ Kisoffunsdev 2005 #]  Replace Duplicate Files With Hard Links 431.67 MB 863.35MB
[ Ksoffugpsp2\Winde it Y 266.01 MB 532.01

x 4%  Move Duplicate Files to Directory ...
[y Ksoftwirtualbogyi o P eSe FES TO Hirectony 95,88 MB BL
[ KnsoftuddkiwinZide o 65.71 MB 131,43

> 5
[y Kitemp\bisisources = Compress Duplicate Files 4571 ME SL4z
[ Knsoffigtiqt-mac-a 53 Compress and Move to Directory ... 39.60 MB 79.20
[ Knsoffimsdev 2005 28.92 MB 57.84
[ K\soft\jalbum\JAlbi [+ Delete All Duplicate Files N 10.25 MB 20,51

[ Ksoftumailbackuph promrirg 9.10 MB 18.20

[ Kitempisuperpi\vi\pi_datatet [¥] Delete 4 4.49 MB 17.95

[ Knsoff\acroreadharsisenu.exe © Shortcut Tor .., 2 8.57 MB 17.13

[ Knsoffigatselenium-remote-control-0.9.0.zip & Shortcut Tor .., 2 8.26 MB 16.51

[ Knsoffiinstall_pack\Thunderbird Setup 2.0.0.... [¥] Delete 2 6.56 MB 13.11

[ Kitemp\galaxy2\Hardcore-speedmod-i9000... (%] Delete 2 6.00 MB 12.00

[ K\soffitreesize\ TreeSizePro-Demo.exe |%] Delete 2 5.85 MB 11.71 W
& Categorize By File Type = [ File Categories B [ 100%

& Programs, BExtensions and Script Files 302 1.86GB 79.15 % A
& Documents, Books and Help Files 478 221.64 MB 9.21%

& Archive, Backup and Disk Image Files 38 126.07 MB 524%

& Images, Pictures and Graphic Files 1095 96.91 MB 4.03% v
@ Duplicates: 5376 Files, 1.20 GB Selected: 5376 Files, 1.20 GB Displayed: 3565 Sets, 8941 Files, 2.35 GB

In order to select a specific duplicates removal action for one or more sets of duplicate files,
select the sets in the set list, press the right mouse button and select an appropriate duplicate
files removal action.

WARNING: There are many duplicate files in the Windows system directory, which are
important for proper operation of the operating system. Removal of duplicate files
located in the Windows system directory may permanently damage the operating
system and render the computer completely non-functional.

By default, DiskBoss selects the oldest file in each set as the original file and all other files in
the set as duplicates. In order to change that, select one or more sets, press the right mouse
button and select the 'Select Oldest Files as Duplicates' menu item.

% Duplicate Files Set 7 x

2 Dup Files, 863.35 MB Disk Space

Duplicate Files Last Modified

& Kisoft\msdev_2005\V580sp1-KB926601-X86-ENU.exe  25-Feb-2010 00:51:09
Ki\soft\vista_service_packs\V580sp1-KB926601-X86-E... 25-Feb-201000:53:34

) Replace Duplicates With Shortoul « 5 Close
L_| 12| Select an Action to Perform

& Replace Duplicates With Shortcuts
[¥] Replace Duplicates With Hard Links
4% Move Duplicates To Directory
Compress Duplicate Files
Compress and Move To
Delete All Duplicate Fies

Alternatively, open the duplicate files set dialog, select any arbitrary duplicate file in the set as
the original file, select an appropriate duplicate files removal action that should be executed
for this specific duplicate files set and select one or more duplicate files in the set that the
removal action should be applied to.
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4.6 Executing Duplicate Files Removal Actions

Once finished selecting duplicates and removal actions, press the 'Execute' button to see the
duplicate files removal actions preview dialog. The duplicates removal actions preview dialog
shows the selected duplicate files and removal actions that will be executed and allows one to
review and manually confirm each specific action before execution.

 Duplicate Files Removal Actions 7 *

5376 Files, 1.20 GB - Selected For Process

File Mame Operation

Ki\softivista_service_packs\V580sp1-KBI26601-X86-.., Shortcut To: Ki\soft\msdev_2005\V580sp1-KB32..,
Kisoft\microsoft_service_packs\WindowsxP-KB235... Shortcut To: K\soft\xpsp2iWindowsXP-KB23593...
Kh\soft\wirtualbox\VirtualBox-4.2.24-92790-Win_new.... Shortcut To: Ki\softvirtualbo\VirtualBox-4.2.24...
Kihsoftiwk_ddk\winZkddk.exe Shortcut To: Ki\softiddidwinZkddl.exe
Ki\temp'bls\dest\diskboss_manual_v2.1.doc Compress Duplicate
Khseftigtimaciqt-mac-opensource-src-4.3.4.tar.gz Delete Duplicate
Ki\soft\vista_service_packs\V580sp1-KB332232-X86-... Shortcut To: Ki\softymsdev_20054V580sp1-KB23..,

oHHO000

Ki\soft\jalbum'JAlbum-install.exe & Shortcut To: Ki\soft\jalbum'JAlbum-install_6.3.exe
Kisoft\imap'\MailStoreHomeSetup-4.1.0,4598.exe @ Shortcut To: K\softymailbackuptMailStoreHom...
Ki\temp'\superpi\v3\pi_data.bd [¥] Delete Duplicate

Ki\temp'\superpi\wd\pi_data.bd [%] Delete Du plicate

Ki\temp'superpi\v2i\pi_data.bd E_fl Delete Duplicate

K:\soft\photoshopT\Adobe Acrobat Reader\AcRd3E.. &) Shortcut To: Ki\soft\acroread\ar305enu.exe

K:\soft\seleniumiselenium-remote-control-0.9.0zip € Shortcut To: Ki\softhqalselenium-remote-contr...

Ki\soft\mozilla\ Thunderbird Setup 2,0.0.23.exe [¥] Delete Duplicate v
i Select '+ Options | E Executs Close

The operating system and other system applications may have a large number of duplicate
files located in various system directories. These duplicate files may be very important for
proper operation of the operating system and other system applications and it is highly
dangerous to remove these duplicate files. To be on the safe side, use the duplicates removal
actions only for your own documents, music files, videos, etc.

Processing ..
Operation In Progress, Please Wait ...
Status Value
= Total Files 17179
= Freed Space 1.66 GB
&) Process Time 4 Mins, 11 Secs
@ Performance b8 Files/Sec
Il Errors 0

Ll Continue D Pause E Stop Errors Close

In order to execute the selected duplicates removal actions, press the 'Execute' button located
in the bottom-right corner of the 'Preview' dialog. DiskBoss will process the selected duplicate
files and execute the specified duplicates removal actions.
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4.7

Saving Duplicate Files Reports

DiskBoss allows one to save duplicate files search reports into a number of standard formats
including HTML, PDF, Excel, XML, text and CSV. In the simplest case, perform a duplicate files
search operation and press the 'Save' button located on the duplicate files search results
dialog. On the save report dialog, select an appropriate report format, enter a report file name

and press the 'Save' button.

Format: |2 HTML Summary

#, Save Duplicate Files Report

File Mame: Fments'puplicate Files Report 01-Apr-2018 171116.html

+:| Advanced Options ..,

] save

Cancel

For the HTML, PDF, Excel, text, CSV and XML report formats, the user is provided with the
ability to save a short summary report or a longer detailed report, which may be very long for
large file systems containing millions of files. By default, DiskBoss will save a short, summary
duplicate files search report in the HTML report format, which will include a list of top 20
duplicate file sets sorted by the amount of duplicate disk space and a list of tables showing the
amount of duplicate disk space and the number of duplicate files per file extension, file type,

top-level directory, user name, etc.

- Duplicate Files Report b +

G 1 -4

Generated By: DiskBoss Ultimate v9.1.16

Date

Time

Total Files
Total Space
Dup Files
Disk Space
Performance
Process Time
Host Name
User Name
Input Dirs

Original File

K:A\soft\msdev_2005'WS80sp1-KB926601-X86-ENU. exe
K:\soft\xpsp2\WindowsXP-KB835935-5P2-ENU. exe
K:\soft\virtualbox\VirtualBox-4.2.24-92790-Win.exe
K:\soft\ddk\win2kddk.exe
K:\temp\bls\source\diskboss_manual_v2.1.doc
K:\soft\gt\gt-mac-opensource-src-4.3.4.tar.gz
K:\soft\msdev_2005\W580sp1-KB232232-X86-ENU.exe
K:\soft\jalbum\JAlbum-install_6.3.exe
K:\soft\mailbackup\MailStoreHomeSetup-4.1.0.4598.exe
K:\temp\superpitv1\pi_data.txt
K:\soft\acroread\ar505enu.exe
K:\soft\ga\selenium-remote-control-0.9.0.zip
K:\soft\install_pack\Thunderbird Setup 2.0.0.23.exe

@ filet///C:/Reports/Duplicate Files Report 01-Apr-2018 171116.html

Duplicate Files Report

2018/04/01
17:03:24
27830

28.64 GB

5376

1.20 GB

169.2 Files/Sec
2 Mins, 43 Secs
Windows10-64
alex-s

ki

Top 20 Duplicate File Sets

Duplicate Files

RORR B R R R R R R R RR

= O
- Q% =

~
01-Apr-2018 17:11:28

Disk Space

863.35 MB
532,01 MB
191.75 MB
121.43 MB
91.42 MB
79.20 MB
57.84 MB
20.51 MB
18.20 MB
17.95 MB
17.13MB
16.51 MB
13.11MB v

In addition, the user is provided with the ability to save duplicate files search results to the
DiskBoss native report format, which preserves all information related to each specific
duplicate files search operation and may be loaded at any time just by clicking on a report file

in the DiskBoss file navigator.
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Sometimes, it may be required to perform additional analysis of duplicate files search results
using external tools such as Microsoft Excel. In order to export duplicate files search results to
the Excel report format, perform a duplicate files search operation, press the 'Save' button
located on the duplicate files search results dialog, select the 'Excel Summary' report format
for a short summary report or the 'Excel Report' format for a detailed duplicate files search
report.

% Save Duplicate Files Report ? x

Format:

[+ Excel Summary -

“| HTML Summary

| HTML Report
PDF Summary
FOF Report

File Name:

<] Advan {Excel Summary
Excel Report k
Text Summary
Text Report
CSV Summary
| C5V Report
XML Summary
XML Report
[ sqL Database
“¥ DiskBoss Report

A summary Excel report will include a list of top 20 duplicate file sets sorted by the amount of
duplicate disk space and a number of tables showing the amount of duplicate disk space and
the number of duplicate files per file extension, file category, file creation time, last
modification time, top-level directory, user name, etc.

Frony Duplicate Files Report 01-Apr-2018 171803 - Microsoft Excel Viewer — o P4
y | Home @ - 7 x
~ G ! [T [ X
Open Quick Print Copy Find Go Page Print Switch
Print Preview To Setup Area~ | Windows~
Office Dacument Edit Page Setup Window
L] B 'S D
9 |
95 Disk Space Usage Per File Category
56 |
97| File Category Disk Space Percent
98 Programs, Extensions and Script Files 1,997,765,526 79.15
99 Documents, Books and Help Files 232,410,561 9.21
100| Archive, Backup and Disk Image Files 132,198,011 5.24
101 Images, Pictures and Graphic Files 101,619,262 4.03
102| Development Files 33,825,169 1.34
103 Miscellaneous Files 19,087,811 0.76
104| Unknown Files 2,909,793 0.12
105| Internet Files 1,769,066 0.07
106 Movies, Clips and Video Files 1,256,160 0.05
107 Other 1,138,828 0.05
108,
109
130| Disk Space Usage Per File Category
111
112| m Programs, Extensions and Script Files
113 B Documents, Books and Help Files
= M Archive, Backup and Disk Image Files
115
116 B Images, Picturesand Graphic Files
17! m Development Files
118 = Miscellaneous Files
22 = Unknown Files
120
1 = InternetFiles
121
122'_ Movies, Clips and Video Files
123 = Other
124,
15| |
4 b | Summary [T
Ready [=o=

A detailed Excel report will include the list of duplicate file sets sorted by the amount of the
duplicate disk space followed by lists of duplicate files in each set, which may be very long for
large file systems containing millions of files. In order to control how many duplicate file sets
are exported in the detailed report, press the 'Advanced Options' button located on the 'Save
Report' dialog and customize the duplicate files search report for your specific needs.
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One of the most useful ways to export duplicate files search results is to use the PDF summary
or the PDF report formats. Both of these report formats include various types of graphical pie
charts showing the amount of duplicate disk space and the number of duplicate files per file
extension, file category, creation time, last modification time, user name, etc. In order to save
duplicate files search results to a PDF report file, press the 'Save' button located on the
duplicate files search results dialog and select the 'PDF Summary' report format for a short,
summary report or the 'PDF Report' format for a detailed duplicate files search report.

% Save Duplicate Files Report ? *
Format: (15 PDF Report -
HTML Summary
File Mame: HTML Report
| PDF Summary
| [ Advan Excel Summary

Excel Report
Text Summary
Text Report
C5V Summary
=% CSV Report
XML Summary
XML Repaort
8 s0L Database
“% DiskBoss Report

A summary PDF report will include a list of top 20 duplicate file sets sorted by the amount of
the duplicate disk space followed by a number of pie charts showing the amount of duplicate
disk space and the number of duplicate files per file extension, file category, file creation time,
last modification time, user name, etc. A detailed PDF report will include a list of duplicate file
sets sorted by to the amount of duplicate disk space followed by lists of duplicate files in each
set, which may be very long for large file systems containing millions of files.

" Duplicate Files Report 01-Apr-2018 171213.pdf - Adobe Acrebat Reader DC - o x
File Edit View Window Help

Home Tools Duplicate Files Rep... % @ Sign In

® 8 X Q © 1= [ A DO w53 BEAT

ouplicate Files Report o1-apr-2018

Duplicate Files Report

Property Value

Date 2018/04/01
Time 17:03:24

Total Files 27630

Total Space 28.64 GB

Dup Files 5376

Disk Space 1.20 GB
Performance 169.2 Files/Sec
Process Time 2 Mins, 43 Secs
Host Name Windows10-64
User Name alex-s

Input Dirs k:\

File Filter off

Duplicate Files Per File Type

[l pevelopment Files 5.21 KF 58.24 %

[ Miscellaneous Files 1.27 KF 14.20 %

[ Inages, Pictures and Graphic Files  1.10 KF 12.25 %
B pocuments, Books and Help Files 478 Files 5.35 %
[ unknown Files 310 Files 3.47 %
[ Programs, Extensions and Scrip... 302 Files 3.38 %
[ 1nternet Files 133 Files 1.49 %
Wl windows Files 92 Files 1.03 %

Archive, Backup and Disk Image... 38 Files 0.43 %
[ others 3) 16 Files 0.18 %

In addition to the list of duplicate file sets sorted by the amount of duplicate disk space,
detailed PDF reports include pie charts showing the duplicate disk space per file category and
the number of duplicate files per file category according to the currently selected file
categorization mode. For example, if the second-level file categories mode is set to categorize
duplicate files search results by the file extension, the PDF report will display pie charts
showing the amount of duplicate disk space and the number of duplicates per file extension.
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4.8 Batch Duplicate Files Search Reports

DiskBoss allows one to save batches of duplicate files search reports according to the currently
selected categories of files with each report showing duplicate files and the amount of
duplicate disk space for a corresponding category of files. For example, let's assume that we
need to save duplicate files search reports for the last 10 years with each report showing
duplicate files and the duplicate disk space for all files that were created during each
corresponding year.

¥ Search Duplicate Files m} x
5 B D 0 e B
.:H_*_“?x; La Ll 5_1 E =l
Search Select Actions Exequte | Charts Save Export | Info
Original File Action Dup Files File Size Disk Space it
3 Ki\soft\msdev_2005\V580sp1-KB926601-X... € Shortcut To:.. 2 431,67 MB 863.35MB
[ Ksoftupsp2\WindowsXP-KB835935-5P2-... &) Shortcut To: ... 2 266.01 MB 532.01MB
[ Ksoftivirtualbox\VirtualBox-4.2,24-92790.., € Shortcut Tor.. 2 95.88 MB 191,75 MB
[ K\soft\ddidwinZkddic.exe & Shoricut To: .. 2 65.71 MB 131.43MB
[ Kitemphbls\dest\diskboss_manual v2.1.doc &7 Compress 2 45.71 MB 91,42
iy K\soft\gt\qt-mac-opensource-src-4.3.4a... [x] Delete 2 39.60 MB 79.20
B Ki\soft\msdev_2005\V580sp1-KB932232-X... € Shortcut To:.. 2 28.92 MB 57.84
[y K\soft\jalbumiJAlbum-install_6.3.exe @ ShortcutTo: .. 2 10.25 MB 0.51
[ KAsoftimailbackup\MailStoreHomeSetup.., € Shorteut Tor.. 2 9.10 MB 8.20
[y KAtemphsuperpiv\pi_data.be [x] Delete 4 4.48 MB 7.95
[Fy Ksoft\acroreadiarsD5enu.exe @ Shortcut To: . 2 8.57 MB 7.13
[ KAsoft\ga\selenium-remote-control-0.8.0... € Shorteut Tor .. 2 8.26 MB 6.51
[ Ksoftiinstall_pack\Thunderbird Setup 2.0... [%] Delete 2 .56 MB 3.11 W
' Categorize By Modification Year = File Categories = 100%
' Last Modified 2010 1659 1.86 GB 79.32 % ~
W Last Modified 2015 E 423
s - 23 %
T Last Modified 2014 @ Vi lhat... [
L Last Modified 2012 | ExportReports.. | E 386 %
T Last Modified 2011 [% 3% %
% Last Modified 2006 B Save Categories 3 2.52 % v
@) Duplicates: 5376 Files, 1.20 GB Selected: 5376 8941 Files, 235 GB
FH  Export To SOL Database ...

Copy Te Clipboard

1 Apply Selected Filters ...

Clear Selected Filters

In order to generate such reports, set the file categorization mode to 'Categorize By Creation
Year', select all years for which you need to generate duplicate files reports in the file
categories view, press the right mouse button and select the 'Export Reports' menu item. On
the 'Export Reports' dialog, select an appropriate report format and report mode, specify a
destination directory to export reports to and press the 'Save' button.

. Export Reports ? X

Format: [e=] ML Report ~ | |Summary Report -

Directory: | Ci\Reports

M save Cancel

For each selected year, DiskBoss will filter duplicate files search results by the file creation
year and save an individual duplicate files search report in the specified destination directory
with each report file name and report title containing the corresponding file creation year.

In the same way, the user can generate batches of reports showing duplicate files and the disk
space usage per user, last modification date, last access date, file attributes, file size, top
directory or custom categories of files pre-configured using flexible file matching rules.

For example, in order to export individual duplicate files search reports for all users, set the
file categorization mode to 'Categorize By User Name', select all the required users, press the
right mouse button and select the 'Export Reports' menu item. Now, the destination directory
will contain a series of duplicate files search reports with each report showing duplicate files
and the disk space usage for the corresponding user.
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The batch reports dialog provides the ability to export reports to a number of standard report
formats including: HTML, PDF, Excel, text, CSV and XML. Depending on the selected report
format and report mode, each report will include a summary table showing statistics about the
report, a table showing the list of duplicate file sets sorted by the amount of duplicate disk
space and lists of duplicate files for each duplicate file set.

2% Export Reports ? X

[=] HTML Report  »
|} HTML Report
| POF Report

Format: Summary Report -

Directory:

[ TextReport
[+ SV Report
¥ML Report

Cancel

In addition, the batch reports dialog allows one to select one of the following report modes:
summary report, compact report or full report. When the summary report mode is selected,
each report will include a summary table and a list of duplicate file sets sorted by the amount
of the used disk space. When the compact report mode is selected, each report will include a
summary table and a list of top 100 duplicate file sets sorted by the amount of duplicate disk
space. When the full report mode is selected, each report will include a summary table, a full
list of duplicate file sets and full lists of duplicate files for each duplicate file set.

2% Export Reports ? X

Format: +++| Excel Report -

[ |SummaryReport
C:\Reports Compact Report

Summary Report -

Directory:

Cancel

[ save

Once the export operation will be completed, the specified destination directory will contain a
number of duplicate files search reports according to the selected file categorization mode,
selected categories of files and the selected report format.

4 + | Reports 7= ] X
Home Share View o
- v » ThisPC » System Disk (i) * Reports v @ Search Reports Fel
Mame N Date modified Type Size

v g Quick access

&3] Duplicate Files Report Last Modified 2016 Microsoft Office Excel Worksheet 8KB

- output (O:)
- SOUTCE (5]
- target (T:)
¥ Metwork

»& Homegroup

10 items

I Desktoy -

e lj—ﬂ Duplicate Files Report Last Modified 2013 Microseft Office Ex 11 KB
¥ Downloads 1) Duplicate Files Report Last Modified 2014 Micrasoft Office Ex 5 KB
|5 Decuments E2l] Duplicate Files Report Last Modified 2012 Microsoft Office Excel 2 KB
=1 Pictures E31] Duplicate Files Report Last Modified 2011 Microsoft Office Ex hest 10KB
L disk.d &3] Duplicate Files Report Last Modified 2010 Microsof € Excel et 20KB

Reparts K] Duplicate Files Report Last Modified 2009 Micrasoft Office Excel 24KB
St ‘_jﬂ Duplicate Files Report Last Modified 2008 Microsoft Office Excel heet 19 KB
&3] Duplicate Files Report Last Modified 2007 t 21 KB
screenshots ~
l_’—‘ﬂ Duplicate Files Report Last Modified 2006 19 KB
#& OneDrive
[ This PC
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4.9 Exporting Reports to an SQL Database

IT professionals and storage administrators are provided with the ability to submit reports
listing duplicate files detected on multiple storage systems, servers and desktop computers to
a centralized SQL database enabling system and storage administrators to gain an in-depth
visibility into amounts of duplicate files and wasted disk space across the entire enterprise.

% Save Duplicate Files Report { *

111 5QL Datsbase .

| HTML Summary

| HTML Report

I.Tﬁ‘ PDF Summary

il PDF Report

S Advan) [ Excel Summary

Format:

File Mame:

< CSV Summary
i C5V Report

XML Summary
XML Report

5% DiskBoss Report k

In order to submit a report to an SQL database, press the 'Save' button located on the
duplicate files search results dialog toolbar, select the 'SQL Database' report format and press
the 'Save' button. Before exporting a report to an SQL database, the user needs to open the
options dialog, enable the ODBC interface and specify the name of the ODBC data source, the
database user name and password to use for database export operations.

% DizkBoss Options ? X
1=| General
Enable ODBC Interface ~ Verify ..., Clear
Advanced
Database
E-Mail
ODBC Data Source: |MVSQL Server |
| Shorteuts
User Name: |d|skboss |
= Misc Password: | Ty |
i W
| [ save Cancel |

For each report in the database, DiskBoss shows the report date and time, the name of the
host computer the operation was performed on, disks and directories that were processed, the
total amount of disk space and the number of files that were processed and the report title. In
order to open a report, just click on the report item in the report list.
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4.10 Search Duplicate Files in Network Servers and NAS Storage Devices

DiskBoss Server allows one to scan the network, discover network servers and NAS storage
devices, automatically detect all accessible network shares and search duplicate files in
hundreds of network servers and NAS storage devices. In addition, the user is provided with
the ability to export the list of detected servers and NAS storage devices (including lists of
network shares for each server) into HTML, PDF, text and Excel CSV reports.

%, Network Servers and MAS Storage Devices ? >
18 Network Servers or NAS Storage Devices, 65 Selected Shares

Server Comment Shares Selected  Total Used Free Free (%) Lo
@& srv2008s SRV2008 Storage Server 8 8 417 TB 18030 GB 3.997TB
@ srv2008 SRVZ008 64-Bit Server & B 295TB 73.48 GB 288 7B
@ flexms VirtualBox Server 5 5 277 TR 1.297TR 148 TR
&) repsrv REPSRV 4 4 1.50 TB 4341 GB 146 TB
@ srva012 SEVZ01Z 64-Bit Server 5 5 & ; _ |[eenamse|
@ v STeRy 3 3 %, Search Files ...
& qasrv2 CASRV2 3 3 *  Analyze Disk Space ...
@ qasrv QASRV1 3 3 - et
© flexcore W7 64-Bit Dev Machine 4 4 B Gheasily Fdes
& dbsry DBSRV 2 2 " Search Duplicates .., ]}3
& srv2003 SRV2003 Test Server 4 4
@ srv2016 SRV2016 2 2 | Select Metwork Shares
) 5

@ sz R i ! : Unselect Metwork Shares 1k 4

£ Search = Analyze | | # Classify | | 25 Duplicates efect At Netwak Shaces Close
Unselect All Network Shares
View Metwork Search Log ...

In order to discover all network servers and NAS storage devices on the network, press the
'Network' button located on the main toolbar and wait while DiskBoss will scan the network
and show a list of detected network servers and NAS storage devices. In order to search
duplicate files in one or more servers or NAS storage devices, select the required servers and
NAS storage devices and press the 'Duplicates' button.

5 Search Duplicate Files ? =

65 Directories Selected For Search

Search Disks, Directories and Metwork Shares

1 Virepsriscomp

| Vrepsrdiscadiag
1 Wisrv2012\backup —
1 Wisrv2012h\data —
1 Wisrv201 2\ output W |\>_’,|!

I3 start Options Cancel

DiskBoss will show all accessible network shares hosted on the selected servers and NAS
storage devices allowing one to search duplicate files and save various types of duplicate files
pie charts and reports. In addition, the user is provided with the ability to customize a large
number of advanced duplicate files search options allowing one to tune duplicate files search
operations for user specific needs and hardware configurations.
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4.11 Batch Duplicate Files Search Operations

DiskBoss Enterprise provide the ability to execute one or more pre-configured duplicate files
search operations on all network servers and NAS storage devices on the network and
generate an individual duplicate files search report for each server and NAS storage device. In
order to be able to use batch duplicate files search operations, the user needs to pre-configure
one or more duplicate files search commands customized to generate duplicate files search
reports according to user-specific needs and requirements.

% Network Servers and MAS Storage Devices T =
18 Network Servers or NAS Storage Devices, 64 Selected Shares

Server Comment Shares Selected  Total Used Free Free (%) lal
@ srv2008s SRVZ2008 Storage Server 8 3 41718 180,30 GB 399TB 96 %
© flems VirtualBox Server ] ] 32378 12778 197 TB 61 %
@ srv2008 SRV2008 64-Bit Server & ] 2.95TB 73.48 GB 2.887TB 98 %
© repsry Report Server 3 3 1.227TB 45.23 GB 117 7B 96 Yo
@) datasrv Data Server 4 4 1.22TB 02.80 GB 11378 93 %

srv2012 SRV2012 6d-Bit Server 5 5 2
= - > | S
© flexcore W7 EA-Bit Dev Machine 4 1 Anaiyze Dk spacer 50 2%
@ websrv WEBSRY 2 2 Search Duplicates ... 95 %
@ stsrv Setup Server 2 2 — 95 %
@ testsrv Test Server 2 2 % Clasilyiles.. 95 %
© flesmob W7 64-Bit Test Machine 3 2 &£, Search Files... 48 %
@ srv20082 SRV2008 R2 5 5 37 %
@ srvkdsi SRV2KESI 1 1 || Execute Batch Command ... % 79 % o

Select Network Shares |
» Analyze L Duplicates 2 Classify £ Search ig Close
! Unselect Network Shares -

Select All Network Shares
Unselect All Network Shares

& Add Metwork Servers ...
Load Metwork Servers ...

Remowve Metwork Server

View Metwork Search Log ...

In order to start a batch duplicate files search operation, press the 'Network' button located on
the main toolbar, search all servers and NAS storage devices on the network, select one or
more servers and NAS storage devices, press the right mouse button and select the 'Execute
Batch Command' menu item.

% Select Commands To Execute ? *

Command Name
® Disk Space Analysis
# File Classification
%5 Search Duplicate Files
£, Search Recently Modified Documents
. Users Analysis

Save Individual Report For Each Metwork Server - [ start Cancel
|| Save Individual Report Far Each Metwark Server

a d or Ead

DiskBoss will display a list of pre-configured duplicate files search commands allowing one to
select one or more commands to be executed on all selected servers and NAS storage devices.
In addition, the user is provided with the ability to select how to save duplicate files search
reports - for each server or for each network share. By default, all duplicate files search
reports will be saved in the DiskBoss internal reports database allowing one to open each
report, review results, generate various types of pie charts and export reports into a number
of standard formats including HTML, PDF, Excel, text, CSV and XML.
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4.12 Searching Specific Types of Duplicate Files

One of the most powerful capabilities of DiskBoss is the ability to search specific types of
duplicate files according to one or more user-specified file matching rules. Files not matching
the specified rules, will be just skipped from the duplicate files search process.

£% Duplicate Files Search Options ? X
E Ganeral Process Files Matching Criteria o Add
% Categorized As - Documents, Books and Help Files e
2 | Advanced Files With Size More Than 10 MBytes 5
& Files Modified During This Month
m Rules

Fll’; Actions

| And -

[ Process and Show Files User Names Ok | Cancel

In order to add one or more file matching rules to a duplicate files search operation, open the
command dialog, select the rules tab and press the 'Add' button located on the right side of

the dialog. Once finished adding file matching rules, select an appropriate rules logic and press
the 'Save' button.

=% Advanced File Search Criteria ? >

Select Advanced File Search Criteria ]

<) Search Files Containing Text

# Search Files With the File Size

= Search Files With File Attributes

Search Files Containing HEX Pattern

&= Search JPEG Images With EXIF Tag

* Search Files With the File Name v

Mot Categorized As |Programs, Extensions and Script Files & Select... |
Categorized Az L

Ok | | Cancel

Another option is to exclude specific types of duplicate files from the search process using one
or more negative file matching rules. For example, in order to exclude all types of programs
and executable files from the duplicate files search process, add a file category rule, select the
'Not Categorized As' rule operator and select the 'Programs and Executable Files' file category.
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4.13 Excluding Subdirectories from Duplicate Files Search Process

Sometimes, it may be required to exclude one or more subdirectories from the duplicate files
search process. For example, if you need to search duplicate files in a disk excluding one or
two special directories, you may specify the whole disk as an input directory and add the
directories that should be skipped to the exclude list. By default, in order to prevent accidental
deletion of critical system files, DiskBoss automatically adds the operating system directory to
the list of exclude directories in all duplicate files search commands.

Duplicate Files Search Options ? x
E General Exclude Directories
— 1 CA\Windows e
o | Advanced _1 C\Program Files L
i) SCONTAINS Snapshots e
F Rules

&
o

==,
| Actions

= Del

[] Process and Show Files User Names Ck Cancel

In order to add one or more directories to the exclude list, open the duplicate files search
command dialog, press the 'Options' button, select the 'Exclude' tab and press the 'Add'
button. All files and subdirectories located in the specified exclude directory will be excluded
from the duplicate files search process. In addition, advanced users are provided with a
number of exclude directories macro commands allowing one to exclude multiple directories
using a single macro command.

DiskBoss provides the following exclude directories macro commands:

« $BEGINS <Text String> - this macro command excludes all directories beginning
with the specified text string.

« $CONTAINS <Text String> - this macro command excludes all directories
containing the specified text string.

« $ENDS <Text String> - this macro command excludes all directories ending with the
specified text string.

* $REGEX <Regular Expression> - this macro command excludes directories
matching the specified regular expression.

« $DIRLIST <File Name> - this macro command excludes all directories listed in the
user-specified text file.

e S$FILELIST <File Name> - this macro command excludes all files listed in the user-
specified text file.

For example, the exclude macro command '$CONTAINS Temporary Files' will exclude all

directories with "Temporary Files' in the full directory path and the exclude macro command
'$REGEX \.(TMP|TEMP)$' will exclude directories ending with '.TMP' or '.TEMP'.
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4.14 Automatic Duplicate Files Removal Actions

DiskBoss Server provides the user with the ability to automatically execute one or more
duplicate files removal actions for files matching user-specified rules. In order to define one or
more automatic duplicate files removal actions, open the duplicate files search command
dialog, select the 'Actions' tab and press the 'Add' button.

% Duplicate Files Search Options ? x
:: General Duplicate Files Rernoval Actions
o &t Original is located in (D:AL..), match all files, compress and m...
I | Advanced & Original is the oldest file, replace duplicate files with shorteuts
A

™= Rules

e
A | Exclude
, Actions

o0 Add Edit Delete Mode: | Select Actions -

[] Process and Show Files User Names Ok Cancel

On the 'Action' dialog select the original file detection mode, an appropriate duplicates removal
action and specify one or more file matching rules defining files the action should be applied
to. During runtime, DiskBoss will process detected duplicate files, apply the specified file
matching rules, detect the original file and execute the duplicates removal actions for files
matching the specified rules and policies.

% Duplicate Files Removal Action ? X

Select Duplicate Files Removal Action

Original File: __| Located in Directory - |D:'|,Images ‘ | |

Removal Action: | ] Compress and Move To Directory |F:'|,Bad<.|.|p ‘ | |

Apply Action to Files Matching the Specified Rules 0 Add
& Categorized As - Images, Pictures and Graphic Files i e
Files With Size More Than 10 MBytes 2ot
And -
Apply action when all files match the spedfied rules = Ok Cancel

By default, DiskBoss executes automatic duplicates removal actions in the 'Auto-Select' mode,
which selects the specified actions and displays the duplicates removal actions preview dialog
allowing one to review and manually confirm each specific action. After testing the duplicate
files search command in the preview mode, change the actions mode to ‘Execute’ to
automatically execute the specified duplicates removal actions without showing the actions
preview dialog.
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4.15 Analyzing Duplicate Files Per Host

DiskBoss Server and DiskBoss Enterprise provide the ability to automatically detect all servers
and NAS storage devices on the network, search duplicate files in hundreds of servers and/or
NAS storage devices via the network, submit duplicate files search reports to a centralized
report database and display charts showing the number of duplicate files and the amount of
duplicate disk space per server or NAS storage device across the entire enterprise.

. DiskBoss Server Reports [m] pd

25/ Show All Reports ~ | =) Filter Command + | Contains | :-}"_i ii|

Date Time Command Host Inputs Data Label il

® 2018/03/20 12:50:06 Disk Space Analysis - d... datasrv \\datasrv\s... 722 Files, 460.72 MB Disk Space Analysis

# 2018/03/20 14:2%:50 Analyze Storage Server  srv2008s Wisrv2008s.,. 1625483 Files, 10543 GB  Disk Space Analysis

& 2018/03/20 14:21:26  Classify Storage Server  srv2008s Wisrv2008s\.,. 616481 Files, 58.03 GB File Classification

“n 2018/03/20 1412:21  Duplicate Files - srv200.., srv2008s Wisrv2008sh... 72321 Files, 2.78 GB Duplicate Files

® 2018/03/20 13:57:57  Analyze SRV2012 srv2012 Wisrv20124b... 38148 Files, 10.17 GB Disk Space Analysis

& 2018/03/20 13:57:30  File Classification - srv2... srv2008s Werv2008sh... 1328080 Files, 18.87 GB File Classification

£, 2018/03/20 13:3&37  Search Recently Modifi... repsrv Wrepsrvire., 174 Files, 179,534 MB File Search

& 2018/03/20 13:47:52  File Classification - srv2... srv2008s Ysrv2008sh... 72321 Files, 2.78 GB File Classification

& 2018/03/20 13:47:42  File Classification - srv2... srv2008s Ysrv2008sh... 31285 Files, 49,16 GB File Classification

# 2018/03/20 13:46:22  Disk Space Analysis - sr... srv2008 Wisrv2008\d... 68009 Files, 13.28 GB Disk Space Analysis

® 2018/03/20 13:45:47  Disk Space Analysis - sr... sn2012 Wierv2012hd... 21984 Files, 7.25 GB Disk Space Analysis v
[i*] Save Summary | | € Import | | Export | | [x] Delete | E-Repor"t.s: 24 Displayed: 24 | Close

— & Disk Space Usage Per Host ... I%
& Disk Space Usage Per User ...

=] View Top 100 Directories ...
[E]  View Top 100 Files ...

In order to analyze duplicate files per server, perform one or more duplicate files search
operations on multiple servers and/or NAS storage devices, open the 'Reports' dialog, press
the 'Analyze' button and select the 'Analyze Disk Space Usage Per Host' menu item. DiskBoss
will analyze all reports saved in the reports database and display the hosts analysis dialog
showing the number of duplicate files and the amount of duplicate disk space per host.

% Duplicate Files - Disk Space Per Host m} X
- Hosts
Duplicate Files - Disk Space Per Host -
gasrvl
¥ 123668 - 34.35% - srvZkBsi TEpY,
stsrv
[ 8.58G8 - 23.84% - SRV2008R2 dbsrv
srv2kBsi
3.72G8 - 10.34% - NAS20085
= srv2012
[ 37268 - 10.34% - dbsrv SRV200BR2
- NAS20085
2.51GB - 6.98% - SRV2008 SRY2008
[ 20868 - 579% - SRVI01S SRV2016
4 119GB -330% - srv2012 Shaw Pie Chart o
I L07GB - 297% - repsrv Show Disk Space ]

[ 427.23MB - 1.16% - stsrv
: | Edit Chart Options ...
[ 168.34MB8 - 0.46% - gasrv2

[ 168.34M8 - 0.46% - gasrvi & Copy To Cliphoard ...

= Print Chart Image ...
| Date: 02/Apr[2018 | Time: 13;54:56 | Dupiicate Files - Disk Space Per Host

-,-:_ Save PDF Report ...

5 Duplicate Files w | | All Disks and Directories | |NI Report Labels Close

The hosts analysis dialog provides the ability to display pie charts and bars charts showing the
number of duplicate files and the amount of duplicate disk space per host according to
duplicate files search reports saved in the reports database. The user is provided with the
ability to select the types of duplicate files search operations and file system locations to
analyze, edit the chart header and footer, copy the chart image to the clipboard and export
graphical PDF reports including pie charts.
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4.16 Analyzing Duplicate Files Per User

DiskBoss Server and DiskBoss Enterprise provide the ability to automatically detect all servers
and NAS storage devices on the network, search duplicate files in hundreds of servers and/or
NAS storage devices via the network, submit duplicate files search reports to the reports
database and display charts showing the number of duplicate files and the amount of duplicate
disk space per user across the entire enterprise.

% DiskBoss Server Reports O *
[ |2:] Show All Reports = | | [€] Filter Command ~ Contains =
Date Time Command Host Inputs Data Label il

# 2018/03/20 18:50:06 Disk Space Analysis - d... datasrv \\datasrv\s... 722 Files, 460.72 MB Disk Space Analysis

. 2018/03/20 14:25:50  Analyze Storage Server  srv2008s \isrw2008s\... 1623483 Files, 10543 GB  Disk Space Analysis

& 2018/03/20 14:21:26  Classify Storage Server  srv2008s \\srw2008s\... 616481 Files, 58.03 GB File Classification

sn 2018/03/20 141221 Duplicate Files - srv200.. srv2008s \isrw2008s\... 72321 Files, 2.78 GB Duplicate Files

# 2018/03/20 13:57:57  Analyze SRV2012 srv2012 Visrw2012\b... 38148 Files, 10.17 GB Disk Space Analysis

& 2018/03/20 1%:57:30  File Classification - srvZ... srv2008s Wsrv2008s\... 1328020 Files, 18.87 GB File Classification

& 2018/03/20 13:56:57  Search Recently Madifi... repsrv Virepsrvtre... 174 Files, 179.54 MB File Search

& 2018/03/20 13:47:52  File Classification - srvi... srv2008s Wsrw2008s\... 72321 Files, 2.78 GB File Classification

& 2018/03/20 134742 File Classification - srv... srv2008s \isrw2008s\... 31285 Files, 49.16 GB File Classification

. 2018/03/20 13:46:22  Disk Space Analysis - sr.., srv2008 \isrw2008\d... 68006 Files, 13.28 GB Disk Space Analysis

® 2018/03/20 134347  Disk Space Analysis - sr., srv2012 \isrw20124yd... 21984 Files, 7.25 GB Disk Space Analysis w
| [ save summary | | & Import | | Export | | (%] Delete |Reports: 24 fDispIayed: 24 Close |

T = Disk Space Usage Per Host ..,
&, Disk Space Usage Per User .., k‘

=1 View Top 100 Directories ...
[E]  View Top 100 Files ...

In order to analyze duplicate files per user, perform one or more duplicate files search
operations on multiple servers and/or NAS storage devices, open the 'Reports' dialog, press
the 'Analyze' button and select the 'Analyze Disk Space Usage Per User' menu item. DiskBoss
will analyze all reports saved in the reports database and display the users analysis dialog
showing the number of duplicate files and the amount of duplicate disk space per user.

#, Duplicate Files - Disk Space Per User m} x
Users s
Duplicate Files - Disk Space Per User [roN—
alee-s
[ 1B.4168 - 45.31% - Administrators denis+j
irena-h
] 118368 - 28.90% - joyd joy-d v
B 28068 -7.05% -irenah T "
[B] 25868 -6.50% -leonk qasr
L5768 - 3.95% - toms geere]
repsrv
Bl 1306 -328% - akexs sterv
B = dbsrv v
| | s93.62M8 - 1.96% - SYSTEM
] 410.12M8 - 1.01% - Trustedinstaller Show Pie Chart *
[ 214308 - 0.53% - denis+ |Show Disk Space =
[ 15.42m8 - 0.04% - viadb 71 Edit Chart Options ...
[7] 404.106B - <0.01% - LOCAL SERVICE
& Copy To Clipboard ...
| & Print Chart Image ..
Date: 02/Apr/2018 | Time: 13:46:18 | Duplicate Fies - Disk Space Per User
n il : 2 % save PDF Report ..

%, puplicate Fies | [l Disks and Directories |1 [Report Labeis || close

The users analysis dialog provides the ability to display pie charts and bars charts showing the
number of duplicate files and the amount of duplicate disk space per user according to
duplicate files search reports saved in the reports database. The user is provided with the
ability to select the types of duplicate files search operations and file system locations to
analyze, edit the chart header and footer, copy the chart image to the clipboard and export
graphical PDF reports including pie charts.

IMPORTANT: In order to be able to display duplicate files per user, the duplicate files
search operation should be configured to process and display files user names.
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4.17 Duplicate Files Search Performance

DiskBoss is optimized for modern multi-core and multi-CPU systems and is capable of
searching duplicate files stored on multiple disks, directories or network shares in parallel
using all CPUs installed in the computer. DiskBoss provides a number of different performance
optimization options allowing one to tune the duplicate files search operations for user-specific
hardware and storage configurations.

% Duplicate Files Search Options ? X
25| General Dup Files Search Threads: | 2 :|
A | Advanced =
Directory Scanning Threads: | Z = |
5{?? Rules
4 Directory Scanning Mode: Fault Tolerant L
Exclude
= i Search Performance Mode: | Full Speed -
TI Actions !
=
Hash Signature Type! | 5HA-256 Signature -
[] show Duplicate Files User Names Ok | cancel

In order to customize the duplicate files search performance optimization options, open the
duplicate files search operation dialog, press the 'Options' button and select the 'Advanced'
tab. The 'Dup Files Search Threads' option controls how many parallel threads are used to
search duplicate files. The 'Directories Scanning Threads' option controls how many parallel
threads are used to scan input disks, directories and network shares. In the 'Fault-Tolerant'
directory scanning mode, DiskBoss uses an individual processing thread for each input disk,
directory or network share, but limits the maximum number of parallel scanning threads to the
specified value. In the high-performance directory scanning mode, DiskBoss always uses the
specified number of parallel directory scanning threads even when processing a single input
disk, directory or network share.

NVMe S50 - Duplicate Files Search Performance (Files/Sec)

20,000

16,950

1 Thread 2 Threads 4 Threads & Threads 8 Threads

For example, when searching duplicate files stored on a high-speed NVMe SSD disk, DiskBoss
reaches up to 3,000 files/sec using a single search thread. With two parallel search threads,
the performance scales up to 6,000 files/sec and with four parallel search threads, the
performance increases up to 11,000 files/sec showing a very good level of multi-threaded
performance scalability. With six processing threads the duplicate files search performance
reaches up to 14,000 files/sec and with eight processing threads the performance increases up
to 16,000 files/sec allowing one to quickly process large numbers of files and identify how
many files are duplicates and how much duplicate disk space these files are using.
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When searching duplicate files stored on regular SATA SSD drives, which are significantly
slower than NVMe SSD drives, the performance of the duplicate files search process reaches
up to 2,000 files/sec using a single process thread and scales up to 4,400 files/sec with four
parallel duplicate files search threads. With eight parallel threads, the performance reaches up
to 5,900 files/sec, which allows to process large numbers of files relatively fast.

SATA 55D - Duplicate Files Search Performance (Files/Sec)
7,000

5,932

1 Thread 2 Threads 4 Threads G Threads 8 Threads

Searching duplicate files stored on a NAS storage device via a network is a more complicated
task because the user needs to take into account the speed and the latency of the network. If
the computer, on which DiskBoss is installed, is connected to the NAS storage device via a
high-speed, low-latency network, the performance of the duplicate files search operations may
reach up to 200 files/sec with one duplicate files search thread, scale up to 684 files/sec with
four parallel search threads and increase up to 1,057 files/sec with eight parallel duplicate files
search threads.

MAS Server - Duplicate Files Search Performance (Files/Sec)

1,057

1 Thread 2 Threads 4 Threads G Threads 8 Threads

On the other hand, if DiskBoss will need to access network shares via the Internet or via a
long-distance, high-latency network, the performance of the duplicate files search operations
will be relatively slow. One of the options to increase the performance of the duplicate files
search operations in such configurations is to set the 'High-Performance' directory scanning
mode and increase the number of parallel duplicate files search threads to 16 or even 32
disregarding how many CPUs are actually installed on the computer.
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Modern USB flash drives provide plenty of the storage space and are reasonably fast allowing
one to store vast amounts of data for backup purposes. Sometimes, it may be required to
search duplicate files on a USB flash drive in order to free the used disk space. When
searching duplicate files stored on a USB flash drive, DiskBoss can reach up to 357 files/sec
with a single search thread. With two parallel search threads, the performance increases up to
644 files/sec, with four parallel threads the performance increases up to 1,008 files/sec and
with eight parallel duplicate files search threads the performance scales up to 1,174 files/sec.

USB Flash Disk - Duplicate Files Search Performance (FilesiSec)

1,174

1,141

1 Thread 2 Threads 4 Threads G Threads 8 Threads

Today, modern IT environments widely deploy virtual servers and/or virtual workstations.
Most of the popular virtualization platforms provide a high level of performance, but depending
on the target hardware and software platforms, significant performance degradations are
inevitable when a duplicate files search operation is executed on a guest virtual machine
compared to the same duplicate files search operation executed directly on the host computer.

Virtual Machine - Duplicate Files Search Performance (Files/Sec)

1 Thread 2 Threads 4 Threads G Threads 8 Threads

For example, when a virtual machine with 4 virtual CPUs is stored on an SSD disk and
searching duplicate files stored on a virtual local disk drive, which is physically stored on the
same SSD disk, the performance of the duplicate files search operations reaches up to 223
files/sec using a single search thread. With two parallel search threads, the performance of the
duplicate files search operations scales up to 443 files/sec and with four parallel search
threads, the performance of the duplicate files search operations increases up to 770 files/sec.
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4.18 Advanced Duplicate Files Search Options

The DiskBoss duplicate files finder provides a large number of advanced options allowing one
to customize duplicate files search operations for user-specific hardware and storage
configurations. In order to open the duplicate files search options dialog, press the 'Options'
button located on the duplicate files search command dialog.

5 Duplicate Files Search Options ? x
|z =| General
- Default Report Title: | Duplicate Files Report |
| & | Advanced
ri'w"n Rukes Default Report Label: |Duplicate Files |
& || Exclude =
— Max Dup File Sets: | 100000 2 |
T. Actions
L=
Hash Signature Type: SHA-256 Signature -
Process and Show Files User Names Ck Cancel

The 'General' tab allows one to set the duplicate files report title, the duplicate files report
label, the maximum number of duplicate file sets to display and the hash signature type,
which should be used to detect duplicate files.

5 Duplicate Files Search Options ? >
Duplicate Files Search Threads: |2 z
Directories Scanning Threads: | z > |
3 Directories Scanning Mode: High Performance -
i | Exclude
=3k : :
l—_r.‘\, - Search Performance Mode: Full Speed -
[+] save [ HTML Report  + | |D:'\Reports =
Process and Show Files User Mames Ok Cancel

The 'Advanced' tab provides the ability to control the number of duplicate files search threads,
the number of directory scanning threads, the directory scanning mode and the duplicate files
search performance mode. In addition, the user is provided with the ability to automatically
generate various types of duplicate files reports in a user-specified reports directory. In
addition, the duplicate files search options dialog allows one to specify which types of duplicate
files should be detected, exclude one or more directories from the search process and
automatically remove specific duplicate files according to one or more user-specified policies.

121



DiskBoss Server Manual Flexense Ltd.

4.19 Searching Duplicate Files Using the DiskBoss Command Line Utility

In addition to the DiskBoss client GUI application, DiskBoss Server provides a command line
utility allowing one to execute duplicate files detection and removal operations from batch files
and shell scripts. The command line tool is located in the *<ProductDir>\bin’ directory.
Command Line Syntax:

diskboss -duplicates -dir <Input Directory 1> [ ... <Input Directory X> <Options> ]
Parameters:

-dir < Directory 1> [ ... < Directory X> -file <File 1> ... <File 2> ]

This parameter specifies the list of input directories or files to process. In order to ensure
proper parsing of command line arguments, directories and file names containing space
characters should be double quoted.

Options:

-sighature_type <MD5 | SHA1 | SHA256>

This parameter sets the type of algorithm used to calculate signatures of files. By default,
DiskBoss uses the SHA256 algorithm.

-exclude_dir <Exclude Directory 1> [ ... <Exclude Directory X> ]

This parameter specifies the list of directories that should be excluded from processing. In
order to ensure proper parsing of command line arguments, directories containing space
characters should be double quoted.

-filter <FileFilter>

This parameter sets the directory search filter (default *.*).

-workers <WorkingThreadCount>

This parameter sets the number of working threads to process files. DiskBoss is optimized for
Multi-Core and Multi-CPU computers and is capable of distributing the workload to an
unlimited number of CPUs. By default, DiskBoss processes files with one working thread.
-max_dup_set <MaxNumberOfDuplicateSets>

This parameter sets the maximum number of duplicate file sets to report about. By default,
DiskBoss will report about up to 1000 duplicate file sets sorted by the amount of wasted
storage space.

-min_wasted_space <MinWastedStorageSpace>

This parameter sets the minimum amount of wasted storage space to report about. By default,
DiskBoss will report about duplicate file sets wasting at least 1 MBytes of storage space.

-save_html_report | save_csv_report | save_text_report [ ReportFileName ]

This parameter saves a report file. If no file name is specified, DiskBoss will automatically
generate a file name according to the following template:

diskboss_duplicates_[date]_[time].html
-v - This command shows the product’s version, revision and build date.

-help - This command shows the command line usage information.
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5 Rule-Based File Search

5.1 Searching Files Using File Matching Rules

DiskBoss provides extensive file search capabilities allowing one to search files by the file
name, extension, type, location, size, attributes, text and binary patterns, creation, last access
and modification dates, user name, JPEG EXIF tags, etc. Users are provided with the ability to
use different types of file matching rules combined with logical operators to compose file
sophisticate search queries capable of finding files matching multiple criteria.

., Search Files ? X

4 Directories Selected For Search

%% Category = | |Related To - |ImagEs, Pictures and Graphic Files |
File Size « | More Than - | 10 x| MBytes ¥ | =
=) Last Modified | More Than ~ |3 2| Years ¥ || =

Search Disks, Directories and MNetwork Shares
G\
0 KA
B 5
0 M

£ Search Options | |Match All Rules Cancel

The DiskBoss file search capabilities are fully integrated with other product features allowing
one to perform disk space analysis, file classification, duplicate files detection, file copy, delete
and disk change monitoring operations on files matching one or more user-defined rules.

£, File Search O X
g [ = i | pEs i HETE [ 7
| ¢ = » R B BE| =
= = =] ] el B <
View Pause Stop Charts Copy Move Delete Save Export Close
MName Directory Size Created Meodified =
g logo.contrast-black_sc... C:\Windows\SystemResources\Wi... 270 Bytes 29-5ep-2017 13:50:13  29-5ep-2017 13:50:13
|&] logo.contrast-white.png  C:\Windows\SystemResources\Wi.. 332 Bytes 29-5ep-2017 13:50613  29-5ep-2017 13:30:13
|E| lego.contrast-white_sc...  C:\Windows\SystemResourcesiWi.., 332 Bytes 29-5ep-2017 13:50:13  29-5ep-2017 13:50:13
E logo.contrast-white_sc... C\Windows\SystemResources\Wi.., 496 Bytes 29-5ep-201713:50:13  29-5ep-2017 13:50:13
g logo.contrast-white sc... C:\Windows\SystemResources\Wi.., 662 Bytes 20-5ep-2017 13:50:13  20-5ep-2017 13:530:13
|&| logo.contrast-white_sc... C:A\Windows\SystemResources\Wi... 336 Bytes 29-5ep-2017 13:50:13  20-Sep-2017 13:50:13

|| logo.png C:A\Windows\Syster Open With 3:50013  29-5ep-2017 13:50:13
|&| logo.scale-100.png CAWindows\Syster B:50:13  29-5ep-2017 13:30:13
|&] logo.scale-140.png C\Windows\Syster ] Open Location in Explorer ... 8:50:13  29-Sep-2017 13:30:13
|&| lego.scale-120.png C\Windows\Syster 2:50:13  29-5ep-2017 13:50:13
8] logo.scale-80.png CAWindows\Syster 5 Copy To Directory ... 8:50:13  29-5ep-201713:530:13
|| DefaultSystemMotificat... C:\Windows\Syster By Move o Directary B:531:23  29-5ep-2017 13:531:23
|&| DefaultSystemMotificat... C:\Windows\Syster — B:51:23  29-5ep-2017 13:531:23
|| DefaultSystemMotificat... C:\Windows\Syster Al e e . 3:51:23  29-5ep-201713:51:23 »
Es Categorae Ay Ex.hen.s.ion i l 31 Compressand Move To .., I% i
|&] PNG Files 93.57 % A
|| GIF Files [x] Delete... 2.16%
|&] JPG Files 2.11%
€| SVG Files BH  Export Results To S5OL Database ... 134 %
| 1CO Files 0,50 %
::Ej BIMP Files Copy Details To Clipboard ... RELA 0
Pt Copy Names To Clipboard ... fsnear
@ Completed Total: 74736 Files, 10, Displayed: 4168 Files, 45,71 MB

View Report Details ...

Properties ...

The search results dialog displays files matching the specified rules and allows one to export
HTML, PDF, Excel, XML, text and CSV reports and perform a number of file management
operations such as file copy, move or delete. For each search result, the results dialog displays
the file name, directory, the file size and the last modification date. In order to see more
information about a file, select the file in the result list, press the right mouse button and
select the ‘File Properties’ menu item.
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5.2 Searching Files by File Type or Category

DiskBoss is capable of automatically recognizing more that 3,500 file types and categories
organized into a logical hierarchy of file classes and class groups, making it very easy to
search for broad categories of files such as documents, music files, videos, images, etc. In
order to search for files by the file type select the ‘Search Files Categorized As’ file matching
rule and press the ‘Select’ button to select a file category.

&, Search Files ? >

4 Directories Selected For Search

n

& Category + | |Related To ~ | Images, Pictures and Graphic Files e | | 5

Search Disks, Directories and Metwoark Shares | mr |
B N
53 e\, HEY|
55 T\ —
1 Z el

£, search Options | Match Al Rules Canicel

File categories and file classes are organized into a logical hierarchy representing specific file
types grouped into a number of broad file categories. DiskBoss includes a number of file
classification plugins, which provide different types of file categories allowing one to categorize
files by the file type, size, creation, last access and modification dates, etc. In order to select a
different file classification plug-in, use the plug-in combo box located on the top side of the file
categories dialog.

%, Select File Class or Class Group ? x

& Default File Classification Plugin -
Name Type Classes £

1 Archive, Backup and Disk Image Files Class Group 152

| Development Files Class Group 247

1 Documents, Books and Help Files Class Group 106

1 Game Files Class Group 7

1 Images, Pictures and Graphic Files Class Group 122

| Internet Files Class Group o7

1 Miscellanecus Files Class Group 424

1 Maovies, Clips and Video Files Class Group 60

1 Music and Audio Files Class Group 33

_| Programs, Extensicns and Script Files Class Group 76

| Tempuorary Files Class Group 12 b
Uo | | Double-Click on & Group to See Additional Categories Select Cancel

In order to open a file category, just click on the category item in the list. Select the required
file category or file class and press the ‘Select’ button to select the file category for the file
matching rule. During runtime, DiskBoss will match files related to any file class in the
selected file category or the exact file class if the file matching rule was set to match an
individual file type.
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5.3 Searching Files by File Name

In order to search files by the file name, open the search operation dialog, press the ‘Add’
button, select the ‘Search Files with the File Name’ rule, select an appropriate file name
comparison operator and enter a file name pattern string to compare file names with.

&, Search Files

4 Directories Selected For Search

.+ Filz Name w | |Contains - |DiskBoss
Contains
Wildcard
Search Disks, Directo| RegEx nares | 4|
o Equals |'_
g =
3 D Ends With )
T Mot Equal —
5 Z\ Mot Contain e
Mot Begin =
| Mot End Width

£, Search Optons Match All Rules = Cancel

The file name comparison operator allows one to find files matching, beginning with, ending
with or containing the specified string pattern. In addition, negative comparison operators are
provided as well. File name searches are case insensitive and the entered file name pattern

string will match both low case and upper case letters.

5.4 Searching Files by File Extension

In order to search files by the file extension, open the search operation dialog, press the ‘Add’
button, select the ‘Search Files with the File Extension’ rule, select an appropriate file
extension comparison operator and enter a file extension pattern string to compare file

extensions with.

&, Search Files

4 Directories Selected For Search

"= Extension « | |Equals w | | JPG PNG BMP

Search Disks, Directories and Metwork Shares

B cA I
) D 1EE]
B T -~

7 |2

£, Search Options Match All Rules. Cancel

The file extension comparison operator allows one to find files matching, beginning with,
ending with or containing the specified string pattern. In addition, negative comparison
operators are provided as well. File extension searches are case insensitive and the entered
file extension pattern string will match both low case and upper case letters.
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5.5 Searching Files by File Path

In order to search files by the directory name, open the search operation dialog, press the
‘Add’ button, select the ‘Search Files with the Directory Name’ rule, select an appropriate
directory name comparison operator and enter a directory name pattern string to compare
directories with.

£, Search Files ? ®

4 Directories Selected For Search

__| Full Path w | | Begins With - !C:‘I,Windo'n's %h
Search Dicks, Directories and Network Shares | or I
&= e -
3 DA ]
5 T, S
= HE |

£, Search Cptions Match All Rules  « Cancel

The directory name comparison operator allows one to find directories matching, beginning
with, ending with or containing the specified string pattern. In addition, negative comparison
operators are provided as well. Directory name searches are case insensitive and the entered
directory name pattern string will match both low case and upper case letters.

&, Search Files ? *

4 Directories Selected For Search

| Full Path ~ | |Mot Contain - | | winsxs
Contains L
RegEx
Search Dizks, Directo Equals nares
Begins With
&4}
et \Ends With
i | Mot Equal
3 T Nat Contain
3 £\ | Mot Begin
: | Not End Width i
H Save Options | |Match All Rules + | |Process Specified Inputs - Cancel

In addition, the user is provided with a number of negative file search operators allowing one
to exclude files by a text pattern in the directory name. For example, in order to exclude all
files containing a specific pattern in the full file path, add the 'Full Path' rule, set the operator
to 'Not Contain' and enter a text pattern to match.
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5.6 Searching Files by Date

DiskBoss provides a set of file matching rules allowing one to search files by the creation,
modification and last access dates. The set of date-based file matching rules provides the
ability to search files created, last modified or last accessed on a specific date, older or newer
than a specific date. In addition, the user is provided with the ability to search files created,
last modified or last accessed between user-specified dates.

/=, Search Files ? *

4 Directories Selected For Search

| & Modification Date  + | [Older Than = || 01-May-2018 V| -
Equals
Mot Equal
Search Disks, Directofs, a ares o
= Recent Than

Older or Equal

=a Recent or Equal

— TA In Range

= 7A Out Of Range

Eﬂ Save Options | | Match All Rules + | |Process Spedfied Inputs . Cancel

For example, in order to search files which were created before 1-May-2018, set the file
search rule type to 'Modification Date', set the operator to 'Older Than' and set the date to 1-
May-2018. In a similar way, the user can search files that were created before the specified
date or exactly on the user-specified date.

&, Search Files

4 Directories Selected For Search

FF] Modification Date » || InRange ~ || 01-Apr-2018 w | Ta:

01-May-2018 w | [ |

May 2018
Search Disks, Directories and Metwork Shares sun Mon Tue Wed Thu Fri  Sat
= 930 z. 3 & 5
3 D\ & 7 8 9 10 11 12
T 12 14 15 16 17 18 19
3 2 20 21 22 23 24 25 26
_ —— 7 28 29 W 33 1 2
% Search | Options Match All Rules - £ 3 4 5 & 7 g
-

Finally, the user is provided with the ability to search files created, last modified or last
accessed within a user-specified range of dates. For example, in order to search files that were
created between two dates, set the rule operator to 'Creation Date', set the operator to 'In
Range', enter the start date and enter the end date.
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5.7 Searching Files by Time

In addition to the file matching rules capable of searching files by user-specified dates,
DiskBoss provides an additional set of file matching rules allowing one to search files by
relative periods of time. For example, the user can search files that were created, last
modified or last accessed during the last X years, months, days, hours, minutes or seconds.

=, Search Files 7 *

4 Directories Selected For Search

) Last Modified w | More Than - |6 | |Months  w || 2k
Days .
Weeks —
Search Disks, Directories and Metwork Shares Months | 3 |
Years
cA [ Years
- D Hours I i|
3 b Mnutes |l
3 TA Seconds o
(3 7 Il i'l
£, Search Options Match All Rules Cancel

The relative time-based rules are useful when the user needs stable periods of time not
changing and keeping valid as the time passes by. For example, a file matching rule searching
files that were modified during the last 7 days is always valid disregarding of the current date.

&, Search Files ? Pt

4 Directories Selected For Search

&) Last Modified »  |Today |0 > |Days - |5
Today b
This Week

Search Disks, Directo This Month nares

= C:\ In Future o

= More Than [

8\ Less Than (e |

3 ZA Mare or Equal e
Less or Equal I -
In Range

f'_-'] Save Options Out Of Range ~ | |Process Spedfied Inputs. = | | Cancel
Equals
Mot Equal

The time-based file matching rules provide a number of pre-configured operators allowing one
to search files that were created, last modified or last accessed today, during this week, during
this month or during this year. In addition, there are a number of standard comparison
operators and time range operators. Finally, the user is provided with the ability to search files
with the creation, last modification or last access timestamps set to a future time.
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5.8 Searching Files by Text Patterns

In order to search files by a text string inside of files, open the search operation dialog, press
the ‘Add’ button, select the ‘Search Files Containing Text’ rule, select an appropriate text
comparison operator and enter a text pattern string to search inside of files.

£, Search Files ? bt

4 Directories Selected For Search

;TextString ~ | | In Content w | |DiskBoss &h

Search Dizks, Directories and Metwork Shares l F
5 G —
3 D\ | EEEE|
53 T, ~
= FFA HE]|

£ Search Options | |Match Al Rules Cancel

The text pattern comparison operator allows one to find files containing or not containing the
specified text pattern. Text searches are case insensitive and the entered text pattern string
will match both low case and upper case letters.

5.9 Searching Files by Binary Patterns

DiskBoss is capable of searching files by binary patterns located or not located at specific
positions inside of files. In order to add a binary pattern search rule, press the ‘Add’ button,
select the ‘Search Files Containing HEX Pattern’ rule, select an appropriate comparison
operator, enter the HEX pattern to search for and specify an absolute position inside of files
the pattern should be located on.

£, Search Files ? *

4 Directories Selected For Search

~: HEX Pattern « | |In Content ~ | |FFFEFD FC ||Pos: 1234 4 ir

Search Disks, Directories and Metwork Shares | mr |
B
53 D\ |
= SEH —
- | I\ (NN

£ search Options | Match All Rules - Caniel

The HEX pattern should be specified as a string of upper case HEX numbers delimited by the
space character with each number representing a single byte of the pattern. Users needed to
match multiple binary patterns located at different places in each file may use multiple binary
file matching rules with each one configured to match a single pattern. Moreover, multiple
hierarchical binary file matching rules may be combined with logical operators allowing one to
compose sophisticated, multi-level file search queries capable of finding the exact files the
user is looking for.
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5.10 Searching Files Using Regular Expressions

Regular expressions provide a flexible and powerful way to match text patterns in file names
and directories. DiskBoss provides RegEx pattern matching operators for the file name search

rule and the file path search rule.

£, Search Files

4 Directories Selected For Search

% File Mame - | RegEx - | |\ [JPGIBMPPNG) S | &h

Search Disks, Directories and Metwork Shares

) G
3 b
15 T,
) TN, | =]

&, Search Options | Match Al Rules Cancel

In order to search files using a regular expression, select the 'File Name' file matching rule,
select the 'RegEx' pattern matching operator and enter a regular expression that should be
matched. For example, the '"\.(JPG|BMP|PNG)$' regular expression will match all JPG, BMP and

PNG image files.

£, Search Files ? H
4 Directories Selected For Search

% Category ~ | Related To - !ProgramsJ Extensions and Script Files | seal| IR

1 Full Path | fregex - | A[RIC:\WINDOWS) | =
Search Disks, Directories and Metwark Shares i & |
B8y =i
[ 8 LH|
B I —
a & !L'

£ Search Options Match All Rules  » Cancel

Regular expressions may be combined with other types of file matching rules allowing one to
match a very specific set of files. In addition to the ability to match files using regular
expressions, DiskBoss allows one to exclude files using regular expressions. For example, in
order to search all programs and executable files while excluding files located in the Windows
directory, use the regular expression 'M(?!C:\\WINDOWS)' applied to the 'Full Path' file

matching rule.
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5.11 Searching Files by File Size

DiskBoss provides the ability to search files by the file size. In order to add a file search rule
capable of matching files by the file size, press the ‘Add’ button, select the ‘Search Files with
File Size’ rule, select an appropriate size comparison operator and enter the file size value.

&, Search Files

4 Directories Selected For Search

= File Size + | |More Than ~ |10

Search Disks, Directories and Metwork Shares
= R
B B A
(3 TA
s B

% Search Options | |Match all Rules

Cancel

5.12 Searching Files by File Attributes

Sometimes, it may be required to find files by file attributes such as read-only, hidden,
system, etc. In order to add a file search rule capable of matching files by file attributes, press
the ‘Add’ button, select the ‘Search Files with File Attributes’ rule, select an appropriate
comparison operator and press the ‘Select’ button to select the file attributes to look for.

&, Search Files

4 Directories Selected For Search

== File Attributes + | | Indude ~ | |HIDDEN SYSTEM

Search Disks, Directories and Metwork Shares
= e
3 Ik
5 i
(3 Z\

£ Search Options | |Match &l Rules

Canicel

On the select dialog, check the required file attributes and press the 'Ok’ button. When the
rule is set to find files having the selected attributes, DiskBoss will match files having any of
the selected file attributes. Otherwise, when the rule is set to find files hot having the selected
attributes, DiskBoss will match files having none of the selected attributes

£, Select File Attributes

[ archive [] compressed [ ] Encrypted

] mormal [ offine ] read-only

D Sparse-File System D Temporary
Ok

?

Hidden

] reparse-Point

Cancel

X
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5.13 Searching Files by User Name

DiskBoss is capable of searching files by the user name. In order to add the user name file
matching rule, press the 'Add' button, select the 'Search Files with the User Name' rule, select
an appropriate user name comparison operator and enter the user name pattern string.

&, Search Files ? x

4 Directories Selected For Search

& User Name - | Eguals - | | Administrator LHl

Search Disks, Directories and Metwork Shares |
) G
=Rl
5 T
= A

[x] | ||| | |

% Search Options | Match All Rules  « Cancel

The user name comparison operator allows one to find user names matching, beginning with,
ending with or containing the specified string pattern. In addition, negative comparison
operators are provided as well. User name searches are case insensitive and the entered user
name pattern string will match both low case and upper case letters.

5.14 Searching JPEG Images by EXIF Tags

DiskBoss provides a JPEG EXIF tags file matching rule allowing one to search JPEG images by
standard and/or custom JPEG EXIF tags. In order to add a JPEG EXIF tags matching rule,
press the 'Add' button, select the 'Search JPEG Images with EXIF Tag' rule, select the JPEG
EXIF tag to match, select an appropriate comparison operator and enter the string value to
search for.

&, Search Files ? X

4 Directories Selected For Search

& IPEG EXIF Tag + | |Image Width | | Equals ~ || 1024 +
Image Width ~ ]
Image Height —
Search Disks, Directo| Date Time Saved a0 |
; -
o g:t Date Time Digitized =
— Exposure Time =
1T Exposure Bias ——
&= gl Exposure Program E3]|
iExposure Mode —

| FMumber M

£, search Options | |Match All Rules - Cancel

In addition to the ability to search for standard EXIF tags, users can customize the list of
supported EXIF tags adding user-specific custom tags to the product configuration. In order to
customize supported EXIF tags, select a JPEG image in the DiskBoss' file navigator, press the
right mouse button and select the 'EXIF Viewer' menu item. On the EXIF viewer dialog, press
the 'Customize' button and use the 'Add', 'Edit', 'Delete' buttons to customize the supported
JPEG EXIF tags.
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5.15 Integrating DiskBoss Search With External Tools

DiskBoss allows one to integrate external tools in the file search operations. The user is
provided with the ability to specify which external tools, commands or script files to execute
for which file extensions and then configure one or more text patterns to search in the output
generated by the configured external tools.

&, Search Files ? >

4 Directories Selected For Search

= Meta Search » | |Match Any » | | 2 Meta Search Rules ‘ | [
Search Disks, Directories and Network Shares | L |
=
&) DA\ ||
E9 T\ —
o 7 ||
= Search | | Options  Match AllRules Cancel

In order to configure a search operation to use an external tool, open the search dialog, select
the 'Meta Search' rule type and press the 'Edit Rule' button. On the 'Meta Search' rule dialog,
press the 'Add' button in the top view and specify one or more file extensions to process and a
custom command to execute for each file with the specified extensions.

*, Edit Meta Search Rules ? *

Setup Meta Search Commands and Text Patterns

Extensions Command B
PDF chtools\ pdftotext.exe —
DOC XL5 PPT java -jar tikajar -t =
=

Type Description 2

¢ Pattern Contains: Flexense ~
¢ Pattern Contains: DiskBoss £
[x]

Match Any Pattern « | Set Matching Rule Name To Full Name - Dk Cancel

Once finished configuring file extensions and custom commands, press the 'Add' button in the
bottom view and specify one or more text patterns to search in the output generated by the
configured custom commands. During runtime, DiskBoss will scan the specified input
directories, process all the existing files, execute the configured commands for each file with
the specified file extensions and search for the user-specified text patterns in the output
generated by the executed custom commands.
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5.16 Using Hierarchical File Matching Rules

Nested, hierarchical file matching rules may be very useful when the user needs to find files
related to multiple file categories and one or more additional criteria such as a specific file size
or modification date.

&, Search Files ? >

4 Directories Selected For Search

\21] Mested Rules » | Match Any - | 3 Mested Search Rules | ven | |5
~ File Size w» | | More Than - |10 | |MBytes w || =
I

=) Last Madified » More Than " | f 2l [Months: « || =
Search Disks, Directories and MNetwork Shares | e |
= A —
0 DA |_'|
= T ==
o ZA L=l

&, search Options | |Match All Rules Cancel

In order to create a nested rule list, press the right mouse button over the top level rule list
and select the 'Add Nested Rule List' menu item. On the nested rules dialog, add all the
required file matching rules, select an appropriate logical operator and press the 'Ok' button.
There are no limits on the number of nested levels and the user can create as many nested
levels as required.

(%] Mested File Search Rules ? *
W Category « | |Related To - |Images, Pictures and Graphic Files | e W
& Category = | Related To - !Documentsr Books and Help Files | e | =
W Category - | [Related To - IMovies, Clips and Video Files | e || [

Ok Cancel

DiskBoss provides the ability to configure sophisticated file search queries with multiple levels
of hierarchical file matching rules allowing one to precisely search files matching user-specific
needs and then generate reports and/or perform file management operations on files
matching the user-specified rules.
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5.17 Saving File Search Reports

DiskBoss allows one to save file search reports into a number of standard formats including
HTML, PDF, Excel, XML, text and CSV. In the simplest case, perform a file search operation
and press the 'Save' button located on the file search results dialog. On the save report dialog,
select an appropriate report format, enter a report file name and press the 'Save' button.

% Save File Search Report ? >

Format: ==} HTML Repart -

File Mame: I:u:umenis \File Search Report 01-May-2018 171157, himl

Cancel

Ej Save

|z} Advanced Options ...

For the HTML, PDF, Excel, text, CSV and XML report formats, the user is provided with the
ability to save short summary reports or longer detailed reports, which may be very long for
large reports containing many thousands of files. By default, DiskBoss will save a short,
summary file search report in the HTML report format, which will include a list of the first 20
file search results and a list of tables showing the disk space usage and the number of file
search results per file extension, file type, top-level directory, user name, etc.

- File Search Report x R = |

G @ B O file)//DyFile Search Report 01-May-2018 171157 html @ % =

L
Generated By; DiskBoss Ultimate v9.3.28 01-May-2018 17:12:08

File Search Report

Date 2018/05/01
Time 17:11:09
Results 285

Disk Space 2.96 GB

Total Files 20746

Total Space 6.20 GB
Performance 7139 Files/Sec
Process Time 2.91 Sec

Host Name Windows10-64

User Name alex-s

Input Dirs d:\

File Filter Off

Search Results

File Size Last Modified File Name
13.64 MB 31-Jul-2006 18:42:49 D:\acmega\HR-XML\HRXML200602.7ip
1.66 MB 30-Jun-2006 14:28:31 D:\acmega'\software\ips\ips_test gui v1.0.23.zip
2.59 MB 05-Jul-2006 01:01:54 D:\acmega'software\ips\ips_test_gui_v1.0.25.zip
2.62 MB 10-Jul-2006 02:57:19 D:\acmega\software\ips\ips_test_gui_v1.1.5.zip
574.86 KB 28-ul-2006 01:06:18 D:\acmega'software\source\ips_v1.1.6.rar
1.92 MB 30-Dec-1999 00:05:50 DANTDDK\1\src\mdk'\procalc\PROCALC2.CAB
211.24 KB 29-Dec-1999 23:22:52 D:ANTDDK 1 tools\peitool\datal.cab
312.62 KB 29-Dec-1999 23:22:50 DANTDDK\ \tools\peitool\_INST32LEX_
201.45 KB 29-Dec-1999 23:22:50 D:ANTDDK A1\ tools\pcitool\_sysi.cab
47.26 KB 29-Dec-1999 23:22:50 D:A\NTDDK\1\tools\pcitool\_userl.cab

In addition, the user is provided with the ability to save file search results to the DiskBoss
native report format, which preserves all information related to each specific file search
operation and may be loaded at any time just by clicking on a report file in the DiskBoss file
navigator.

135



DiskBoss Server Manual Flexense Ltd.

Sometimes, it may be required to perform additional analysis of file search results using
external tools such as Microsoft Excel. In order to export file search results to the Excel report
format, perform a file search operation, press the 'Save' button located on the file search
results dialog, select the 'Excel Summary' report format for a short summary report or the
'Excel Report' format for a detailed file search report.

, Save File Search Report ? X

Format: [+ Excel Summary -
[=] HTML Summary
[=] HTML Report
L @ PDF Summary
| [ PDF Report
| 1z Advan Excel Summary
Excel Report
Text Summary
B Text Report
[ csv summary
[ CsvReport
| XML Summary
| %ML Report
B sQL Database
% DiskBoss Report

File Name:

A summary Excel report will include a list of the first 20 file search results and a number of
tables showing the used disk space and the number of file search results per file extension, file
category, top-level directory, file creation time, last modification time, user name, etc.

P File Search Report 01-May-2018 171407 - Microsoft Excel Viewer — m] X
Cin P o
_d) Home @ - =

el =1 a2a = =
SE QA= LR B
Open Quick Print Copy Find Go Page  Print Switch
Print  Preview To Setup Area~ || Windows ~

Office Document Edit Pzge Setup Window

LA B c D
72
73 Number of Files Per File Extension
'._M
75 File Extension File Count Percent
76 RAR Files 98 34.39
77 ZIP Files 64 22.46
78 CAB Files 33 11.58
79 RPM Files 33 11.58
20 GZ Files 31 10.88
81 MSI Files 18 6.32
82 EX_Files 5 175
83 TAR Files Z 0.70
24 1SQ Files 1 0.35
85
86
87 Number of Files Per File Extension

a8
89
S0
91
92
93
94
895
96
B
98
93
100
101
102
W4k b Summary T il
Ready | | EBI(0 | 100ss -

= RARFiles
B ZIP Files
W CABFiles
® RPM Files
m GZ Files
= MSI Files
w EX_Files
u TARFiles

150 Files

A detailed Excel report will include a list of file categories according to the currently selected
file categorization mode and a full list of file search results, which may be very long for large
reports containing many thousands of files. In order to control how many files are exported in
the detailed report, press the 'Advanced Options' button located on the 'Save Report' dialog
and customize the file search report for your specific needs.
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One of the most useful ways to export file search results is to use the PDF summary or the
PDF report formats. Both of these report formats include various types of graphical pie charts
showing disk space usage and the number of file search results per file extension, file
category, creation time, last modification time, top-level directory name, user name, etc. In
order to save file search results to a PDF report file, press the 'Save' button located on the file
search results dialog and select the 'PDF Summary' report format for a short, summary report
or the 'PDF Report' format for a detailed file search report.

. Save File Search Report ? ke

Format: |5 PDF Summary -
_'! HTML Summary

File Mame:

2| HTML Report
:PDF Summary
— i| PDF Report k
L] Advan| [ Exeel summary
| Excel Report 1|
Text Summary
Text Report
| CSV Summary
| C5V Report
XML Sumimary
XML Report
[l sqL Database
% DiskBoss Report

A summary PDF report will include a list of the first 20 file search results and followed by a
number of pie charts showing the disk space usage and the number of file search results per
file extension, file category, file creation time, last modification time, top-level directory name,
user name, etc. A detailed PDF report will include a full list of file search results, which may be
very long for large reports containing many thousands of files.

™. File Search Report 01-May-2018 171632.pdf - Adobe Acrobat Reader DC - o X
File Edit View Window Help
Home Tools File Search Report .. X @ Sign In
/ % - J N =8
&#BEQ B0 " APOO =- BRBEAT O~
File search feport olayzais A
Disk Space Usage Per File Extension
Wz Fites 0.98 &8 33.06 %
[l 150 Fites 507,44 M3 18.70 %
B s Fites 592.67 ¥a 19.55 %
W zzF rides 546.57 MB 18,02 %
[l wax Fites 1saswE selx
W wew rites 73,34 uB e
[ vst Fites 3541 um 117 %
W s rites 360 8 vz %
[Tle rites 190 v o.05 %
» Number of Files Per File Extension 4

Bl osa Fites a8 Fries 34,38 %
B zzF rites 64 Files 22.46 %
[l oom Fi1es 35 Frles 168 %
B s Fites 33 Files 11.58 %
Wl e Fites 31 Fites 10.88 %
Bl vst Fites 18 Files 6.32 %
W = Fites 5 Files L7 %
B 2 Files 2 Files 0.70 %

[[lzs0 Fites 1Files 0.35 %

HEEp://men. diskbass.com

oiskeass uitimate v3.3.28

11.69%8.27 in <

In addition to the list of file search results, detailed PDF reports include pie charts showing the
disk space usage per file category and the number of file search results per file category
according to the currently selected file categorization mode. For example, if the second-level
file categories mode is set to categorize file search results by the file extension, the PDF report
will display pie charts showing the used disk space and the number of files per file extension.
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5.18 Exporting Reports to an SQL Database

DiskBoss Server allows one to save file search reports into an SQL database. A long-term
history of file search reports from multiple servers and desktop computers may be submitted
to a centralized SQL database and used to analyze file search results across the entire
enterprise.

% DiskBoss Options ? x
:__E General
Enable ODBC Interface o Verify ... Clear
Advanced
Database
o] E-Mail
b ODBC Data Source: |MV5QL Server |
| shortcut
U SR User Name: |d|skboss |
1l
g Misc Password: weansses |
N .
| save Cancel |

In order to be able to export reports to an SQL database, open the 'Options' dialog, enable the
ODBC database interface and specify the name of the data source, database user name and
password to use to connect to the SQL database.

2 Save File Search Report ? X

Format: [ 5QL Database -

HTML Summary
HTML Report
PDF Summary
PDF Report
Excel Summary
Excel Report
Text Summary
Text Report
CSV Summary
CSV Report
XML Summary
XML Report

File Namie:

|z Adwan| |7

“% DickBoss Report

In order to export a file search report to an SQL database, press the 'Save' button located on
the file search results dialog and select the 'SQL Database' report format. Optionally, press the
'Advanced Options' button and specify the number of file search results to be exported to the
SQL database.

% Report Database [m} X
] Vi AN Pt By <| [ seanchiby e =
Date Time Host Inputs Files Space Label Title
A&, 01/May/2018  17:46:50 Windows10.. 25414 10.03 GB File Search File Search Report
A& 01/May/2018  17:46:00 Windows10... ¢ 26257 1172 GB File Search File Search Report
. 01/May/2018  17:44:50 Windows10... c 156257 22,56 GB Disk Space ... Disk Space Analysis Report
& 01/May/2018 17:44: Windows10... c 2751 608.20 MB File Search File Search Report
&, 01/May/2018 17 Windows10... 4396 7.19GB File Search File Search Report
A, 01/May/2018  17.42: Windows10... d! 1134 21413 M8 File Search File Search Report
. 01/May/2018  17:42:12 Windows10... d! 12485 720.23 MB Duplicate Fi... Duplicate Files Report
# 01/May/2018 17:39:43 Windows10... d! 20833 6.31G8 File Classific... File Classification Report
#, 01/May/2018 17:38:29 Windows10... d 20833 6.31G8 Disk Space ... Disk Space Analysis Report
&, 01/May/2018 17:38:30 Windows10... 6340 226.64 MB File Search File Search Report
v Add | |z]Open | ||x]Delete &) Analyze Backp | | Restore | Close

In order to open a previously saved report, press the 'Database' button located on the main
toolbar and click on the required report item on the database reports dialog. For each report in
the database, DiskBoss displays the report date and time, the host name, the input
directories, the number of file search results, the total disk space and the report title.

138



DiskBoss Server Manual Flexense Ltd.

5.19 Searching Files in Network Servers and NAS Storage Devices

DiskBoss allows one to scan the network, discover network servers and NAS storage devices,
automatically detect all accessible network shares and search files in hundreds of network
servers and NAS storage devices. In addition, the user is provided with the ability to export
the list of detected servers and NAS storage devices (including lists of network shares for each
server) into HTML, PDF, text and Excel CSV reports.

2% Metwork Servers and NAS Storage Devices ? X

15 Network Servers or NAS Storage Devices, 57 Selected Shares

Server Comment Shares Selected  Total Used Free Free (%) Lo

@ srv2008s SRV2008 Storage Server & 8 417 7B 180,30 GB 3.997B 5 Y

@ srv2008 SRV2008 64-Bit Server & & 295TB 73.48 GB 2887TB 3

@ flexrns VirtualBox Server 5 5 27718 1.28TB 148 7B 54 %

@) repsrv REPSRV 4 4 s

© nas2008s NAS2008S 3 3 = Search Files .. %

@ srv20i2 SRV2012 64-Bit Server 5 9 % Analyze Disk Space ...

@ gasrv2 QASRV2 3 3

© stsrv STSRV 3 3 #*  Classify Files ...

© qasrvl QASRVT 3 3 =& Search Duplicates ...

@ flexcore W7 64-Bit Dev Machine 4 4

© dbsrv DBESRY 2 2 Select Metwork Shares

@ srv2016 SRV2016 2 2

@ sv20082 SRV2008 R2 5 6 Unselect Network Shares
Select All Metwork Shares

&, Search = Analyze . Classify " Duplicates Unselect All Network Shares Close
View Network Search Log ...

In order to search all network servers and NAS storage devices on the network, press the
'Network' button located on the main toolbar and wait while DiskBoss will scan the network
and show a list of detected network servers and NAS storage devices. In order to search files
in one or more servers or NAS storage devices, select the required servers and NAS storage
devices and press the 'Search' button.

£, Search Files ? b

46 Directories Selected For Search

& Categary + | |Related To - ‘Iillcn:l.lmerﬂsJ Books and Help Files | e | [ HA

] Modification Date « | | InRange - ‘ 01-Apr-2018 e | To: ‘ 01-May-2013 v| =

“ File Size w  Mare Than - ‘ 10 2 MBytes w | =
. R R ! '._\_.

Search Disks, Directories and Metwork Shares L ! +

1 \wnas2008s\data —1
1 Wisrv2012\backup [ |
1 Whsrv2012\data
1 Whsrv2012output v | (=]

£ gearch Options Match All Rules - Cancel

DiskBoss will show all accessible network shares hosted on the selected servers and NAS
storage devices allowing one to search files and save various types of file search reports. In
addition, the user is provided with the ability to customize a large number of advanced files
search options allowing one to tune file search operations for user specific needs and hardware
configurations.
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5.20 Batch File Search Operations

DiskBoss Server and DiskBoss Enterprise provide the ability to execute one or more pre-
configured file search commands on all network servers and NAS storage devices on the
network and generate an individual file search report for each server and NAS storage device.
In order to be able to use batch file search operations, the user needs to pre-configure one or
more file search commands customized to generate file search reports according to user-
specific needs and requirements.

2% Metwork Servers and NAS Storage Devices 7] X

18 Network Servers or NAS Storage Devices, 64 Selected Shares

Server Comment Shares Selected  Total Used Free Free (%) ()
@ srv2008s SRV2008 Storage Server 8 8 41778 180.30 GB 39978 96 %
@ flexms VirtualBox Server 6 ] 3.237B 12778 187718 61%
@ srv2008 SRV2008 64-Bit Server 6 ] 28578 73.43 GB 28878 98 %
© repsrv Report Server 3 3 1.227TB 48,23 GB 1177TB 96 %
&) datasrv Data Server 4 4 1.22TB 92.89 GB 113 7B SEAGE |
€ sv2012 SRV2012 64-Bit Server 5 5 B
& - > Jo RN .-
5 flexcore W7 B4-Bit Dev Machine 4 i Al SR 50 %
@ websrv WEBSRY 2 2 Search Duplicates ... 95 %
© stsrv Setup Server 2 2 B 95 %
@ testsrv Test Server 2 2 B Classity Files. 95 %
© flexmob W7 64-Bit Test Machine 3 2 £, SearchFiles... 48 %
@ srv20082 SRV2008 R2 5 5 37 %
G) srv2kdsi SRV2KSS! i 1 Q Execute Batch Command ... % 79 % w

[E Select Network Shares
M Analyze L Duplicates “* Classify £ Search ig Close
. ! Unselect Network Shares =

Select All Network Shares
Unselect All Network Shares

| Add MNetwork Servers ...
Load Metwork Servers ...

Remove Metwork Server

View MNetwork Search Log ..

In order to start a batch file search operation, press the 'Network' button located on the main
toolbar, search all servers and NAS storage devices on the network, select one or more
servers and NAS storage devices, press the right mouse button and select the 'Execute Batch
Command' menu item.

% Select Commands To Execute ? *®

Command Name

| Disk Space Analysis

. File Classification

. Search Duplicate Files

, Search Recently Modified Documents
Users Analysis

® e i i e

Save Individual Report For Each Network Server = | start Cancel

|_|Save Individual Report For Each Network Server

DiskBoss will display a list of preconfigured file search commands allowing one to select one or
more commands to be executed on all selected servers and NAS storage devices. In addition,
the user is provided with the ability to select how to save file search reports - for each server
or for each network share. By default, all file search reports will be saved in the DiskBoss
internal reports database allowing one to open each report, review results, generate various
types of pie charts and export reports into a number of standard formats including HTML, PDF,
text, Excel CSV and XML.
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5.21 Excluding Subdirectories From File Search Process

Sometimes, it may be required to exclude one or more subdirectories from the file search
process. For example, if you need to search files in a disk excluding one or two special
directories, you may specify the whole disk as an input directory and add the directories that
should be skipped to the exclude list.

=, File Search Options ? X
==l General Exclude Directones
o 1 CA\Windows [‘I:_‘—E
| ‘-‘I Advanced 1 CA\Program Files
—— [ SCONTAINS Snapshots add
Exclude
“_‘\ Actions ==
..-:--{i' Options Dl
Ok Cancel

In order to add one or more directories to the exclude list, open the file search command
dialog, press the 'Options' button, select the 'Exclude' tab and press the 'Add' button. All files
and subdirectories located in the specified exclude directory will be excluded from the file
search process. In addition, advanced users are provided with a number of exclude directories
macro commands allowing one to exclude multiple directories using a single macro command.

DiskBoss provides the following exclude directories macro commands:

* $BEGINS <Text String> - this macro command excludes all directories beginning
with the specified text string.

« $CONTAINS <Text String> - this macro command excludes all directories
containing the specified text string.

« $ENDS <Text String> - this macro command excludes all directories ending with the
specified text string.

« $REGEX <Regular Expression> - this macro command excludes directories
matching the specified regular expression.

« $DIRLIST <File Name> - this macro command excludes all directories listed in the
user-specified text file.

e S$FILELIST <File Name> - this macro command excludes all files listed in the user-
specified text file.

For example, the exclude macro command '$CONTAINS Temporary Files' will exclude all

directories with "Temporary Files' in the full directory path and the exclude macro command
'$REGEX \.(TMP|TEMP)$' will exclude directories ending with '.TMP' or '.TEMP'.
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5.22 Conditional File Search Actions, Commands and Notifications

DiskBoss Server and DiskBoss Enterprise provide the ability to automatically save reports,
send e-mail notifications, trigger pre-configured file management commands or execute
custom commands when a file search command finds a user-specified number of files. In order
to configure one or more conditional file search actions, open the file search operation, press
the 'Options' button, select the 'Actions' tab and press the 'Add' button.

£, File Search Options ? #
E General Action Description
If More Than 1000 Results, Save PDF Report To: di\file_search_...
ﬂ Advanced If More Than 2000 Results, Send HTML Notification To: diskbe...
& || Exclude
| Actions
e
=1 Cptions
10 Add Edit Delete Enable Al Disable All
Ok Cancel

On the conditional file search action dialog, enter the number search results to trigger the
action, select an appropriate action type and specify all the required parameters. For
automatic reports generation actions, the user needs to specify an existing directory to save
file search reports in. In order to be able to save file search reports to an SQL database, the
user needs to open the main options dialog and configure an ODBC database to use to save
report to the database. For e-mail notification actions, the user needs to specify an e-mail
address to send e-mail notifications to and also configure an E-Mail account to use to send
notifications on the main options dialog.

&, File Search Action ? X

Enter a Condition and Select an Action To Execute

Execute Action When There Are Mare Than | | 1000 Results 2

-+ Save Excel Report To - | |diVreparts |
] Send HTML Notification To
4 5end Text Motification To
= Save HTML Report To Ok Cancel

| Save PDF Report To
‘Save Excel Report To
Save Text Report To
|=:| Save CSVReportTo
Save XML Report To
¥ Save Search Report To

Eﬂ Save Report To SQL Database
& Execute Custom Command
|4 Execute User Command

In addition, the user is provided with the ability to execute a pre-configured file management
operation or a custom command. In this case, the user needs to specify the name of the
command to execute. For example, the user may execute a pre-configured file delete
command when there are too many specific files in a disk or directory, automatically delete old
files and recover the free disk space.
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5.23 Advanced File Search Options

DiskBoss provides a large number of advanced file search options allowing one to customize
and tune file search operations for user-specific needs. The 'General, tab allows one to set the
default report title, set the maximum number of search results to display and enable the
display of files user names. The 'Advanced' tab provides a number of performance tuning
options allowing one to intentionally slow-down file search operations in order to minimize the
potential impact on running production systems. The 'Exclude' tab allows one to exclude one
or more subdirectories from the file search process.

%, File Search Options 7 X

il Default Report Title:
__i;‘ Advanced

|Fi|e Search Report |

T
= Max Search Results: | 100000 = |
& | Exclude
e Actions Max Display Results: |‘1DDDDD = |
= Options
] 3 Save | [+ Excel Report  « |d:'|,reports | =
Ok Cancel

The 'Actions' tab provides the ability to configure one or more conditional file search actions
allowing one to automatically save reports, send e-mail notifications, trigger pre-configured
file management operations or execute custom commands when a file search operation finds a
user-specified number of results.

5.24 Pre-Configured File Search Commands

One of the most powerful and flexible capabilities of DiskBoss is the ability to pre-configure
custom file search operations as user-defined commands and execute such commands in a
single mouse click using the DiskBoss GUI application or direct desktop shortcuts.

. Add New ¥ . FileSearch Command ... I%
E Comrsang . File Synchrenization Command ...

@ Execute Command Disk Space Analysis Command ...

“#*  File Classification Command ...

*  Set Keyboard Shortcut ...
- Bl Duplicate Files Search Command ...

@+ Create Desktop Shortcut

Copy Command ...

Rename Cornmand ...

& Move Command Up ...

v Move Cormmand Down ...

% Delete Command

Change File Attributes Command ...
Compare Directories Command ...

File Organizing Command ...

Disk Change Monitoring Command ...

File Integrity Monitering Command ...

Secure File Copy Command ...

= Secure File Sync Command ...

L% File Copy Command ...

1 File Move Command ...

[ File Delete Command ...

1 Command Group ...

User-defined commands may be managed and executed through the commands dialog or the
commands tool pane. In order to add a new command through the commands pane, press the
right mouse button over the pane and select the 'Add New - File Search Command' menu
item. In order to execute a previously saved command, just click on the command item in the
commands tool pane or create a direct desktop shortcut on the Windows desktop.
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5.25 Multi-Threaded File Search Performance

DiskBoss is optimized for modern multi-core and multi-CPU systems and is capable of
searching files stored on multiple disks, directories or network shares in parallel using all CPUs
installed in the computer. DiskBoss provides a number of different performance optimization
options allowing one to tune the file search operations for user-specific hardware and storage
configurations.

%, File Search Options ? x
General File Search Threads: |2 :
Ad d =
S Dir Scan Threads: | 2 [E==
Exclude : )
%_ Dir Scan Mode: | High Performance -
Actions ' )
. File Search Performance: |Full Speed v
Options | . J
[ send HTML Summary
ok || Cancel

In order to customize the file search performance optimization options, open the file search
operation dialog, press the 'Options' button and select the 'Advanced' tab. The 'File Search
Threads' option controls how many parallel threads are used to search files. The 'Directories
Scanning Threads' option controls how many parallel threads are used to scan input disks,
directories and network shares. In the 'Fault-Tolerant' directory scanning mode, DiskBoss uses
an individual processing thread for each input disk, directory or network share, but limits the
maximum number of parallel scanning threads to the specified value. In the high-performance
directory scanning mode, DiskBoss always uses the specified number of parallel directory
scanning threads even when processing a single input disk, directory or network share.

MVMe SSD Disk - File Search Performance (Files/Sec)

180,000

169,520

144,000

129,829

108,000

72,000

36,0004

1 Thread 2 Threads 4 Threads G Threads 8 Threads

For example, when searching files stored on a high-speed NVMe SSD disk, DiskBoss reaches
up to 53,000 files/sec using a single search thread. With two parallel search threads, the
performance scales up to 88,000 files/sec and with four parallel search threads, the
performance increases up to 129,000 files/sec showing a very good level of multi-threaded
performance scalability. With six processing threads the file search performance reaches up to
155,000 files/sec and with eight processing threads the file search performance increases up
to 169,000 files/sec allowing one to quickly search huge numbers of files.
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When searching files stored on regular SATA SSD drives, which are significantly slower than
NVMe SSD drives, the performance of the file search process reaches up to 25,000 files/sec
using a single process thread and scales up to 62,000 files/sec with four parallel file search
threads. With eight parallel file search threads, the performance reaches up to 72,000
files/sec, which allows to search large numbers of files very fast.

SATA 55D Disk - File Search Performance (Files/Sec)
80,000

72,761

1 Thread 2 Threads 4 Threads 6 Threads 8 Threads

Searching file stored on a NAS storage device via a network is a more complicated task
because the user needs to take into account the speed and the latency of the network. If the
computer, on which DiskBoss is installed, is connected to the NAS storage device via a high-
speed, low-latency network, the performance of the file search operations may reach up to
7,300 files/sec with one file search thread, scale up to 22,400 files/sec with four parallel file
search threads and increase up to 32,100 files/sec with eight parallel search threads.

MAS Server - File Search Performance (Files/Sec)

35,000
32,186

1 Thread 2 Threads 4 Threads & Threads 8 Threads

On the other hand, if DiskBoss will need to access network shares via the Internet or via a
long-distance, high-latency network, the performance of the file search operations will be
relatively slow. One of the options to increase the performance of the file search operations in
such configurations is to set the 'High-Performance' directory scanning mode and increase the
number of parallel file search threads to 16 or even 32 disregarding how many CPUs are
actually installed on the computer.
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Modern USB flash drives provide plenty of the storage space and are reasonably fast allowing
one to store vast amounts of data for backup purposes. When searching files stored on a USB
flash drive, DiskBoss can reach up to 9,500 files/sec with a single search thread. With two
parallel search threads, the performance increases up to 10,700 files/sec, with four parallel
threads the performance increases up to 12,900 files/sec and with six parallel file search
threads the performance scales up to 13,500 files/sec.

USE Flash Drive - File Search Performance (Files/Sec)

15,000

13,567 13,432

1 Thread 2 Threads 4 Threads & Threads 8 Threads

Today, modern IT environments widely deploy virtual servers and/or virtual workstations.
Most of the popular virtualization platforms provide a high level of performance, but depending
on the target hardware and software platforms, significant performance degradations are
inevitable when a file search operation is executed on a guest virtual machine compared to the
same file search operation executed directly on the host computer.

Wirtual Machine - File Search Performance (Files/Sec)

12,000

10,100 10,222 10,179

1 Thread 2 Threads 4 Threads & Threads 8 Threads

For example, when a virtual machine with 4 virtual CPUs is stored on an SSD disk and
searching files stored on a virtual local disk drive, which is physically stored on the same SSD
disk, the performance of the file search operations reaches up to 3,200 files/sec using a single
search thread. With two parallel search threads, the performance of the file search operations
scales up to 5,800 files/sec and with four parallel search threads, the performance of the file
search operations increases up to 10,100 files/sec.
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5.26 Searching Files Using the DiskBoss Command Line Utility

In addition to the DiskBoss client GUI application, DiskBoss Server provides users with the
ability to execute user-defined file search operations from batch files and shell scripts using
the DiskBoss command line utility, which is located in the ‘ProductDir\bin’ directory.

Command Line Syntax:

diskboss —execute <Search Command Name>

This command executes a user-defined file search operation pre-configured using the DiskBoss
GUI application or imported from an XML file.

diskboss -search -rules <XML File Name> -dir <Dir 1> ... [ <Dir X> ] [ <Options> ]
This command executes XML search queries defined according to the DiskBoss XML-Based
format using input directories and files specified in the command line. For detailed information
about the XML format refer to the DiskBoss XML format specification.

Parameters:

-dir <Input Directory 1> [ ... <Input Directory X> -file <File 1> ... <File X> ]

This parameter specifies the list of input directories to process.

Options:

-save_html_report [ ReportFileName ]

This optional parameter instructs DiskBoss to save a summary report and the list of all search
results to an external HTML file. If no file name is specified, DiskBoss will automatically
generate a file name according to the following template: diskboss_search_[date]_[time].html
where [date] and [time] will be substituted by current date and time accordingly.
-save_csv_report [ ReportFileName ]

This optional parameter instructs DiskBoss to save a summary report and the list of all search
results to an Excel CSV file. If no file name is specified, DiskBoss will automatically generate a
file name according to the following template: diskboss_search_[date]_[time].csv - just like
with the HTML-formatted file.

-save_text_report [ ReportFileName ]

This optional parameter instructs DiskBoss to save a summary report and the list of all search
results to a text report file. If no file name is specified, DiskBoss will automatically generate a
file name according to the following template: diskboss_search_[date]_[time].txt

-file_scanner <sequential or parallel>

Specifies the file scanning mode: sequential or parallel. Use the parallel scanning mode when
processing multiple input directories.

-v
This command shows DiskBoss' major version, minor version and revision.
-help

This command shows the command line usage information.
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6 File Synchronization
6.1 Synchronizing Disks, Directories or Network Shares

DiskBoss provides advanced file synchronization capabilities allowing one to synchronize files
between local disks, directories, network shares, NAS storage devices and enterprise storage
systems. The DiskBoss file synchronization engine is capable of synchronizing files using
multiple one-way and two-way file synchronization modes, provides performance tuning
options, periodic and real-time file synchronization capabilities and allows one to synchronize
specific file types and categories.

=% Synchronize Files and Directories ? x

Enter Directories to Synchronize

Source Directory: ID: \users |

Destination Directory: | \\NASSRV\backupiusers |

:1i] Advanced Options ... | |Sync With Preview » | [ save Cancel

In order to synchronize a pair of directories, press the 'Add' button located on the main
toolbar, select the 'File Synchronization Command' menu item to add a new file
synchronization command, enter the source and destination directories, press the 'Save'
button and then double click on the file synchronization command item to start the file
synchronization operation. DiskBoss will scan the specified source and destination directories,
compare files between the source and destination directories and show a list of file
synchronization actions that should be performed.

# File Synchronization m} *
722 Files, 460.72 MB - Selected for Synchronization
Operation File Size Source Destination o
Create Directory --- Di\scomphdistributors & Tihscomp\distributors
1 Create Directory  --- Discomphdistributors\btsoftware &> Thscomp'distributors\btsoftware
Copy New File  83.50KB D:\scomph\distributors\btsoftware\scomp_.. #» Ti\scomp\distributors\btsoftware\sco...
Copy New File ~ 27.31 KB D:\scomph\distributors\btsoftware\scomp_.. #» Ti\scomp\distributors\btsoftware\sco...
Copy New File  90.57 KB D:\scomphdistributors\Canadian-Distribut... & Ti\scomp\distributors\Canadian-Distri...
Copy New File  13409KB  D:\scomp\distributors\Distributorfpplicat., & Ti\scomp\distributors\Distributorfppli...
Copy Mew File  10643KE  D:\scomp\distributors\Distributor_Applica.. & T:\scomp'distributors\Distributor_Appl...
1 Create Directory  --- Discomphdistributors\gapix & Thscomp'distributors\qapix
Copy Mew File  33.00 KB Di\scomp'distributors\qapix\Reseller Agre... Hp Ti\scomp'\distributors\qapix\Reseller A...
7 Create Directory --- Di\scomphdocuments & Tihscomp\documents
Create Directory --- Divscompidocuments\business_relations & Ti\scomp\documents\business_relations
Copy Mew File 2,58 MB Di\scomp'documents\business_relationst... §» T:\scomp\documents\business_relatio...
"7 Create Directory --- Di\scomp'\documents\company & Thscomp\documents\company
Create Directory --- Di\scomp'\documents\company\business... 5 Ti\scomp\documents\company'\busin...
Copy Mew File  28.91KB Di\scomp'documents\company\business... §» Ti\scomp\documents\company'\busin...
Copy New File ~ 8.81KB Di\scomphdocuments\company\business... #» T\scomp\documents\company\busin... «
H save < Select : -} Options ‘ 722 Files, 460,72 MB | 5 Sync k=j Stop Close

On the file synchronization preview dialog, review sync actions, select/unselect actions that
should be performed and press the 'Sync' button to execute the selected file synchronization
actions. Optionally, press the 'Options' button to control advanced file synchronization options
or press the 'Export' button to save file synchronization actions to an HTML, XML, text or Excel
CSV report. The DiskBoss file synchronization engine is especially optimized for modern
hardware and storage devices and is capable of effectively utilizing RAID storage devices,
multi-core/multi-CPU  systems and Gigabit networks delivering maximum possible
performance.
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6.2

Selecting File Synchronization Mode

Depending on specific needs, it may be required to perform different types of file
synchronization operations. For example, sometimes users may be interested in keeping all
files in the destination directory even when some of them were deleted from the source
directory. Another option is to perform two-way accumulation and update keeping both
directories completely identical. DiskBoss provides eight different one-way and two-way file
synchronization modes allowing one to perform different types of file synchronization
operations according to user-specific needs and requirements.

¥ File Synchronization Options ? X

File Sync Maode: %5 Two-Way File Synchronization -

» Synchronize Destination Directory

Performance Mode: &» Update Destination Directory

5> Accumulate and Update Files in Destination
* Two-Way File Synchronization

% Two-Way Accumulation and Update

5! Compress & Sync Destination Directory

Dir Scan Threads: 2! Compress & Update Destination Directory
%] Compress & Accumulate Files in Destination

Dir Scan Mode:

B
¥
=
a.
m
Hd

W

|
=
7
z
"

| =4 Options File Sync Threads: 2 =

Ok Cancel

In order to change the file synchronization mode for a file synchronization command, open the
file synchronization options dialog, select the 'General' tab and select one of the following file
synchronization modes:

Synchronize Destination Directory (one-way) - All changes made in the source
directory will be propagated to the destination directory. Files deleted from the source
directory will be deleted from the destination directory. All files changed or deleted in
the destination directory will be restored using files from the source directory. No
changes will be made in the source directory. After the file synchronization process is
complete both locations will be identical.

Update Destination Directory (one-way) - Newly created and modified source files
will be copied to the destination directory. Files deleted from the source directory will
be deleted from the destination directory. Files deleted from the destination directory
will be restored using files from the source directory. Newly created and modified
destination files will be kept in place. No changes will be made in the source directory.

Accumulate and Update Files in Destination (one-way) - Newly created and
modified source files will be copied to the destination directory. Files deleted from the
destination directory will be restored using files from the source directory. Newly
created and modified destination files will be kept in place. No files will be deleted
from the destination directory. No changes will be made in the source directory.

Two-Way File Synchronization - Newly created and modified files will be
synchronized in both directions. Files deleted from the source directory will be deleted
from the destination directory. Files deleted from the destination directory will be
restored from the source directory. Changes may be made in both locations. After the
file synchronization process is complete both locations will be identical.

Two-Way Accumulation and Update - Newly created and modified files will be
updated in both directions. Files deleted from one location will be restored from the
second location. Changes may be made in both locations. After the file synchronization
process is complete both locations will be identical.
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6.3 Synchronizing Files with Preview

File synchronization with preview is very useful providing the user with a clear picture about
what files will be synchronized. By default, DiskBoss synchronizes directories with preview, but
the user is provided with the ability to disable the preview mode and synchronize all the
required files on-the-fly without showing the preview dialog.

. File Synchronization O X
722 Files, 460.72 MB - Selected for Synchronization
Operation File Size Source Destination o
Create Directory --- Di\scomphdistributors & Tihscomp\distributors
1 Create Directory  --- Discomphdistributors\btsoftware &> Thscomp'distributors\btsoftware
Copy New File  83.50KB D:\scomph\distributors\btsoftware\scomp_.. #» Ti\scomp\distributors\btsoftware\sco...
Copy New File ~ 27.31 KB D:\scomph\distributors\btsoftware\scomp_.. #» Ti\scomp\distributors\btsoftware\sco...
Copy New File  90.57 KB D:\scomphdistributors\Canadian-Distribut... & Ti\scomp\distributors\Canadian-Distri...
Copy New File  13409KB  D:\scomp\distributors\Distributorfpplicat., & Ti\scomp\distributors\Distributorfppli...
Copy Mew File  10643KE  D:\scomp\distributors\Distributor_Applica.. & T:\scomp'distributors\Distributor_Appl...
Create Directory --- Discomphdistributors\gapix & Thscomp'distributors\qapix
Copy Mew File  33.00 KB Di\scomp'distributors\qapix\Reseller Agre... Hp Ti\scomp'\distributors\qapix\Reseller A...
7 Create Directory --- Di\scomphdocuments & Tihscomp\documents
Create Directory --- Divscompidocuments\business_relations & Ti\scomp\documents\business_relations
Copy Mew File 2,58 MB Di\scomp'documents\business_relationst... §» T:\scomp\documents\business_relatio...
"7 Create Directory --- Di\scomp'\documents\company & Thscomp\documents\company
Create Directory --- Di\scomp'\documents\company\business... 5 Ti\scomp\documents\company'\busin...
Copy Mew File  28.91KB Di\scomp'documents\company\business... §» Ti\scomp\documents\company'\busin...
Copy New File ~ 8.81KB D:\scomp\documents\company'\business.. §» Ti\scomp'documents\company'\busin.. w
H save < Select | |z Options 722 Files, 460,72 MB Zsync | ||=] Stop Close

6.4 Synchronizing Files Without Preview

Sometimes, when the user needs to synchronize large directories or disks containing many
thousands of files, file synchronization with preview may be ineffective or completely
inappropriate especially due to the fact that none will have the time to review lists of file
synchronization actions containing huge amounts of items. Moreover, unattended file
synchronization operations performed periodically at specific time intervals or triggered by a
disk change monitor, should be performed fully automatically without requiring any user
intervention.

% Synchronize Files and Directories 7 *

Enter Directories to Synchronize

Source Directory: |c|: ‘\scomp |

Destination Directory: | ti\scomp |

::| Advanced Options ... | |Sync With Preview - | | save Cancel

Sync With Preview

In order to disable the preview dialog for a file synchronization operation, open the operation
dialog and set the process mode combo box to ‘Sync Without Preview’. The stream file
synchronization more is especially designed for file systems containing huge amounts of files
and is capable of synchronizing large directories, disks and NAS storage devices very fast and
effectively. In addition, the stream file synchronization mode is ideal for automated, periodic
file synchronization operations performed in the background without any user intervention.
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6.5 Synchronizing Specific File Types or Categories of Files

DiskBoss provides the ability to synchronize specific types of files or file groups using one or
more user-specified file matching rules. For example, the user can synchronize all types of
documents, images and music files, while skipping all other types of files from the file
synchronization process. In order to add one or more file matching rules to a file
synchronization command, open the file synchronization options dialog, select the 'Rules' tab
and press the 'Add' button. On the 'Rules' dialog select an appropriate rule type and specify all
the required parameters.

2% File Synchronization Options ? *
E Geneial Synchronize Files Matching Criteria
% Categonzed As - Documnents, Books and Help Files
- | Advanced &) Files Accessed More Than 2 Hours Ago
* File Narne Mot Contain: "TEMP'
m Rules
A | Exclude
= Misc
= Options = : I |
£ Add |:7) Edit Delete Match All Rules -
Ok Cancel

During the file synchronization process, DiskBoss will scan the source and destination
directories and apply the specified file matching rules to all processed files. Files not matching
the specified rules will be skipped from the file synchronization process effectively limiting the
file synchronization operation to the user-specified files only.

2 File Synchronization Options ? *
E Gensal Synchronize Files Matching Criteria
4% Categorized As - Documents, Books and Help Files
2| Advanced %y Categorized As - lmages, Pictures and Graphic Files
% Categorized As - Programs, Extensions and Script Files
W Rules
& || Exclude
:=| Misc
s2| Options

o5 Add [:F] Edit Delets Match Any Rules

Match All Rules
Match One Only
Exdude Any Rules
Exdude All Rules

Sometimes, it may be required to synchronize a number of different types of files and skip all
the other files. In this case, the user can add multiple file matching rules with each one
selecting a specific type of files and then set the rules logic to 'Match Any Rules'.
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Another option to specify which types of files to synchronize is to use the file extension rule,
which provides the ability to select files by one or more file extensions. Press the 'Add' button
on the 'Rules' tab, select the 'File Extension' rule type, set the rule operator to 'Equals' and
enter up to 6 file extensions per rule to match.

& File Synchronization Options ? x
E General Synchronize Files Matching Criteria
® File Extension Equals: DOC PDF THT C5V
E Advanced
FH Rules
& || Bxclude
E Misc
=2l Options - -
5 Add =[] Edit Delete Match Any Rules -

ok | | Cancel

In addition to the positive file matching rules, which are good to synchronize user-selected
types of files, DiskBoss provides negative file matching rules allowing one to exclude specific
types of files from the file synchronization process.

5‘“ File Synchronization Opticns ? b4

E General Synchronize Files Matching Criteria
% File Extension Equals: TMP TEMP BAK

o Rules
5 | Exclude
E Misc
m Options == i
- Add :¢| Edit Delete Exdude All Rules -
_|Match Any Rules
Match All Rules
Match One Only

Exdude &ny Rules
Exclude All Rules

In general, all types of file matching rules provide negative operators allowing one to exclude
files by the file name, extension, file type, location, size, file attributes, file creation and
modification dates, etc. For example, in order to exclude temporary and backup files by the
file extension, add the file extension rule, set the rule operator to 'Equals', set the list of file
extensions to "'TMP TEMP BAK' and then set the rules logic to 'Exclude Any Rules'.
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6.6 Exclude Directories From File Synchronization

Sometimes, it may be required to exclude one or more subdirectories from the file
synchronization process. For example, if you need to synchronize two directories excluding
one or two special subdirectories, you may specify the top level directories as the source and
destination directories and add the subdirectories that should be skipped to the exclude list.

“* File Synchronization Options 7 *
=i=| General Exclude Directories
=== 1 CAWindows =
| & Advanced 1 ChProgram Files
r 1] SCONTAIMS Snapshots Add
I Rules
& | Exclude
e
=i Misc |. ]
Del
| == Options

Clk Cancel

In order to add one or more directories to the exclude list, open the file synchronization
command dialog, press the 'Options' button, select the 'Exclude' tab and press the 'Add'
button. Keep in mind that exclude directories are case sensitive and should be specified with
the same case as stored on the disk. All files and subdirectories located in the specified
exclude directories will be excluded from the file synchronization process. Select an exclude
directory and press the 'Delete’ button, to remove the selected directory from the exclude list.

In addition, advanced users are provided with a number of exclude directories macro
commands allowing one to exclude multiple directories using a single macro command.

DiskBoss provides the following exclude directories macro commands:

« $BEGINS <Text String> - this macro command excludes all directories beginning
with the specified text string.

+ $CONTAINS <Text String> - this macro command excludes all directories
containing the specified text string.

« $ENDS <Text String> - this macro command excludes all directories ending with the
specified text string.

* $REGEX <Regular Expression> - this macro command excludes directories
matching the specified regular expression.

« $DIRLIST <File Name> - this macro command excludes all directories listed in the
user-specified text file.

e S$FILELIST <File Name> - this macro command excludes all files listed in the user-
specified text file.

For example, the exclude macro command '$CONTAINS Temporary Files' will exclude all

directories with "Temporary Files' in the full directory path and the exclude macro command
'$REGEX \.(TMP|TEMP)$' will exclude directories ending with .TMP' or '.TEMP'.
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6.7 Advanced File Synchronization Options

DiskBoss provides a large number of advanced files synchronization options allowing one to
tune the performance of file synchronization operations, control the file copy recovery and
fault tolerance options, select which file meta data to copy, etc. In order to access the
performance tuning options, open the file sync command dialog, press the 'Options' button
and select the 'General’ tab.

=% File Synchronization Options ? .
m General File Sync Mode: i Synchronize Destination Directory -
| 2| Advanced
— Performance Mode: Full Speed -

I Rules
— Dir Scan Mode: Parallel -
& | Bxclude
—1| Misc Dir Scan Threads: |2 = |
(5 Options File Sync Threads: |2 : |
Ok Cancel

« Performance Mode - the performance mode allows one to select one of the following
modes: Full Speed, Medium Speed and Low Speed. The performance mode provides
the ability to intentionally slow down the performance of the file sync operation in
order to minimize the potential impact on the running production applications.

« Dir Scan Mode - the directory scanning mode allows one to select one of the
following directory scanning modes: Sequential or Parallel. In the Sequential directory
scanning mode, DiskBoss scans directories one-after-one using a single processing
thread. In the Parallel directory scanning mode, DiskBoss scans directories in parallel
using a number of processing threads according to the 'Dir Scan Threads' option,
which significantly improves the performance of the file synchronization operation
when synchronizing large numbers of files via a slow, high-latency network.

« Dir Scan Threads - this option specified the number of parallel directory scanning
threads to use in the Parallel directory scanning mode.

* File Sync Threads - this option specifies the number of parallel file synchronization
threads to use during the file synchronization process. Multi-Stream file
synchronization significantly improves the file synchronization performance when
synchronizing a large number of files between multiple disks, NAS storage devices or
enterprise storage systems.
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The 'Advanced’' file synchronization options tab provides a number of different file copy
modes optimized for different hardware configurations and user-specific needs:

“% File Synchronization Options ? *
= =| General File Copy Mode: |Acﬁve File Copy Mode -
- | Active File Copy Mode
'i_‘._' Achvanced Verification Mode: IF‘.Egularr Buffered File Copy
I"-E'.'i;' Rules Memary Buffer: | Operating System Native File Copy
==
3 | Exclude Memary Alignment: 4096 Bytes -
| i=| Misc Copy Retry Count: | 10 =
| == | Options Copy Retry Delay: | 500 ms. =

Ok Cancel

Active File Copy Mode - in this file copy mode DiskBoss automatically switches
between different file copy modes depending on the size and the type of each file.
Small files are transferred using a regular, buffered file copy mode, while large files
are transferred using a non-buffered file copy mode and optionally, when the
hardware platform supports it, allows to enable the write-through I/O mode.

Regular, Buffered File Copy Mode - in this file copy mode DiskBoss performs
regular, buffered file copy operations according to the specified file I/O block size and
memory alignment.

Fault-Tolerant File Copy Mode - in this file copy mode DiskBoss creates a
temporary file for each file that should be copied and only after a successful file copy
operation replaces the original file with the new one. If a network failure will occur
during a file copy operation, original files will remain in place without any changes.
Operating System Native File Copy Mode - this file copy mode is optimized for
modern operating systems such as Windows Server 2012 and newer. This file copy
mode supports SMB direct, direct RDMA file transfers, multi-channel and write-through
file I/0 operations. In order to take full advantage of all performance optimizations
when synchronizing files via the network, Windows Server 2012 or newer should be
installed on both sides.

In addition, the 'Advanced' file synchronization options tab provides a number of
performance, fault tolerance and recovery options:

Verification Mode - the file copy verification mode specifies how to verify files copied
to the destination directory. By default, verification of copied files is disabled and in
order to enable verification of copied files the user needs to select an appropriate
verification mode and then enable verification on the 'Options' tab.

Memory Buffer - this option specifies the size of the file copy memory buffer used for
each file copy thread.

Memory Alignment - this option specifies the alignment of the file copy memory
buffer, which is critical for fast, non-buffered file copy operations. By default, the
memory alignment is set to 4096 bytes, which is appropriate for modern file systems
and storage devices.

Copy Retry Count - this option specifies how many times to retry a failed file copy
operation. Sometimes, a file may be temporary locked by an application and this
option allows one to retry a failed file copy operation after a user specified delay.

Copy Retry Delay - this option specifies the time delay (in milliseconds) between
failed file copy retries.
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The 'Options' tab provides the ability to control which file meta data is copied and allows one
to enable/disable various security and verification options.

“% File Synchronization Options ? >
P8 Generai ' [] Syne File Attributes
2 Sync User/Group Security Descriptor
[f— Sync Discretionary Access Control List (DACL)
o [
|‘_J PR Sync System Access Control List (SACL)
'y Enable Bit-Level File Synchronization
3 Rules s
' [] Preserve Files Last Access Timestamps
R i s Ti "
&l Exclude [] Preserve Directories Timestamps

Disable Buffering For Large Files

|,_ Misc Enable File Write Through
A Verify Files After Copy

H =1 Options

Ok Cancel

« Sync File Attributes - when this option is enabled, DiskBoss will copy file attributes
for each copied file. By default, this option is disabled and files are created in the
destination directory with normal file attributes.

« Sync User/Group Security Descriptor - when this option is enabled, DiskBoss will
copy the file ownership information for each copied file. By default, this option is
disabled and files are created in the destination directory with the user account
running the DiskBoss application. In addition, in order to be able to use this option,
the user needs to have administrative permissions. Finally, when synchronizing files to
a remote destination directory located on a NAS device, the NAS device should provide
support for the NTFS security capabilities.

+ Sync Discretionary Access Control List (DACL) - when this option is enabled,
DiskBoss will copy the DACL security information for each copied file. By default, this
option is disabled and files are created in the destination directory with permissions
inherited from the parent directory. In addition, in order to be able to use this option,
the user needs to have administrative permissions. Finally, when synchronizing files to
a remote destination directory located on a NAS device, the NAS device should provide
support for the NTFS security capabilities.

*« Sync System Access Control List (DACL) - when this option is enabled, DiskBoss
will copy the SACL security information for each copied file. By default, this option is
disabled and files are created in the destination directory with permissions inherited
from the parent directory. In addition, in order to be able to use this option, the user
needs to have administrative permissions. Finally, when synchronizing files to a
remote destination directory located on a NAS device, the NAS device should provide
support for the NTFS security capabilities.

« Enable-Bit Level File Synchronization - when this option is enabled, DiskBoss will
check which data blocks have changed in each new file and write to the destination file
only the changed data blocks.

 Enable File Write Trough - when this option is enabled and DiskBoss is running on a
newer operating system such as Windows Server 2012 or newer, files will be copied
using the operating system native RDMA mode.

 Verify Files After Copy - when this option is enabled, DiskBoss will verify the
integrity of each copied file using the file verification mode selected on the 'Advanced’
tab.
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6.8 File Synchronization Logs

DiskBoss provides the ability to save different types of file synchronization logs allowing one to
keep track of performed file synchronization operations and record file synchronization errors.
In order to enable file synchronization logs for a file synchronization command, open the file
synchronization options dialog, select the 'Misc' tab, enable one or more file synchronization
logs and specify directories where to save the log files.

2% File Synchronization Opticns ? X
5| General Save Sync Tasks Log: |d:'»,sync_1asks | 1=k
i o | Advanced 7
Save Sync Errors Log: |d:\9\mc_err0rs | =]
IF'.' A Rules -
— Save Sync Actions Log: |d:'|,sync_acﬁ0ns | =]
B | Exclude
.EE- Misc |:| Execute Pre-Sync Command:
- | Options [] Executs Post-Sync Command:
Ck Cancel

For each log file, the user is provided with the ability to specify the log file format (plain text
or Excel CSV), the log file mode and the log files history. By default, DiskBoss will save an
individual log file for each file synchronization operation, but the user can switch to
consolidated hourly, daily or monthly logs files, which will be kept in the file synchronization
logs directory according to the user-specified parameters.

2 Sync Tasks Log Opticns

Log Files Mode: Save Mew Log File For Each Operation  «

Log Files Format: | Text Log Files -

Log Files History: Keep Last 10 Log Files &=
DOk Cancel

In order to change advanced file synchronization logs options, press one of the 'Options'
button located on the right side of each log directory. The log files mode option provides the
ability to switch between individual log files to consolidated daily or monthly log files. The log
files format option allows one to select the plain text or the CSV log files format. Finally, the
log files history option provides the ability to specify how many log files to keep in each log
directory.
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6.9 Periodic File Synchronization

Sometimes, it may be required to execute a file synchronization operation periodically at
specific time intervals. The first option to do that is to configure a periodic job in the DiskBoss
client GUI application and select the required file synchronization command to be executed
periodically by DiskBoss Server, which runs in the background as a service.

£ Periodic Sync Job ? b2d

Setup Periodic Job Triggers and Commands to Execute

Pericdic Job Triggers a5

Every Sunday at: 02:00
Every Wednesday at: 04:00

Comrmands Description =
#  Sync Backup Disk File Synchronization Command =
I |

Execute Commands Sequentially [ save Cancel

In order to add a new periodic job, press the 'Jobs' button located on the main tool bar and
then press the 'Add' button. On the periodic job dialog, setup the periodic job schedule and
select the file synchronization command to be executed.

6.10 Real-Time File Synchronization

In addition to periodic file synchronization operations, DiskBoss Server provides the ability to
monitor one or more disks or directories and automatically execute a file synchronization
operation after a user-specified number of changes is detected.

% Disk Change Monitor ? *
2 General W Rules | Exdude ;_-'_: Actions
Execute Actions Every: | 100 Changes i : |

[[] send E-Mail Motification To:

Execute DiskBoss Command: |51.-'r|c Backup Disk | | = i

[] Execute Custom Command:

[ |=sve HTML Repart =

& start Cancel

In order to execute a file synchronization command using the DiskBoss real-time disk change
monitor, create a new disk change monitoring command, specify one or more disks or
directories that should be monitored, select the 'Actions' tab, specify the number of disk
changes that should trigger the file synchronization command and selected the name of the
file synchronization command that should be executed once the disk change monitor reaches
the specified number of changes.
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6.11 Synchronizing Files Using the DiskBoss Command Line Utility

In addition to the DiskBoss client GUI application, DiskBoss Server provides a command line
utility allowing one to execute file synchronization commands form batch files and shell
scripts. The command line utility is located in the '<ProductDir>/bin' directory.

Command Line Syntax:

diskboss -sync -source <Source Directory> -dest <Dest Directory>

This command synchronizes files between directories, local disks or network shares.

diskboss —execute <File Synchronization Command>

This command executes the specified user-defined file synchronization command pre-
configured using the DiskBoss GUI application or imported from an XML file.

Parameters:

-source <Source Directory>

This parameter specifies the source directory for file synchronization. In order to ensure
proper parsing of command line arguments, directories and file names containing space
characters should be double quoted.

-dest <Destination Directory>

This parameter specifies the destination directory for file synchronization. In order to ensure
proper parsing of command line arguments, directories and file names containing space
characters should be double quoted.

Options:

-sync_mode <SD | SUD | SAD | STW | STA>

SD - Sets the sync-destination file synchronization mode (Default)

All changes made in the source directory will be propagated to destination. Files deleted from
the source directory will be deleted from destination. All files changed or deleted in destination
will be restored from source.

SUD - Sets the update-destination file synchronization mode

Newly created and modified source files will be copied to destination. Files deleted from the
source directory will be deleted from destination. Files deleted from the destination directory
will be restored from source.

SAD - Sets the accumulate-destination file synchronization mode

Newly created and modified source files will be copied to destination. Files deleted from the
destination directory will be restored from source. Newly created and modified destination files
will be kept in place.

STW - Sets the two-way file synchronization mode

Newly created and modified files will be synchronized in both directions. Files deleted from the

source directory will be deleted from destination. Files deleted from the destination directory
will be restored from source.
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STA - Sets the two-way accumulate file synchronization mode

Newly created and modified files will be updated in both directions. Files deleted in one
location will be restored from the second location. After finishing the synchronization process
both locations will be identical.

-streams <StreamCount>

This parameter specifies the number of simultaneous file synchronization streams.

-file_delay <delay in milliseconds>

This parameter sets the file delay to the specified value in milliseconds. Use this option when
you need to slowly synchronize files to or from a busy production system in order to minimize
the potential performance degradation.

-block_delay <delay in milliseconds>

This parameter sets the block delay to the specified value in milliseconds. Use this option
when you need to slowly synchronize files to or from a busy production system in order to
minimize the potential performance degradation.

-copy_dacl

This parameter instructs to copy files' access control lists (DACL).

-copy_sacl

This parameter instructs to copy files' security control lists (SACL).

-copy_owner

This parameter instructs to copy files' user/group information.

-v

This command shows the product’s major version, minor version, revision and build date.

-help

This command shows the command line usage information.
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7 Secure File Synchronization

DiskBoss Server provides secure file synchronization operations allowing one to synchronize
files between servers without using network shares while encrypting transferred files using the
AES-256 encryption algorithm. The user is provided with multiple one-way and two-way file
synchronization modes, flexible performance optimization options, file matching rules allowing
one to synchronize specific types of files or file groups, exclude directories and advanced file
synchronization options.

2% Secure File Synchronization E #

1t General *] Advanced & Rules |~] Exdude =] Misc & Options

Source Directory:

DiskBoss Password:

Destination Directory:

DiskBoss Server Host:

DiskBass Server User:

| f:\webserver

| z:\webserver

|5R\.|'2016

-

Port: ISDQ# =

|admir1

E save Cancel

Secure file synchronization operations may be performed via the network between two
DiskBoss Servers without using any network shares. In order to perform a secure file
synchronization operation, the user needs to configure a secure file sync command on the
source server and specify a source directory, the host name or an IP address of the
destination server and a destination directory on the destination server. DiskBoss Server or
DiskBoss Enterprise should be running on the destination server and secure file transfers
should be enabled on the 'Options' dialog.

% Secure File Synchronization T ~

| Exdude =] misc | Options

15 General | Advanced ¢ Rules

Sync File Attributes

Sync File Timestamps

Compress Transferred Data Blocks
Encrypt Transferred Data Blocks
Verify Transferred Data Blocks

[ save Cancel

In order to enable encryption and/or compression of transferred files, open the secure file sync
command dialog, select the 'Options' tab and enable all the required file transfer options.
When the user enables encryption of transferred files, DiskBoss dynamically generates a
random encryption key for each transferred file and encrypts each transferred data block using
the AES-256 encryption algorithm. When the user enables verification of copied files, DiskBoss
verifies all transferred data blocks using the SHA256 data signature algorithm.
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7.1 Secure File Synchronization Commands

DiskBoss Server provides the user with the ability to configure an unlimited number of secure
file synchronization commands with each one synchronizing files from a source directory on
the source server to a destination directory on the destination DiskBoss Server. In addition,
DiskBoss allows one to configure multiple secure file synchronization commands synchronizing
files between the source server to multiple different destination DiskBoss Servers.

L Add New P & File Search Command ...
i T e ®  File Synchronization Command ...
0 FExecute Command ... #.  Disk Space Analysis Command ...

. File Clazzification Cornmand ...

[®|  Set Keyboard Shorteut ...
. Siiaslils Duplicate Files Search Command ...

¥ Create Desktop Shertcut
at ST Change File Attributes Command ...
5 Copy Command ... [ Compare Directories Command ...

Rename Command ... . File Organizing Command ...

& Mowve Command Up ... M Disk Change Monitoring Command ...
w Move Cornmand Down ... = File Integrity Monitoring Command ...
%] Delete Command ), Secure File Copy Command ...

= Secure File Sync Command ... l%

(% File Copy Command ...
% File Move Command ...

[%| File Delete Command ...

1 Cormmand Group ...

In order to add a secure file synchronization command, press the right mouse button over the
commands view, select the 'Add New - Secure File Sync Command' menu item and specify a
unique command name.

¥ Secure File Synchronization ? x
i Germeral |2 Advanced % Rules (Y] Exdude =] Misc £ Options
Source Directary: |f: wehserver ‘
Destination Directory: |z: \webseryer ‘
DiskBoss Server Host: |SR1.|'2016 Port: ISng =
DiskBaoss Server User: |admir1 ‘
DiskBoss Password: e ‘

E save Cancel

On the secure file synchronization command dialog, specify a source directory, a destination
directory and the host name or an IP address of the destination DiskBoss Server. In addition,
the user needs to specify the DiskBoss user name and password to login to the destination
DiskBoss Server (default is admin/admin). Optionally, in the case the destination DiskBoss
Server is configured to use a custom TCP/IP port (default is 8094), the user needs to configure
an appropriate TCP/IP port number.
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By default, due to security reasons, server-to-server file transfers are disabled and the user is
required to explicitly enable server-to-server file transfers on the destination DiskBoss Server.
In order to enable server-to-server file transfers, connect to the destination DiskBoss Server
using the DiskBoss client GUI application, press the 'Options' button located on the main
toolbar, select the 'General' tab, enable the 'Server-To-Server File Transfers' option and press
the 'Save' button.

% DiskBoss Opticns ? X

Options
Detect Recursive Directories
Reguest Admin Scanning Permissions
[] Process Directery Links and Junctions
[] Show Protected System Files
[] Show File Scanning Errers
[] Show Unknown EXIF Tags
[] Copy File Attributes

B e Ti
f_—,_—J:';_—i Database [] Copy File Timestamps
- 1 Copy, Sync System Files and Directories
-Mai | [/] Enable Server-To-Server File Transfers
[ E-Mail [ Enable Server-To-Server File Transf
== || Send Errors to the Systern Event Log
3 o M [ 1 Coed Vb g b bl Coark Cocomi | n

[ save Cancel

In order to transfer files, the source DiskBoss Server will connect to the destination DiskBoss
Server using the TCP/IP protocol and the configured TCP/IP port should be open in the
destination server's firewall. Control messages sent from the source DiskBoss Server to the
destination server are always encrypted using the AES-256 encryption algorithm with
dynamically generated random encryption keys unique for each DiskBoss Server. Also, the
user is provided with the ability to encrypt all transferred files using the AES-256 encryption
algorithm with a dynamically generated random encryption key for each transferred file.

. Secure File Synchronization ? >
I:f General [+ Advanced & Rules | Exdude =l misc & Options
File Sync Mode: _3} Two-Way File Synchronization -

B Synchronize Destination Directory
5% Update Destination Directory
B Accumulate and Update Files in Destination

Compression Level:

Performance Mode:

. Two-Way File Synchronization k
Dir Scan Threads: Z5 Two-Way Accumulation and Update
L i)
File Sync Threads: 2 =

[ save | | cancel

DiskBoss provides a number of different one-way and two-way file synchronization modes
optimized for different usage scenarios. In order to select an appropriate file synchronization
mode, open the secure file synchronization command dialog, select the 'Advanced' tab and
change the 'File Sync Mode' combo box.
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7.2 Secure File Synchronization Options

DiskBoss Server provides a large number of secure file sync options allowing one to customize
the secure file synchronization operation for user specific needs. In order to customize secure
file sync options, select the secure file synchronization command, press the right mouse
button, select the 'Edit Command' menu item and select the 'Options' tab.

% Secure File Synchronization ? >

25 Germeral  |[2] Advanced % Rules |7 Exdude =] Misc & Options

_. Sync File Attributes

Sync File Timestamps

Compress Transferred Data Blocks
Encrypt Transferred Data Blocks
Venify Transferred Data Blocks

[ save Cancel

+ Sync File Attributes - this option enables synchronization of file attributes. If this
option is disabled, files created in the destination directory will have default file
attributes.

« Sync File Timestamps - this option enables synchronization of the creation, last
modification and last access dates for all transferred files. If this option is disabled,
files transferred to the destination directory will have all timestamps set to the time of
the file synchronization operation.

« Compress Transferred Data Blocks - this option enables compression of transferred
files. Depending on the speed of the network and the type of transferred files, it may
be possible to increase the speed of the secure file synchronization operation and/or
reduce the amount of transferred data. For example, text files and uncompressed
bitmap images are highly compressible and when transferred with the compression
option enabled the actual amount of transferred data may be significantly less than
the size of uncompressed files thus increasing the performance of the secure file sync
operation. On the other hand, JPEG images and compressed archive files are already
compressed and therefore the actual amount of transferred data will be almost the
same, but DiskBoss Server will need to use more CPU resources while trying to
compress uncompressible files. Another point that should be considered is the speed of
the network. When files are transferred over a fast network, the resulting impact may
be not significant, but if files are transferred over a slow network, where the network
speed is the major bottleneck, the resulting impact may be very significant.

« Encrypt Transferred Data Blocks - this option enables encryption of transferred
files using the AES-256 encryption algorithm with a dynamically generated random
encryption key for each transferred file.

« Verify Transferred Data Blocks - this option enables verification of all transferred
data blocks using the SHA-256 data signature algorithm and retransmission of all
corrupted data blocks. When this option is disabled, DiskBoss Server verifies
transferred data blocks using a simple CRC32 checksum, which is good enough for
reliable networks, but if the user needs to transfer important files through an
unreliable network, it is recommended to enable verification of transferred data blocks
using the SHA-256 data signature algorithm with subsequent retransmission of all
corrupted blocks of data.
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7.3 Secure File Synchronization Advanced Options

DiskBoss Server is optimized for modern multi-CPU/multi-core platforms, Gigabit Ethernet
networks and RAID storage arrays. The user is provided with a large number of customization
options allowing one to customize the behavior and performance of secure file synchronization
operations for user-specific needs and hardware configurations.

“% Secure File Synchronization ? >
] General 2] Advanced & Rules [¥] Exdude [E] Misc & Options
File Sync Mode: 2 Two-Way File Synchronization -
Compression Level: Mormal Compression -
Performance Mode: Full Speed -
Dir Scan Threads: | 2 = |
File Sync Threads: | 2 =
H save Cancel

* File Sync Mode - DiskBoss provides a number of different one-way and two-way file
synchronization modes optimized for different usage scenarios. In order to select an
appropriate file synchronization mode, open the secure file synchronization command
dialog, select the 'Advanced' tab and change the 'File Sync Mode' combo box.

« Performance Mode - this option provides the ability to intentionally slow down the
secure file synchronization operation in order to minimize the performance impact on
running production applications. In the 'Full Speed' performance mode, DiskBoss will
try to transfer files as fast as possible. In the 'Medium Speed' performance mode,
DiskBoss will try to perform the secure file synchronization operation at 50% of the
maximum possible speed. In the 'Low Speed' performance mode DiskBoss will try to
perform the file synchronization operation at 20% of the maximum possible speed.

« Dir Scan Threads - this option controls how many parallel directory scanning threads
are used to scan the specified source directory. By default, DiskBoss scans directories
using a single directory scanning thread and it is recommended to increase the
number of parallel directory scanning threads only when synchronizing millions of files
via a high-latency network.

« File Sync Threads - this option controls how many parallel file transfer threads are
used to transfer files to/from the destination DiskBoss Server. In order to reach the
maximum possible speed when transferring files over a Gigabit network connection, it
is required to use 2-4 parallel file transfer threads. Moreover, when transferring
millions of files over a high-latency network, in order to mitigate the network latency,
it is recommended to configure the secure file synchronization operation to use 4-8
parallel file sync threads.
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7.4 Secure File Synchronization Rules

DiskBoss secure file synchronization operations provide the ability to sync files matching user-
specified rules. For example, the user is provided with the ability to sync all types of document
files with the file size more than X MB that were modification during the last month. Multiple
different types of file matching rules may be used to precisely select files to be synchronized.

2 Secure File Synchronization ? >
] General [Z] Advanced % Rules (¥ Exdude [=] Misc [ Options
Synchronize Files Matching Criteria 15 Add
% Categorized As - Documents, Books and Help Files e
Files With Size More Than 10 MBytes i
&) Files Modified During This Meonth
and -
[ save Cancel

In order to add one or more file matching rules to a secure file sync command, open the
command options dialog, select the 'Rules' tab, press the 'Add' button, select a rule type and
enter all the required parameters. During the file synchronization process, DiskBoss will select
files using the specified file matching rules and synchronize files matching the rules.

B, Advanced File Search Criteria ? X

Select Advanced File Search Criteria

&y Search Files Categorized As
#| Search Files Containing Text
Search Files With the File Size
2 Search Files With File Attributes
= Search Files Containing HEX Pattern
= Search JPEG Images With EXIF Tag W

Mot Cateqorized As  « |Images, Pictures and Graphic Files i Select..,

Eﬁagnrized As
Mot Categorized As.

Ok Cancel

In addition to positive file matching rules allowing one to synchronize specific types of files,
the user is provided with negative file matching rules capable of excluding files by the file
type, size, last modification date, etc. For example, in order to exclude all types of images
from the file synchronization process, add a file matching rule to process files 'Not Categorized
as Images' to the secure file synchronization command.
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7.5 Secure File Synchronization Exclude Directories

Sometimes, it may be required to exclude one or more subdirectories from a secure file sync
operation. In order to exclude one or more directories, open the secure file synchronization
command dialog, select the 'Exclude’ tab and add directories that should be excluded from the

secure file synchronization process.

% Secure File Synchronization

] General [&] Advanced % Rules Y] Exdude =] Misc

| Options

Exclude Directories

1 F\webserver\backup
1) SCOMTAIMNS Snapshots

[

Add

Bw

Del

[ save

Cancel

In addition to the ability to exclude individual directories, DiskBoss provides a number of
exclude directories macro commands allowing one to exclude multiple directories using a

single macro command.

« $BEGINS <Text String> - excludes directories beginning with the specified string.

« $CONTAINS <Text String> - excludes directories containing the specified string.
specified string.

« $REGEX <Regular Expression> - excludes directories matching the specified

« $ENDS <Text String> - excludes all directories ending with the

regular expression.

« $DIRLIST <File Name> - this macro command excludes all directories listed in the

user-specified text file.

e S$FILELIST <File Name> - this macro command excludes all files listed in the user-

specified text file.

For example, the exclude macro command '$CONTAINS Temporary Files' will exclude all

nd the exclude macro
command '$REGEX \.(TMP|TEMP)$' will exclude directories ending with '.TMP' or '.TEMP".

directories with 'Temporary Files' at any place in the full directory path a
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7.6 Secure File Synchronization Command Line Utility

In addition to the DiskBoss client GUI application, DiskBoss Server provides a command line
utility allowing one to perform secure file synchronization operations from a source DiskBoss
Server to a destination DiskBoss Server. The DiskBoss command line utility is located in the
‘<Install Dir>/bin’ directory.

Command Line Syntax:

diskboss -ssync —source <Directory> -host <Destination Host Name> -dest <Directory>
Executes a secure file sync operation with the specified command line parameters.

diskboss -execute <Preconfigured Secure File Sync Command>

Executes a preconfigured secure file synchronization operation.

Required Parameters:

—source <Source Dir> -host <Destination Host> -dest <Destination Dir>

A source directory, the destination server host name or an IP address and a destination
directory should be specified. In order to ensure proper parsing of command line arguments,
directories containing space characters should be double quoted.

Optional Parameters:

-compress - This option enables compression of transferred data blocks.

-encrypt - This option enables encryption of transferred data blocks using the AES-256
encryption algorithm with a dynamically generated random encryption key for each

transferred file.

-verify - This option enables verification of all transferred data blocks using the SHA-256 data
signature algorithm and retransmission of corrupted data blocks.

-streams <Parallel File Sync Streams> - This parameter specifies the number of simultaneous
file sync streams.

-time - This parameter enables synchronization of the creation, last modification and last
access dates for all transferred files. If this parameter is not specified, all files transferred to
the destination directory will have timestamps set to the time of the secure file sync operation.
-port <Port Number> - This parameter specifies the destination DiskBoss Server TCP/IP port
number to connect to. If this parameter is not specified, DiskBoss will try to connect to the
default TCP/IP port 8094. The port should be open in the destination server's firewall.

-user <DiskBoss Server User Name> - This parameter specifies the user name to login to the

destination DiskBoss Server. If this parameter is not specified, DiskBoss will use the default
(admin) user name.

-password <DiskBoss Server Password> - This parameter specifies the password to login to
the destination DiskBoss Server. If this parameter is not specified, DiskBoss will use the
default (admin) password.

-v - This command shows the product’s major version, minor version, revision and build date.

-help

This command shows the command line usage information.
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8 Secure File Copy Operations

DiskBoss Server provides secure file copy operations allowing one to copy files from one
server to another without using network shares while encrypting transferred data blocks using
the AES-256 encryption algorithm. The user is provided with the ability to encrypt and/or
compress transferred data blocks, transfer selected types of files or categories of files, exclude
specific directories from the file copy operation and tune the performance of the file copy
process for user-specific needs and hardware configurations.

% Secure File Copy ? >
it Gemeral [F] Advanced % Rules (%] Exdude ] Options
DiskBoss Server Host: |5R'I.I'ZD 12R2 ‘ Port: {3094 |2
| I |
DiskBoss Server User: |admin ‘

DiskBoss Password:

Destination Directory: |T:'|I ‘

1 Save Cancel
B8

In order to perform a secure file copy operation, the user needs to install DiskBoss Server on
both the destination server and source server. For each secure file copy operation, the user
can specify an unlimited number of source directories or files, the host name or an IP address
of the destination DiskBoss Server and a directory on the destination server to copy files to.

£ Secure File Copy [§ .

=i General & Advanced | % Rules  |®] Exdude M Options

_ Show Copy Progress

Copy File Attributes

Copy File Timestamps

Cormnpress Transferred Data Blocks
Encrypt Transferred Data Blocks
Verify Transferred Data Blocks

4 save Cancel

In order to enable encryption and/or compression of transferred data blocks for a secure file
copy operation, open the secure file copy command dialog, select the 'Options' tab and enable
all the required file transfer options. When the user enables the AES-256 encryption algorithm,
DiskBoss dynamically generates a random encryption key for each transferred file. When the
user enables the verification of copied files, DiskBoss verifies all transferred data blocks using
the SHA256 data signature algorithm.

169



DiskBoss Server Manual Flexense Ltd.

8.1 Secure File Copy Commands

DiskBoss Server provides the user with the ability to configure an unlimited number of secure
file copy commands with each one copying files from one or more input directories on the
source server to a directory on the destination DiskBoss Server. In addition, DiskBoss allows
one to configure multiple secure file copy operations copying files to multiple different
destination DiskBoss Servers.

oo Add New ¥ & File Search Command ...

2 Bt Carmand.. File Synchronization Command ...

@ Execute Command Disk Space Analysis Command ...

“*  File Classification Cornmand ...

K| Set Keyboard Shortcut ...
= Hlsniiinde Duplicate Files Search Command ...

i Create Desktop Shortcut
= e Change File Attributes Command ...

'.';'._'; Copy Command ... 7 Compare Directories Command ...
Rename Command ... £l File Organizing Command ...

& Move Command Up .., M Disk Change Menitering Command ...

w  Move Command Down ... = File Integrity Monitoring Command ..

x| Delete Command ‘= Secure File Copy Command ... I%

=% Secure File Sync Command ...

0% File Copy Command ..,
% File Move Command ...

[%] File Delete Command ...

1 Command Groug ...

In order to add a secure file copy command, press the right mouse button over the commands
view, select the 'Add New - Secure File Copy Command' menu item and specify a unique
command name.

%% Secure File Copy - Command Inputs ? 4

Specify directories or files to process

Input Files and Directories
1 DASCL Database
1 F\Documents
1 FA\Reports

1 AddDir | | =] AddFile Delete | |Use Spedified Inputs w | | & Next Cancel

On the secure file copy command inputs dialog, add one or more source directories or files to
be copied to the destination DiskBoss Server. By default, DiskBoss Server will copy the
specified source directories sequentially, but in order to increase the speed of the secure file
copy operation, the user is provided with the ability scan directories and/or copy files in
parallel using a user-specified number of parallel file copy threads. Once finished adding
source files and directories, press the 'Next' button.
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On the secure file copy 'General' tab, enter the host name or an IP address of the destination
DiskBoss Server to copy files to. In addition, the user needs to specify the DiskBoss user name
and password to login to the destination DiskBoss Server (default is admin/admin). Optionally,
in the case the destination DiskBoss Server is configured to use a custom TCP/IP port (default
is 8094), the user needs to configure an appropriate TCP/IP port number. Finally, the user
needs to specify a directory on the destination DiskBoss Server to copy files to.

“ Secure File Copy ? X
| General [Z] Advanced %' Rules  [¥] Exdude ] Options
DiskBoss Server Host: |5R\.-'ZD 12R2 ‘ Part: | 8094 =
| I |
DiskBoss Server User: |au:|min ‘

DiskBoss Pazsword:

Destination Directory: |T:'|I ‘

[ save Cancel

In order to transfer files, the source DiskBoss Server will connect to the destination DiskBoss
Server using the TCP/IP protocol and the configured TCP/IP port should be open in the
destination server's firewall. Control messages sent from the source DiskBoss Server to the
destination server are always encrypted using the AES-256 encryption algorithm with
dynamically generated random encryption keys unique for each DiskBoss Server. Also, the
user is provided with the ability to encrypt all transferred files using the AES-256 encryption
algorithm with a dynamically generated random encryption key for each transferred file.

% DiskBoss Options ? X
|=1=| General o Options =
— Detect Recursive Directories
Jﬂ} Server Request Admin Scanning Permissions
g [] Process Directory Links and Junctions
I;ﬁ Reports [] Show Protected System Files

[] Show File Scanning Errors
B Advanced [] Show Unknown EXIF Tags
T [] Copy File Attributes
|i-,_—,_i—_; Database [] Copy File Timestamps
. ["1 Copy, Sync System Files and Directories
[ E-Mail | [ Enable Server-Ta-Server File Transfers
=2 L] Send Errors to the System Event Log
EX o b [ Cond aeni S il Tk, Eoce ook § o,

H save Cancel

By default, due to security reasons, server-to-server file transfers are disabled and the user is
required to explicitly enable server-to-server file transfers on the destination DiskBoss Server.
In order to enable server-to-server file transfers, connect to the destination DiskBoss Server
using the DiskBoss client GUI application, press the 'Options' button located on the main
toolbar, select the 'General' tab, enable the 'Server-To-Server File Transfers' option and press
the 'Save' button.
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8.2

Secure File Copy Options

DiskBoss Server provides a large number of secure file copy options allowing one to customize
the secure file copy operation for user specific needs. In order to customize secure file copy
options, select the secure file copy command, press the right mouse button, select the 'Edit
Command' menu item and select the 'Options' tab.

% Secure File Copy ? X

General 2 Advanced % Rules %) Exdude T Options

"-_Sh oW EE-F' rogress

Copy File Attributes

Copy File Timestamps

Compress Transferred Data Blocks
Encrypt Transferred Data Blocks
Verify Transferred Data Blocks

[ save Cancel

Show Copy Progress - this option enables the progress bar for the secure file copy
operation. By default, in order to increase the performance of the secure file copy
operation, the file copy progress bar is disabled. The potential performance impact
depends on the number of copied files. For large file systems containing millions of
files it is recommended to disable the file copy progress bar.

Copy File Attributes - this option enables copy of file attributes. If this option is
disabled, files created in the destination directory will have default file attributes.

Copy File Timestamps - this option enables copy of the creation, last modification
and last access dates for all copied files. If this option is disabled, files copied to the
destination directory will have all timestamps set to the time of the file copy operation.
Compress Transferred Data Blocks - this option enables compression of transferred
files. Depending on the speed of the network and the type of transferred files, it may
be possible to increase the speed of the secure file copy operation and/or reduce the
amount of transferred data. For example, text files and uncompressed bitmap images
are highly compressible and when transferred with the compression option enabled the
actual amount of transferred data may be significantly less than the size of
uncompressed files thus increasing the performance of the secure file copy operation.
On the other hand, JPEG images and compressed archive files are already compressed
and therefore the actual amount of transferred data will be almost the same, but
DiskBoss Server will need to use more CPU resources while trying to compress
uncompressible files. Another point that should be considered is the speed of the
network. When files are transferred over a fast network, the resulting impact may be
not significant, but if files are transferred over a slow network, where the network
speed is the major bottleneck, the resulting impact may be very significant.

Encrypt Transferred Data Blocks - this option enables encryption of transferred
files using the AES-256 encryption algorithm with a dynamically generated random
encryption key for each transferred file.

Verify Transferred Data Blocks - this option enables verification of all transferred
data blocks using the SHA-256 data signature algorithm and retransmission of all
corrupted data blocks. When this option is disabled, DiskBoss Server verifies
transferred data blocks using a simple CRC32 checksum, which is good enough for
reliable networks, but if the user needs to transfer important files through an
unreliable network, it is recommended to enable verification of transferred data blocks
using the SHA-256 data signature algorithm with subsequent retransmission of all
corrupted blocks of data.
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8.3

Secure File Copy Advanced Options

DiskBoss Server is optimized for modern multi-CPU/multi-core platforms, Gigabit Ethernet
networks and RAID storage arrays. The user is provided with a large number of customization
options allowing one to customize the behavior and performance of secure file copy operations
for user-specific needs and hardware configurations.

% Secure File Copy ? x
1] General |4 Advanced & Rules ] Ewdude [ Options
If Dest File Exists: Owverwrite If Source Is Mewer -
Compression Level: Mormal Compression -
Performance Mode: Full Speed -
Ciir Scan Threads: |2 2
]
File Copy Threads: | 2 = |
H save Cancel

File Overwrite Mode - this option provides the following three file overwrite modes:
always overwrite, overwrite if the source file is newer and skip. In the 'Always
Overwrite' mode, DiskBoss copies all source files to the destination directory
overwriting all previously existed files. In the 'Overwrite If Source Is Newer' file
overwrite mode, DiskBoss checks the last modification date for each file already
existing in the destination directory and overwrites the destination file only when the
source file is newer. In the 'Skip' file overwrite mode, DiskBoss just skips all source
files already existing in the destination directory.

Performance Mode - this option provides the ability to intentionally slow down the
secure file copy operation in order to minimize the performance impact on running
production applications. In the 'Full Speed' performance mode, DiskBoss will try to
copy files as fast as possible. In the 'Medium Speed' performance mode, DiskBoss will
try to perform the secure file copy operation at 50% of the maximum possible speed.
In the 'Low Speed' performance mode DiskBoss will try to perform the file copy
operation at 20% of the maximum possible speed.

Dir Scan Threads - this option controls how many parallel directory scanning threads
are used to scan the specified source directories. By default, DiskBoss scans
directories using a single directory scanning thread and it is recommended to increase
the number of parallel directory scanning threads only when copying millions of files
from a number of high-latency network shares.

File Copy Threads - this option controls how many parallel file copy threads are used
to copy files to the destination DiskBoss Server. In order to reach the maximum
possible speed when copying files over a Gigabit network connection, it is required to
use 2-4 parallel file copy threads. Moreover, when copying millions of files over a high-
latency network, in order to mitigate the network latency, it is recommended to
configure the secure file copy operation to use 4-8 parallel file copy threads.
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8.4 Secure File Copy Rules

DiskBoss secure file copy operations provide the ability to copy files matching user-specified
rules. For example, the user is provided with the ability to copy all types of document files
with the file size more than X MB that were modification during the last month. Multiple
different types of file matching rules may be used to precisely select files to be copied.

% Secure File Copy ? *
] General [#] Advanced % Rules [¥] Exdude & Options
Copy Files Matching Criteria £ Add
& Categorized As - Documents, Books and Help Files T
Files With Size More Than 10 MBytes i
&) Files Medified During This Month
And -

] save Cancel

In order to add one or more file matching rules to a secure file copy command, open the
command options dialog, select the 'Rules' tab, press the 'Add' button, select a rule type and
enter all required parameters. During the file copy process, DiskBoss will select files using the
specified file matching rules and copy files matching the rules to the destination directory.

%, Advanced File Search Criteria ? x

Select Advanced File Search Criteria s

] Search Files Containing Text
Search Files With the File Size
== Search Files With File Attributes
Search Files Containing HEX Pattern
Search JPEG Images With EXIF Tag
Search Files With the File Mame "

]

=

[
Mot Categorized Az + |Images, Pictures and Graphic Files & Select ...

Categorized As
Mot Categorized As o

ok Cancel

In addition to positive file matching rules allowing one to copy specific types of files, the user
is provided with negative file matching rules capable of excluding files by the file type, size,
last modification date, etc. For example, in order to exclude all types of images from the file
copy process, add a file matching rule to process files 'Not Categorized as Images' to the
secure file copy command.
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8.5 Secure File Copy Exclude Directories

Sometimes, it may be required to exclude one or more subdirectories from a secure file copy
operation. In order to exclude one or more directories, open the secure file copy options
dialog, select the 'Exclude' tab and add directories that should be excluded from the secure file
Copy process.

= Secure File Copy ? x

41 General |4 Advanced % Rules Z) Exdude [ Options

Exclude Directories

1 DASOL Database\Backup
1] SCOMTAINS Snapshots Add

[+

L

Del

H save Cancel

In addition to the ability to exclude individual directories, DiskBoss provides a number of
exclude directories macro commands allowing one to exclude multiple directories using a
single macro command.

« $BEGINS <Text String> - excludes directories beginning with the specified string.

e $CONTAINS <Text String> - excludes directories containing the specified string.

« $ENDS <Text String> - excludes all directories ending with the specified string.

* $REGEX <Regular Expression> - excludes directories matching the specified
regular expression.

« $DIRLIST <File Name> - this macro command excludes all directories listed in the
user-specified text file.

*+  S$FILELIST <File Name> - this macro command excludes all files listed in the user-
specified text file.

For example, the exclude macro command '$CONTAINS Temporary Files' will exclude all
directories with 'Temporary Files' at any place in the full directory path and the exclude macro
command '$REGEX \.(TMP|TEMP)$' will exclude directories ending with '."TMP' or '."TEMP'.
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8.6 Secure File Copy Command Line Utility

In addition to the DiskBoss client GUI application, DiskBoss Server provides a command line
utility allowing one to perform secure file copy operations from a source DiskBoss Server to a
destination DiskBoss Server. The DiskBoss command line utility is located in the '<Install
Dir>/bin' directory.

Command Line Syntax:

diskboss -scopy —dir <Source 1> [ ... <Source X> ] -host <Host Name> —-dest <Directory>
Executes a secure file copy operation with the specified command line parameters.
diskboss -execute <Preconfigured Secure File Copy Command>

Executes a preconfigured secure file copy operation.

Required Parameters:

—dir <Source> -host <Destination Host> -dest <Destination Directory>

At least one source file or directory, destination server host name or an IP address and a
destination directory should be specified. In order to ensure proper parsing of command line
arguments, directories and file names containing space characters should be double quoted.

Optional Parameters:
-compress - This option enables compression of transferred data blocks.

-encrypt - This option enables encryption of transferred data blocks using the AES-256
encryption algorithm with a dynamically generated random encryption key for each
transferred file.

-verify - This option enables verification of all transferred data blocks using the SHA-256 data
signature algorithm and retransmission of corrupted data blocks.

-streams <Parallel File Copy Streams> - This parameter specifies the number of
simultaneous file copy streams.

-time - This parameter enables copy of the creation, last modification and last access dates
for all copied files. If this parameter is not specified, all files copied to the destination directory
will have timestamps set to the time of the copy operation.

-overwrite_mode <File Overwrite Mode> - This option specifies the file overwrite mode,
which may be set to one of the following values:

« overwrite - in this mode DiskBoss always overwrites existing destination files
¢ new - in this mode DiskBoss overwrites destination files if the source file is newer
« skip - in this mode DiskBoss skips all files already existing in the destination directory

-port <Port Number> - This parameter specifies the destination DiskBoss Server TCP/IP port
number to connect to. If this parameter is not specified, DiskBoss will try to connect to the
default TCP/IP port 8094. The port should be open in the destination server's firewall.

-user <DiskBoss Server User Name> - This parameter specifies the user name to login to the
destination DiskBoss Server. If this parameter is not specified, DiskBoss will use the default
(admin) user name.

-password <DiskBoss Server Password> - This parameter specifies the password to login to

the destination DiskBoss Server. If this parameter is not specified, DiskBoss will use the
default (admin) password.
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8.7 Secure File Copy Performance

DiskBoss is optimized for modern multi-CPU and multi-core systems and is capable of
performing secure file copy operations using a number of parallel file copy threads in order to
maximize the performance of secure file copy operations over fast Gigabit Ethernet networks
and when copying large amounts of data to/from enterprise storage systems and SSD disks.

. Secure File Copy ? *

[ General [Z] Advanced & Rules ) Exdude [ Options

If Dest File Exists: Overwrite If Source Is Newer -

Compression Level: .Normal .Cmpression -

Performance Mode: ;Full Speed - |
r . ahy

Dir Scan Threads: ‘2 :
| File Copy Threads: ‘ 2 :

:HSa\re | Cancel |

In order to customize performance tuning options, open the secure file copy command options
dialog, select the 'Advanced' tab and specify the number of parallel directory scanning threads
and the number of parallel file copy threads. When copying millions of files from a number of
high-latency network shares, it is recommended to increase the number of parallel directory
scanning threads to the number of processed network shares.

Secure File Copy Performance (MB/Sec)
100

1 Thread 2 Threads 4 Threads 6 Threads

Parallel File Copy Threads

DiskBoss - www.diskboss.com

In order to maximize the performance of secure file copy operations over Gigabit Ethernet
networks, it is recommended to use 2-4 parallel file copy threads. Moreover, in order to
mitigate the network latency when copying millions of files via a high-latency network, it is
recommended to use 4-8 parallel file copy threads. For example, when copying a set of large
files over the Gigabit Ethernet network, DiskBoss secure file copy operations can reach up to
60 MB/sec for a single file copy thread, 86 MB/sec for 2 file copy threads, 92 MB/sec for 4 file
copy threads and 98 MB/sec when copying the same set of files using 6 parallel copy threads.
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When the user enables encrypted data transfers for a secure file copy command, DiskBoss
encrypts all transferred data blocks using the AES-256 encryption algorithm with a
dynamically generated random encryption key for each transferred file. Encryption requires
additional CPU resources and therefore negatively impacts the performance of secure file copy
operations making it even more important to use a number of parallel file copy threads, which
will use multiple CPUs to encrypt transferred data blocks.

Secure File Copy Performance With Encryption (MB/Sec)
100

1 Thread 2 Threads 4 Threads 6 Threads
Parallel File Copy Threads

DiskBoss - www.diskboss.com

For example, when the same set of files is transferred with the AES-256 encryption enabled,
the secure file copy operation reaches 36 MB/Sec with a single file copy thread, 58 MB/Sec
with 2 parallel file copy threads, 75 MB/Sec with 4 parallel file copy threads and 92 MB/Sec
when the same set of files is copied using 6 parallel file copy threads.

Secure File Copy Performance With Compression (MB/Sec)
100

1 Thread 2 Threads 4 Threads 6 Threads
Parallel File Copy Threads

DiskBoss - www.diskboss.com

Another useful option provided by DiskBoss is the ability to compress all transferred files. The
actual amount of transferred data depends on the type of transferred files. For example, text
files and uncompressed bitmap images are highly compressible and therefore for such types of
files the actual amount of transferred data will be significantly less that the size of
uncompressed files thus increasing the performance of the secure file copy operation
especially when copying files over a slow network connection. On the other hand, JPEG images
and compressed archive files are already compressed and therefore the actual amount of
transferred data will be almost the same, while additional CPU resources will be used to
compress the transferred data blocks negatively impacting the performance of the secure file
copy operation especially when copying files over a fast network connection.
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9 File Copy and Data Migration Operations

9.1 Copying Files Using DiskBoss GUI Application

DiskBoss provides a large number of advanced file copy and data migration capabilities
allowing one to copy vast amounts of files fast, efficiently and reliably. DiskBoss allows one to
copy files including access control lists (ACLs), security attributes, ownership information,
timestamps and file attributes. In addition, the user is provided with a large number of flexible
file copy performance tuning and fault tolerance options allowing one to copy data at various
speeds, recover failed copy operations and minimize the potential impact on running
production systems.

& Copy 4 x

3 Directories and 6 Files Selected For Copy

Select Files and Directories te Copy
1 D:ANSIS\Bin :
1 DANSIS\Docs | EBl|
1 DAMSIS\Exarmnples

Fr\NSIS | fiss i i o |

Destination:

=:] Advanced Options ...

In order to start a simple file copy operation, select one or more files or directories in the
DiskBoss file navigator, press the right mouse button and select the 'Copy Files To' menu item.
If you wish to perform a regular copy operation using default parameters, just press the 'Copy'
button and wait for the file copy operation to complete. During the file copy process, DiskBoss
will display the copy progress dialog showing the total number of copied files, the total amount
of copied disk space and the file copy performance.

Copy
Operation In Progress, Please Wait ...
Status Value
| Total Dirs "
= Total Files in
= Total S5pace 1.77 GB
0% Copied Files 247
= Copied Space 1.48 GB
&) Process Time 4,51 Sec
“® Performance 55 Files/Sec, 334.4 MB/Sec
Errors o
[
LJ Continue m Pause E Stop | [Full Speed 5| Errors Hide

Copying vast amounts of data may require significant amounts of time. Sometimes, in order to
perform an urgent operation, it may be required to temporary pause a long-running data
migration operation. Press the 'Pause' button to temporary suspend an ongoing file copy
operation and then press the 'Continue' button to resume the f operation. Press the 'Stop'
button to cancel an ongoing file copy operation.
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When copying files from/to protected operating system directories or running production
systems, some copy operations may fail due to one or more files locked by the operating
system or other running applications. By default, DiskBoss logs non-critical errors in the
operation log, which is accessible by pressing the 'Errors' button, and continues the file copy
operation. In addition, DiskBoss Server provides the user with advanced fault-tolerance and
recovery options allowing one to retry failed copy operations after a designated period of time.

% File Copy Options ? >

General
I: Advanced

I Rules

—
& | Exclude

Show Copy Progress

Copy File Attributes

Copy File Timestamps

[] Copy User/Group Security Descriptor

[] Copy Discretionary Access Control List (DACL)
[] Copy System Access Control List (SACL)

[] Disable Buffering For Large Files

[] Enable File Write Through

Verify Files After Copy

Ok Cancel

Frequently used file copy and data migration operations may be pre-configured as user-
defined commands, customized for user-specific needs and executed in a single mouse click
using the DiskBoss client GUI application. In addition, DiskBoss Server provides a command
line utility allowing one to execute user-defined file copy commands from batch files and shell
scripts or schedule periodic file copy operations using a general purpose command scheduler.

Add New P & FileSearch Command ...

Edt Caniimanid . File Synchronization Command ...

& Execute Command .. Disk Space Analysis Command ...

#  File Classification Cormand ...
®| Set Keyboard Shortcut ...
—= A Duplicate Files Search Command ...

4 Create Desktop Shortcut
& IEREC SRR Shen el Change File Attributes Command ...

L Copy Command ...

Rename Command ...

Move Command Up ...

Compare Directories Command ...

File Organizing Command ...

Disk Change Monitaring Command ...

w  Move Command Down ... & File Integrity Menitoring Command ...

(%] Delete Command & Secure File Copy Command ...

¥ Secure File Sync Command ...

File Copy Command ... [%

File Move Command ...

File Delete Command ...

1 Coemmand Group ...

In order to pre-configure a user-defined file copy command, select the 'Commands' tool pane,
press the right mouse button over the tool pane, select the 'Add New - File Copy Command'
menu item and specify a command name. On the file copy command dialog, select input files
or directories to be copied and specify one or more destination directories. Once finished
configuring the file copy command, press the 'Save' button. Now, the pre-configured file copy
command will appear in the 'Commands' tool pane. In order to execute the pre-configured file
copy command, click on the command item in the 'Commands' tool pane.
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9.2 Advanced File Copy and Data Migration Options

In order to open the advanced file copy options dialog, press the 'Advanced Options' button
located on the file copy dialog. The file options dialog consists of the 'General' tab, 'Advanced'
tab, 'Rules' tab, 'Exclude’ tab, 'Options' tab and 'Miscellaneous' tab.

The 'General' tab provides the user with the ability to optimize file copy and data migration
operations for user-specific storage configurations and performance requirements. DiskBoss is
optimized for multi-core/multi-CPU computers and advanced RAID storage systems and
capable of copying files using multiple, parallel file copy threads. During runtime, DiskBoss
analyzes copied files and applies different scheduling policies for different types of files thus
maximizing the file copy performance and minimizing the copy time. In order to speed up the
file copy process, use multiple copy threads when copying files between multiple physical hard
disks or enterprise storage systems.

% File Copy Opticns ? x
: [=| General File Overwrite Mode: Always Overwrite Existing Files -

I - I Ldvanced
File Copy Mode: Fault-Tolerant File Copy Mode -

r‘:' Rules
e ‘erification Mode: Compare SHA-256 Signature -
A | Exclude
| =] Options Performance Mode: Full Speed -
= | Misc File Copy Threads: 4 <
Ok Cancel

+ File Overwrite Mode - DiskBoss provides four different file overwrite modes. By
default, DiskBoss will overwrite all existing files. In addition, the user is provided with
the ability to skip all existing files, overwrite existing files if the source file is newer or
generate a unique file name for each existing destination file.

+ File Copy Mode - The user is provided with four different file copy modes. In the
'Automatic’ file copy mode, DiskBoss will automatically select an appropriate file copy
mode depending on the file size, location and disk type. In the 'Regular' file copy
mode, DiskBoss fill perform a simple, buffered file copy operation. In the 'Fault-
Tolerant' file copy mode, DiskBoss will first copy the source file to the destination
directory with a temporary file name and only after a successful file copy operation
previously existed destination file will be overwritten. In the 'Operating System Native'
file copy mode, DiskBoss will use the built-in file copy function provided by the
operating system.

* Verification Mode - DiskBoss allows one to verify each file after completing the file
copy operation. When the file copy verification option is enabled, DiskBoss will reread
each copied file and verify that the destination file is identical to the source file.
DiskBoss provides a number of file copy verifications modes including: MD5, SHA-1,
SHA-256, BLAKE2-S, BLAKE2-B signatures and CRC-32/CRC-64 check sums.

« Performance Mode - Sometimes, it may be required to intentionally slow down a file
copy operation in order to save resources and minimize the potential impact on
running production applications. By default, DiskBoss copies files at the full speed, but
the user is provided with the ability to copy files at 'Medium' and 'Low' speeds.

* File Copy Threads - DiskBoss is capable of performing multiple parallel file copy
operations using multiple file copy threads. This can significantly increase the
performance of file copy operations especially when copying large numbers of files
between multiple disks, NAS storage devices or enterprise storage systems.

181



DiskBoss Server Manual Flexense Ltd.

The 'Options' tab allows one to control the file copy progress bar, file attributes, timestamps,
security descriptors, I/0 buffering and file copy verification capabilities.

“* File Copy Options ? et

[ =] Show Copy Progress
:E| General Copy File Attributes

. Copy File Timestamps
L= [] Copy User/Group Security Descriptor
p [] Copy Discretionary Access Control List (DACL)
i [[] Copy System Access Control List (SACL)
L= [] Disable Buffering For Large Files

j Bcluce [] Enable File Write Through
B Options Werify Files After Copy
=al Misc

Ok Cancel

« Show Copy Progress - this option allows one to enable/disable the progress bar on
the file copy process dialog. Disabling the progress bar when copying large amounts of
files will result in better performance and significantly shorter copy times.

* Copy File Attributes - this option instructs DiskBoss to copy file attributes from
source files to destination files. If this parameter is not set, all files will be created with
default file attributes.

« Copy File Timestamps - this option instructs DiskBoss to copy the file creation, last
modification and last access dates. If this parameter is not set, all time stamps will
have the create and last modification date set to the date of the file copy operation.

e Copy User/Group Security Descriptor - this parameter instructs DiskBoss to copy
the file ownership information from source files to destination files. This option
requires the user to have the administrative privileges.

« Copy Discretionary Access Control List (DACL) - this parameter instructs
DiskBoss to copy the discrete access control list (DACL) from source files to
destination files. This option requires the user to have the administrative privileges.

e Copy System Access Control List (SACL) - this parameter instructs DiskBoss to
copy the security control list (SACL) from source files to destination files. This option
requires the user to have the administrative privileges.

 Disable Buffering For Large Files - this option allows one to copy files directly from
the source file to the destination file without copying data to the operating system I/0
buffers. This option should improve the performance of file copy operations when
copying large files, but it is not supported on older operating systems such as
Windows XP and Server 2003.

« Enable File Write Through - this option allows one to copy files using the RDMA
protocol. This option should improve the performance of file copy operations when
copying large files, but it is not supported on older operating systems such as
Windows XP and Server 2003.

* Verify Files After Copy - this parameter instructs DiskBoss to verify each file after
completing the file copy operation. When this parameter is set, DiskBoss will reread
each copied file and verify that the destination file is identical to the source file.
DiskBoss provides a number of file copy verification modes including: MD5, SHA-1,
SHA-256, BLAKE2-S, BLAKE2-B signatures and CRC-32/CRC-64 check sums.
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9.3 Copying Specific Types or Categories of Files

Sometimes, it may be required to copy specific types or categories of files according to one or
more user-specific criteria. For example, for backup purposes, the user may need to copy all
types of image files that were modified during the last month. DiskBoss Server provides the
ability to configure one or more file matching rules allowing one to select files by the file
name, directory, file type, category, file size, file attributes, creation, last modification and last
access dates, user name, etc. During the file copy process, DiskBoss will evaluate all files
using the specified file matching rules, copy files matching the rules and skip all other files.

% File Copy Opticns ? >
E General Copy Files Matching Criteria o0 Add
& Categorized As - Images, Pictures and Graphic Files s
@ Advanced Files With Size More Than 10 MBytes e
& Files Medified During This Month
W Rules

! Misc —

Ok Cancel

In order to add one or more file matching rules, open the file copy command dialog, press the
'Advanced Options' button, select the 'Rules' tab and press the 'Add' button. Select an
appropriate rule type and specify all the required parameters. The user is provided with the
ability to combine multiple different types of file matching rules allowing one to precisely
select which files to copy and which files to skip from the file copy process.

% Advanced File Search Criteria ? X

Select Advanced File Search Criteria )

| Search Files Containing Text

Search Files With the File Size

Search Files With File Attributes

Search Files Containing HEX Pattern

# Search JPEG Images With EXIF Tag

*| Search Files With the File Mame v

Mot Categorized Az« |Ard'|ive. Backup and Disk Image Files & Select ...
Categorized As k

""" k ok Cancel

In addition to positive file matching rules allowing one to select which types of files to copy,
the user is provided with negative file matching rules capable of excluding specific types of
files from the file copy process. For example, in order to exclude all types of archive and
backup files from the file copy process, add a file category rule, select the 'Archive and Backup
Files' file category and then select the negative 'Not Categorized' rule operator. In general,
almost all types of file matching rules provide positive and negative operators allowing one to
easily construct sophisticated file matching rules capable of precisely select which files to copy
and which files to exclude from the file copy operation.
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9.4 Controlling the Speed of File Copy Operations

When copying a large number of files, the file copy operation make take a very considerable
amount of time. If the user needs to quickly perform another operation, it may be very useful
to temporary slow down the running file copy operation, perform the urgent task and then
resume the file copy operation at the full speed. DiskBoss provides the ability to dynamically
change the speed of running file copy operations.

Copy
Operation In Progress, Please Wait ...
Status Value

1 Total Dirs 19

= Total Files B0

= Total Space 3.54 GB

0% Copied Files 542

= Copied Space 3.23 GB

& Process Time 10.86 Sec

# Performance 30 Files/Sec, 303.1 MB/Sec

1 Errors 0

-

i Contirue | [0 Pause | | [5] Stop | [Full Speed - Errors Hide
Full Speed
Medium Speed

In order to change the speed of a running file copy operation, open the file copy process
dialog, click on the 'Speed' combo box and select an appropriate file copy performance mode.
The 'Full Speed' mode uses all the available disk speed. The 'Medium' speed mode tries to use
approximately 50% of the available disk speed. The 'Low' speed mode tries to use
approximately 20% of the available disk speed.

. File Copy Options ? Pt
ﬁ General File Cverwrite Mode: | Always Overwrite Existing Files - |
B Advanced

File Copy Mode: Active File Copy Mode -
ET{? Rules )
z verification Mode: Compare SHA-256 Signature -
B | Bxclude )
E Options Performance Mode: Full Speed -
Full Speed
! Misc File Copy Threads: Medium Speed
Ck || Cancel

When files should be copied to/from a running production system, it may be necessary to pre-
configure a file copy command to intentionally slow down all file copy operations. In order to
set the default performance mode for a pre-configured file copy operation, open the file copy
command dialog, press the 'Advanced Options' button, select the 'Advanced' tab and select an
appropriate file copy performance mode.
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9.5 Excluding Subdirectories from the File Copy Process

Sometimes, it may be required to exclude one or more subdirectories from the file copy
process. For example, if you need to copy all files from a disk excluding one or two special
directories, you may specify the whole disk as an input directory and add the directories that
should be skipped to the exclude list.

. File Copy Options 7 e
i': =| General Exclude Directories
] 1 DANSIS\Backup e
| 2| Advanced 1] SCONTAINS Snapshots i
‘i‘_" Rules Add
8 || Exclude
==
= Options |-_.J
e Del
|'I | Misc
Ok Cancel

In order to add one or more directories to the exclude list, open the file copy command dialog,
press the 'Advanced Options' button, select the 'Exclude' tab and press the 'Add' button. All
files and subdirectories located in the specified exclude directory will be excluded from the file
copy process. In addition, advanced users are provided with a humber of exclude directories
macro commands allowing one to exclude multiple directories using a single macro command.

DiskBoss provides the following exclude directories macro commands:

« $BEGINS <Text String> - this macro command excludes all directories beginning
with the specified text string.

+ $CONTAINS <Text String> - this macro command excludes all directories
containing the specified text string.

« $ENDS <Text String> - this macro command excludes all directories ending with the
specified text string.

* $REGEX <Regular Expression> - this macro command excludes directories
matching the specified regular expression.

« $DIRLIST <File Name> - this macro command excludes all directories listed in the
user-specified text file.

e S$FILELIST <File Name> - this macro command excludes all files listed in the user-
specified text file.

For example, the exclude macro command '$CONTAINS Temporary Files' will exclude all

directories with "Temporary Files' in the full directory path and the exclude macro command
'$REGEX \.(TMP|TEMP)$' will exclude directories ending with '.TMP' or '.TEMP'.
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9.6 Copying Files to Multiple Destination Directories

DiskBoss provides the ability to copy files to a number of destination disks, directories or
network shares allowing one to easily distribute files to a large number of servers or virtual
machines through the network. In the simplest case, open the file copy command dialog and
press the 'Add' button located on the right side of the destination directory entry.

* Copy Data ? >

3 Directories Selected For Copy

Select Files and Directories to Copy | =k

1 D:i\acmega —
| Di\scadiag [ EE]
| Di\scomp —
|

Destination: |'|,'|,ﬂexsru'\da13

Cestination: | \lnas-srv'\data

::| Advanced Options ... | |Process Spedfied Inputs - | save Cancel

DiskBoss will create an additional entry allowing one to specify a second destination directory.
Press the 'Add Destination Directory' button again and DiskBoss will create one more
destination directory entry. Press the 'Delete' button located on the right size of a destination
directory entry, to remove the destination directory.

% Copy Data ? *

3 Directories Selected For Copy

Select Files and Directories to Copy
1 Dihacmega .
1 Dihscadiag |_—_|
1 D\scomp —
@]
Select Destination Directories CH
1 Wiflexsrvidata =
1 \\nas-srvidata |_ H
£ Add.. |: :
-] Load. I% =
i Advanced Options ... | |1 . P ~ | | [ save Cancel
(%] Delete
Delete All

If the user needs to distribute files to tens or hundreds of servers or virtual machines, it may
be more effective to load a list of destination directories from a text file. In order to load
destination directories from a text file, press the 'Add Destination Directory' button three times
until the individual directory entries will be replaced with a list of destination directories, press
the right mouse button over the list of destination directories, select the 'Load' menu item and
specify the name of the text file to load destination directories from. The text file should
include a list of destination directories in the plain text format with one directory per line.
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9.7 Schedule Periodic File Copy Operations

In addition to the ability to perform manual file copy operations using the DiskBoss GUI
application, the user is provided with a server-based product version, named DiskBoss Server,
which runs in the background as a service and allows one to schedule periodic file copy
operations. First of all, start the DiskBoss Server client GUI application, press the 'Add' button
located on the main toolbar and select the 'Add - File Copy Command' menu item.

. DiskBoss Client - [m] X
File  Cemmand Tools Help
s = ' - - =l = = =
&\ = % 8 H & & =
Start add Delete Server  Network  Reports  Jobs Tasks Connect SMART  Options
#  Disk Space Analysis Command .. tart Data Status

Duplicate Files Search Command ...
#  File Classification Command ...

£, File Search Command ...

Change File Attributes Command ...
Compare Directories Command ...
#  File Synchronization Command ...

File Organizing Command ...

Disk Change Monitering Command ...

File Integrity Menitoring Command ..

% Secure File Copy Command ..

4 Secure File Sync Command ...

i+ File Copy Command ... %
Date Eie oy Cofdinl = Disk Space Monitor  Total Free Status
@ 22/Apy; [¥] File Delete Command ... @ 38.69 GB 213768 Mormal
@ A 4000GE  3354GE  Normal
1 Command Group ... @ o\ 10.03 GB 9.95GB Mormal
\) S\ 10.00 GB 9.88 GB Mormal
@ T\ 9.97 6B 6.18GB Normal
@ I\ B0.00GE  67.68GB  Normal
@ Connected To: localhost Mo Pesiodic Jobs Mo Active Tasks

Enter a command name, specify a number of input files or directories that should be copied,
specify one or more destination directories and press the 'Save' button. Now, press the 'Jobs'
button located on the main toolbar and press the 'Add' button to add a new periodic job. The
periodic job dialog allows one to define one or more periodic schedules and one or more pre-
configured analysis or file management commands to execute.

# Daily Data Copy Job [é X

Setup Periodic Job Triggers and Commands to Execute

Periodic Job Triggers ik

Every Sunday at: 02:00 =
Every Wednesday at: 03:00 =

Comrnands Description CH

7% CopyData File Copy Command =
=

- Execute Commands Sequentially ~ | | & Normal Priority Ej Save Cancel

Press the 'Add' button located on the right side of the top view to add a periodic job trigger.
The user is provided with a number of hourly, daily and weekly periodic scheduling options
allowing one to easily define the desired schedule. Once finished configuring periodic job
triggers, press the 'Add Command' button located on the right side of the bottom view to add
one or more pre-configured DiskBoss commands to be executed according to the specified
schedule. DiskBoss allows one to execute multiple file copy commands in each periodic job and
provides the ability to specify how to execute these commands: sequentially or in parallel.
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9.8 Monitor Disk Changes and Copy Files in Real-Time

DiskBoss Server provides the ability to monitor a disk or directory and automatically copy
newly created files to one or more destination directories. The user can just drag-and-drop
files into the monitored directory and all files will be automatically copied to the required
destination directories. In order to setup a disk change monitoring command, open the
DiskBoss Server client GUI application, press the 'Add' button located on the main toolbar and
select the 'Disk Change Monitoring Command' menu item.

. DiskBoss Client - O X
File Command Tools Help
) = - : =
&l E % 2 B R 3 8
Start Add Delete Server Network Reports Jobs Tasks Connect SMART Options
#  Disk Space Analysis Command ... tart Data Status
= % Duplicate Files Search Command ...
No Files Idle
#  File Classification Command ..
£, File Search Command ...
Change File Attributes Command ...
{ Compare Directories Command ...
#  File Synchronization Command ...
| File Organizing Command ...
&, Disk Change Menitering Command ... Q
=, File Integrity Manitering Command ..
. Secure File Copy Command ..
£ Secure File Sync Command ...
File Copy Command ...
hile-Move Command.~ Disk Space Monitor  Totel Free Status
File Delete Command ... @ 3BHOGE  2137GB Normal
@ DA 4000GB  3354GB  Normal
(1 Command Group .. @ 03 1003GB  985GB Normal
@ 5\ 1000GE  928GE Nermal
@ T 997 GB 6.18GE Nermal
@ S00GE  67.68GB  Normal
@ Connected To: localhost | No Periadic Jobs No Active Tasks

Enter a command name and specify a disk or directory to monitor. On the disk monitor options
dialog, select the 'Actions' tab, enable disk monitoring actions and specify the number of disk
changes to trigger the actions. Now, enable the 'Execute DiskBoss Command' action and select
the pre-configured file copy command to be executed when the user-specified number of disk
changes are detected.

¥ Disk Change Menitor 7 x
i =| General Execute Actions Every: |1D Changes = | | -_|
F Rules
== [ send E-Mail Motification To:

& | Exclude
[ Execute DiskBoss Command: |C0py Data
Pl Actions
[ Execute Custom Command:
[} Save HTML Report -
Begin Monitoring on Computer Startup H Sawve Cancel

Once finished configuring the disk change monitoring command, select the command in the
commands view, press the right mouse button and select the 'Start Command' menu item.
DiskBoss Server will monitor changes in the specified disk and execute the selected file copy
command. The DiskBoss client GUI application may be closed and the DiskBoss service will
continue to run in the background, monitor the specified disk or directory and execute the
selected file copy command fully automatically.

188



DiskBoss Server Manual Flexense Ltd.

9.9 Copying Files Using the DiskBoss Command Line Utility

In addition to the DiskBoss client GUI application, DiskBoss Server provides a command line
utility allowing one to perform file copy operations from batch files and shell scripts. The
DiskBoss command line utility is located in the '<ProductDir>/bin' directory.

Command Line Syntax:

diskboss -copy —dir <Source 1> [ ... <Source X> ] —dest <Destination> [ <Options> ]

diskboss -move —-dir <Source 1> [ ... <Source X> ] —dest <Destination> [ <Options> ]
diskboss -execute <File Copy Command Name>

Parameters:

—dir <Source> -dest <Destination Directory>

At least one source file or directory and a destination directory should be specified. In order to
ensure proper parsing of command line arguments, directories and file names containing
space characters should be double quoted.

Options:

-verify - This parameter enables verification of copied files.

-streams <StreamCount>

This parameter specifies the number of simultaneous file copy streams.
-overwrite_mode <OverwriteMode>

This parameter specifies the file overwrite mode: overwrite, overwrite_if _newer or skip.
-copy_dacl - This parameter instructs to copy files' access control lists (DACL).
-copy_sacl

This parameter instructs to copy files' security control lists (SACL).

-copy_owner

This parameter instructs to copy files' user/group information.

-copy_time

This parameter instructs to copy files' last access/write/creation times.

-copy_attr

This parameter instructs to copy files' read-only/system/hidden attributes.

-copy_all

This parameter instructs to copy files' ACL, ownership, times and attributes.

-v

This command shows the product’s major version, minor version, revision and build date.
-help

This command shows the command line usage information.
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10 Rule-Based File Organizing
10.1 Organizing Files in a Disk or Directory

DiskBoss Server provide the ability to automatically organize and manage files according to
user-specified rules and policies. DiskBoss allows one to configure one or more conditional file
management operations such as the file copy, move, delete, link, compress or a user-custom
command and execute these file management operations on files matching user-specified
rules based on the file name, extension, type, category, size, user name, creation, last access
or last modification date, text or binary patterns, etc.

£ Organize Files ? g

Configure One or More File Organizing Commands ...

Command Mame Conditicns  Action
L% Backup Recentry Modified Documents 2 Copy To: Zhbackup
2% Archive Old Unused Documents 2 Compress and Copy To: Z\archive
[¥] Delete Temporary Files 1 Delete
o4 Add Edit Delete 13| Advanced Options ... ['_'j] Save Cancel

For each file organizing command, the user is provided with the ability to specify a number of
disks, directories and network shares to process, configure an unlimited number of conditional
file management actions with each one performing a specific file management operation on
files matching one or more user-specified rules. During runtime, DiskBoss will scan the
specified disks, directories and network shares, evaluate all files using the user-specified rules
and execute configured actions on files matching the rules.

% Organize Files [m] X

6903 Files, 1.26 GB - Selected For File Organizing

Operation File Mame

Copy To: Z\backup Dihacmegatdociusability_testing\Corporate Usability Maturity- Stages ...
Copy To: Zbackup Dhacmegatdociusability_testing\Durability of Usability Guidelines (Jak...
Copy To: Z\backup Dihacmegatdociusability_testing\Quantitative Studies- How Many Use...
o Copy To: Zhbackup D:\acmegatdociusability_testing'\Traffic Log Patterns (Jakob Mielsen's ...
5 Copy To: Zihbackup Diacmegatdociusability_testing'\Usability Testing With 5 Users (Jakob ...
y Copy To: Z\backup Diacmegatdociverity’ 20041019_MKOB48_ClassTaxmyYou.pdf
Compress and Copy To: Zharchive Df\acmega'graphics\art\applianceFWA-3700-01_B.jpg
| Compress and Copy To: Z\archive D:\acmega\graphics\art\appliance\nsal046-1jpg
| Compress and Copy To: Zharchive  D:\acmega'\graphics\art\appliance\nsa2067-1jpg
| Delete Dihacmega\graphicshart\appliance\ Thumbs.db
2} Compress and Copy To: Zharchive Di\acmega\graphics\artihandshake\goodihandshaked jpg

i Compress and Copy To: Zharchive  D:\acmega\graphics\art\handshake\goodihandshake7 jpg v

[ save |7 Select ::| Options 20832 Files, 6.31GB | Execute Stop Close

By default, DiskBoss organizes files with a preview display allowing one to review and
manually confirm each specific file organizing action before execution. Once a file organizing
operation is fully tested and verified, the file organizing command may be configured to be
executed without the preview display in a fully automatic mode. In addition to the ability to
execute file organizing operations manually, DiskBoss Server provides the ability to schedule
periodic file organizing operations and/or real-time file organizing operations triggered
automatically after each X disk changes according to user-specific needs and requirements.
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10.2 Configuring File Organizing Commands

In order to add a new file organizing command, press the right mouse button over the
commands view and select the 'Add New - File Organizing Command' menu item. On the
command name dialog, enter a unique command name and press the 'Ok’ button. A number of
different file organizing commands may be added to the DiskBoss configuration pre-configured
to process different disks and directories and perform various file management operations.

Add New F A& FileSearch Command ...

Fiit Cormpane .. File Synchronization Command ...

@  Execute Command Disk Space Analysis Command ...

*#*  File Classification Command ...

*|  Set Keyboard Shortcut ..,
- 2 i Duplicate Files Search Command ...

i Create Desktop Shortcut
& P R ey Change File Attributes Command ...

5 Copy Command ... & Compare Directories Command ...
Rename Cornmand ... i File Organizing Command ... [%
& Move Command Up ... 2 Disk Change Menitoring Command ...
w  Move Command Down ... =, File Integrity Monitoring Command ..
#] Delete Command # Secure File Copy Command ...

= Secure File Sync Command ...

File Copy Command ...

File Move Command ...

[%] File Delete Command ...

1 Command Group ...

On the file organizing command inputs dialog, add one or more disks, directories or network
shares to process. During the file organizing process, DiskBoss will scan the specified disks
and directories, evaluate the user-specified file matching rules and execute configured actions
on files matching the rules.

£ Organize Files - Command Inputs 4 X

Specify directories or files to process

Input Files and Directories
[ by
=T,
5] S\
) AddDir | | [+ AddFile Delete | | Use Spedfied Inputs | | 3 Next Caricel

By default, DiskBoss will scan the specified disks and directories sequentially. But, for huge file
systems containing a large number of directories and millions of files, DiskBoss provides the
ability to perform parallel directory scanning and file management operations using a humber
of parallel threads. In order to configure parallel directory scanning and file management
operations, open the file organizing options dialog, select the 'General' tab and specify how
many parallel threads to use to scan directories and how many parallel threads to use to
perform file management operations. Once finished configuring input disks and directories,
press the 'Next' button.
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The file organizing actions dialog, provides the ability to add a number of file organizing
actions with each one configured to perform a specific file management operation on files
matching one or more user-specified rules. in addition, the file organizing actions dialog,
allows one to edit previously configured file management actions and customize advanced file

organizing options.

# Organize Files ? X
Configure One or More File Organizing Commands ...
Command Mame Conditions  Action
(7% Backup Recentry Modified Documents 2 Copy To: Zhbackup
2¢ Archive Old Unused Documents 2 Compress and Copy To: Z\archive
%] Delete Temporary Files 1 Delete
o1 Add Edit Delete 2| Advanced Options ... [ save Cancel

In order to add a conditional file management action, press the 'Add' button, select the file
management operation to perform and add one or more file matching rules specifying on
which files to perform the selected file management operation. During runtime, DiskBoss will
evaluate files using the specified file matching rules in the same order as file organizing
actions are configured in the file organizing command. When a file is matched by a conditional
file organizing action, DiskBoss will execute the associated file management operation on the
file and skip evaluation of remaining conditional file organizing actions.

2% File Organize Dialog - Archive Old Unused Documents 7 =

Archive Old Unused Documents

2! Compressand Move To. = |2: \archive Options
|

# Copy Files To
Move Files To

Delete Files atching Criteria 0oy Add
'H,J Execute Command ts, Books and Help Files
& Move and Link To 3 Years Ago Delete
% Compress
?_f Compress and Copy To And =

Compress and Move To

[ save Cancel

DiskBoss provides the following conditional file organizing actions:

« Copy Files To - copies matching files to the specified destination directory

« Move Files To - moves matching files to the specified destination directory

* Delete Files - deletes matching files, optionally wipes data from the disk

« Execute Command - executes the specified custom command on matching files
« Move and Link To - moves files and creates links pointing to the new location

« Compress - compresses matching files in-place

« Compress and Copy To - copies compressed files to the destination directory

« Compress and Move To - moves compressed files to the destination directory
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10.3 Using File Matching Rules

DiskBoss provides a large number of different types of file matching rules allowing one to
select files by the file name, extension, type, category, size, file attributes, text or binary
patterns, JPEG EXIF tags, creation, last access and modification dates, etc. The user is
provided with the ability to combine multiple types of file matching rules and apply logical
AND/OR operators. Moreover, power users can define hierarchical file matching rules capable
of precisely selecting the exact file type or groups of files according to user-specific needs.

%, Advanced File Search Criteria 7 e

Select Advanced File 5earch Criteria (-

& Search Files Categorized As
¢, Search Files Containing Text
Search Files With the File Size
= Search Files With File Attributes
71 Search Files Containing HEX Pattern
& Search JPEG Images With EXIF Tag b

Mot Cateqorized Az« | |Documenis, Books and Help Files W Select ...

Ok Cancel

One of the most useful types of file matching rules is the 'File Category' rule, which is capable
of selecting files by the file category or file type. DiskBoss includes a number of built-in file
classification plug-ins capable of recognizing more than 3,500 types and categories of files
allowing one to easily select specific types of files to perform file management operations on.

2% Select File Class or Class Group ? bt
& Default File Classification Plugin -
MName Type Classes A
1 Archive, Backup and Disk Image Files Class Group 152
1 Development Files Class Group 247
| Documents, Books and Help Files Class Group 106
1 Game Files Class Group n7
1 Images, Pictures and Graphic Files Class Group 122
| Internet Files Class Group 107
1 Miscellaneous Files Class Group 484
1 Movies, Clips and Video Files Class Group &0
1 Music and Audio Files Class Group 58
1 Programs, Extensions and Script Files Class Group 76
1 Temporary Files Class Group 12 v
Up Double-Click on a Group to See Additional Categories Select Cancel

In order to add a file category rule, press the 'Add Rule' button, select the 'Search Files
Categorized As' rule type, press the 'Select' button and select a file category or file type. In
addition to positive file matching rules, allowing one to select which files to process, DiskBoss
provides negative file matching rules capable of excluding specific types of files from the file
organizing process. In order to add a negative, file matching rule, set the file category rule
operator to 'Not Categorized As'. All files matching the specified negative rule, will be excluded
from the file organizing process.
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Another option to select files by the file type is to match files by the file extension. This option
is especially useful for users required to process user-specific files not supported by the
DiskBoss built-in file classification plug-ins. In order to add a file extension rule, press the 'Add
Rule' button, select the 'Search Files With the File Extension', select an appropriate rule
operator and enter one or more file extensions to match.

£ Advanced File Search Criteria ? *

Select Advanced File Search Criteria

! Search JPEG Images With EXIF Tag

| Search Files With the File Name

Search Files With the File Path

| Search Files With the File Extension

| Search Files With the Full File Name

| Search Files With the Directory Mame v

FEEEEN

File Extension Equals w | |BMP JPG PNG

Ok Cancel

For positive file matching rules, if more than one file extension is specified, DiskBoss will
match files with any of the specified file extensions. For negative file matching rules, if more
than one file extension is specified, DiskBoss will exclude files with all of the specified file
extensions. In a similar way, the user can match files by the file name, directory, file size, file
attributes, creation, last access and last modification dates, etc.

% Advanced File Search Criteria ? *

Select Advanced File Search Critena

&) Search Files Last Modified
&) Search Files Last Accessed
B Search Files With Creation Date
B Search Files With Last Modification Date
B Search Files With Last Access Date
Search Files With Name Length W

In Range - 01-Apr-2018 ~ | To: |E|1-f\"|ay—2t|18 W

Ok Cancel

For users required to select files by the creation, last access or last modification dates,
DiskBoss provides two different sets of file matching rules - the first one is capable of
matching files by relative periods of time and the second one is capable of matching files using
absolute dates. For example, a rule capable of matching files that were created or modified
today is a relative rule, which will always properly match files disregarding of the current date.
On the other hand, a rule matching files by a hard-coded range of dates is an absolute rule,
which will produce different results as the time goes by and less files will match an old rule

configured a long time ago.
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10.4 Organizing Files With Preview

DiskBoss is capable of organizing files using two different modes: with preview and without
preview. When the preview mode is enabled, DiskBoss scans the specified disks and
directories, evaluates the configured file matching rules and displays a preview dialog showing
a list of file management actions that should be performed allowing one to review and
manually confirm each specific file management action.

% Organize Files O x
6903 Files, 1.26 GB - Selected For File Organizing
Operation File Name 2l
+ Copy To: Z\backup D:\acmega'dociusability_testing\Corporate Usability Maturity- Stages ...
Copy To: Z\backup D:\acmega'dociusability_testing\Durability of Usability Guidelines (Jak...
Copy To: Z\backup D:\acmegatdociusability_testing'\Quantitative Studies- How Many Use...
Copy To: Z\backup D:\acmega'dociusability_testing'\Traffic Log Patterns (Jakob Mielsen's ...
Copy To: Z\backup D:\acmegatdociusability_testing'\Usability Testing With 5 Users (Jakob ...
Copy To: Z\backup Dh\acmegatdociverity\20041019_MKD648_ClassTaxmyYou.pdf
+. Compress and Copy To: Zh\archive  D:\acmega\graphicshartappliance\FWA-3700-01_B.jpg
+i Compress and Copy To: Zharchive D:\acmega'graphics\art\appliance\nsal046-1.jpg
! Compress and Copy To: Zharchive D:\acmega\graphics\art\appliance\nsa2067-1jpg
Delete D:\acmega'\graphics\art\appliance\ Thumbs.db
il Compress and Copy To: Zharchive  D:\acmega\graphics\art\handshake\goodihandshaked jpg
il Compress and Copy To: Zharchive  D:\acmega\graphics\art\handshake\goodihandshake7 jpg v
E‘ﬁ Save 7 Select : ;| Options 20832 Files, 6,31 GB Q Execute k2l Stop Close

In addition, the user is provided with the ability export the list of file management actions to
the HTML, text and Excel CSV report formats. Once finished reviewing file management
actions, select actions that should be performed and press the 'Execute’ button.

10.5 Organizing Files Without Preview

The preview mode is very useful for testing purposes, but sometimes it may be required to
execute file organizing operations fully automatically without showing the preview dialog. For
example, scheduled, periodic file organizing operations may be silently performed using
DiskBoss Server, which runs in the background as a service and can execute file organizing
operations in a fully-automatic, unattended mode.

(&% File Organizing Options 7 ®
o] General & Rules  [¥] Excude =] Misc
Process Mode: Organize Files With Preview -

) Organize Files With Preview
Compression Level: | Organize Files Without Preview

Performance Mode: Full Speed -

Dir Scanning Threads: |2 = |

File Processing Threads: | 2 e |
ok Cancel

In order to disable the preview dialog for a file organizing command, open the file organizing
command dialog, press the 'Options' button, select the 'General' tab and set the process mode
to 'Organize Files Without Preview'. When the preview dialog is disabled, DiskBoss will scan
the specified disks and directories, evaluate file matching rules and execute file management
actions on-the-fly using a minimal amount of system memory, which is very important when
processing huge file systems containing millions of files.
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10.6 Saving File Organizing Logs

DiskBoss provides a number of different types of file organizing logs allowing one to keep
track of executed file organizing tasks, performed file management actions and file
management errors. In order to configure file organizing logs, open the file organizing
command dialog, press the 'Options' button and select the 'Misc' tab.

¥ File Organizing Options ? it
4 General & Rules [¥] Exdude [E] Misc
Save Process Tasks Log: |d: \file_management_logs | _=_s.
Save Process Errors Log: |d: \file_management_logs | =] [
Sawve Process Actions Log: |d: \file_management_logs |

|:| Execute Pre-Process Action:

|:| Execute Post-Process Action:

Ok Cancel

DiskBoss provides the following types of file organizing logs:

« Process Tasks Log - this log shows summary information about each executed file
organizing task including the total number of scanned files, the amount of scanned
disk space, the number of files processed by the configured file management actions,
the amount of disk space processed by the configured file management actions, the
number of file management errors and the file organizing task process time.

* Process Errors Log - this log shows file management errors for each file organizing
task including the date and time of each error, error description and the full file name.

« Process Actions Log - this log shows all file management actions that were
performed by a file organizing task. This log may be very useful for testing purposes,
but for large file systems containing millions of files, this log may generate large log
files containing very long lists of performed file management actions.

For each log, DiskBoss provides the ability to control the directory where to save all log files,
the log file mode, the log file format and the number of history log files to keep in the log files
directory. The user is provided with three different log files modes allowing one to save an
individual log file for each file organizing task, a consolidated hourly log file, a consolidated
daily log file or a consolidated monthly log file.

“* Process Tasks Log Options ? x
Log Files Mode: Save Mew Log File For Each Operation -
Log Files Format:  TextLog Files -
Log Files History: Keep Last 10 Log Files > |
ok Cancel

By default, DiskBoss will save log files in the plain text format, but also the user is provided
with the ability to save log files in the Excel CSV format. Finally, DiskBoss allows one to control
how many log files to keep in the log files directory.
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10.7 Excluding Subdirectories From the File Organizing Process

Sometimes, it may be required to exclude one or more subdirectories from the file organizing
process. For example, if you need to organize files in a disk excluding one or two special
directories, you may specify the whole disk as an input directory and add the directories that
should be skipped to the exclude list.

% File Organizing Options ? bt
2 General % Rules [T Exdude | =] Misc
Exclude Directories | =
1 CAWindows
_1 C\Program Files add
1] SCOMNTAINS Snapshots
e
Del
Ok Cancel

In order to add one or more directories to the exclude list, open the file organizing command
dialog, press the 'Options' button, select the 'Exclude' tab and press the 'Add' button. All files
and subdirectories located in the specified exclude directory will be excluded from the file
organizing process. In addition, advanced users are provided with a number of exclude
directories macro commands allowing one to exclude multiple directories using a single macro
command.

DiskBoss provides the following exclude directories macro commands:

« $BEGINS <Text String> - this macro command excludes all directories beginning
with the specified text string.

« $CONTAINS <Text String> - this macro command excludes all directories
containing the specified text string.

« $ENDS <Text String> - this macro command excludes all directories ending with the
specified text string.

« $REGEX <Regular Expression> - this macro command excludes directories
matching the specified regular expression.

« $DIRLIST <File Name> - this macro command excludes all directories listed in the
user-specified text file.

e S$FILELIST <File Name> - this macro command excludes all files listed in the user-
specified text file.

For example, the exclude macro command '$CONTAINS Temporary Files' will exclude all

directories with 'Temporary Files' in the full directory path and the exclude macro command
'$REGEX \.(TMP|TEMP)$' will exclude directories ending with .TMP' or '.TEMP'.
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10.8 Pre-Configured File Organizing Commands

One of the most powerful and flexible capabilities of DiskBoss is the ability to pre-configure
custom file organizing operations as user-defined commands and execute such commands in a
single mouse click using the DiskBoss GUI application or direct desktop shortcuts.

Add New P £ File Search Command ...

Edit Corarand . File Synchronization Command ...

[ EecditeCommand .. . Disk Space Analysis Cemmand ...

“*  File Classification Command ...

¥ Set Keyboard Shortcut ...
- ittt Duplicate Files Search Command ...

i Create Desktop Shortcut
s e SRR Change File Attributes Command ...

0% Copy Command ... < Compare Directories Command ...
Rename Command ... % File Organizing Command ... L\\S
& Mowve Command Up ... B Disk Change Monitoring Command ...

w Move Command Down ...

File Integrity Monitoring Command ...

%] Delete Command = Secure File Copy Command ...

= Secure File Sync Command ...

File Copy Command ...
File Move Command ...

[¥] File Delete Command ...

1 Command Group ...

User-defined commands may be managed and executed through the commands dialog or the
commands tool pane. In order to add a new command through the commands pane, press the
right mouse button over the pane and select the 'Add New - File Organizing Command' menu
item. In order to execute a previously saved command, just click on the command item in the
commands view or create a direct desktop shortcut on the Windows desktop.

10.9 Organizing Files Using the DiskBoss Command Line Utility

In addition to the DiskBoss GUI application, power users and IT administrators are provided
with the ability to execute pre-configured file organizing commands from batch files and shell
scripts using the DiskBoss command line utility, which is located in the 'ProductDir\bin'
directory.

In order to execute a pre-configured file organizing command using the DiskBoss command

line utility, open the command prompt window in the 'ProductDir\bin' directory and type the
following command:

diskboss —execute <File Organizing Command Name>

DiskBoss will execute the specified file organizing command and display the total number of
files and the amount of disk space in the specified disks and directories and the number of
files that were actually processed by the configured file management actions.
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10.10 Fully Automated File Organizing Using DiskBoss Server

DiskBoss Server is a server-based version of DiskBoss, which runs in the background as a
service and is capable of executing file organizing commands periodically at user-specified
time intervals or automatically, triggered by real-time disk activities in one or more disks or
directories. DiskBoss Server may be managed and configured locally or remotely through the
network using a client GUI application or the DiskBoss command line utility.

2, DiskBoss Client - ul X

File Command Tools Help

& E % 5 BB B 8 2 B
Start

Add Delete Server Network Reports Jobs Tasks Connect SMART Options

#  Disk Space Analysis Command ... tart Data Status
Duplicate Files Search Command ...
#  File Classification Command ...

File Search Command ...

Change File Attributes Command ..
Compare Directories Command ...

File Synchronization Command ...

£ File Organizing Command ... %
= Disk Change Monitoring Command ..

. File Integrity Monitoring Command ..

Secure File Copy Command ...

Secure File Sync Command ...

(% File Copy Command ..

File Move Command ...

Date Disk Space Monitor  Total Free Status
© 01/May [¥]  File Delete Command ... @ 38.69 GB 21.77 GB Mormal
@ DA 4000GB  33.54GB  Normal

) Command Group . @ o 100368 9.956B Normal

@ s\ 100068 9.33GB Normal

@ T 9.97GB 9.29 GB Normal

@ 80.00GB  67.68GB  Normal

@ Connected To: locathost Nao Periodic Jobs No Active Tasks

In order to create a file organizing command in DiskBoss Server, connect to the server using
the DiskBoss client GUI application, press the 'Add' button located on the main toolbar and
select the 'File Organizing Command' menu item. On the command name dialog, enter a
unique command name and press the 'Ok' button. On the 'Command Inputs' dialog, specify
disks and directories that should be processed and add one or more file organizing actions that
should be executed.

£ Organize Files T X

Configure One or More File Organizing Commands ...

Command Name Conditions  Action
L% Backup Recentry Modified Documents 2 Copy To: Zhbackup
2 Archive Old Unused Documents 2 Compress and Copy To: Z\archive
[¥] Delete Temporary Files 1 Delete
o1 Add Edit Delete iz:| Advanced Options ... ] save Cancel

In the simplest case, create a new periodic job, configure the time interval the job should be
executed at and set the periodic job to trigger the newly created file organizing command. In
order to be able to execute the command fully automatically, set the command to execute
without the preview dialog. Alternatively, create a disk change monitoring command and
configure the disk change monitoring command to execute the file organizing command after
each X file system changes.
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10.11 Periodic Execution of File Organizing Commands

Sometimes, it may be required to execute one or more file organizing operations periodically
at specific time intervals or according to a user-specified schedule. DiskBoss Server, which
runs in the background as a service, provides the ability to periodically execute file organizing
operations in a fully automatic, unattended mode.

% Weekly File Organize Job ? >

Setup Periodic Job Triggers and Commands to Execute

Penodic Job Tnggers ok
Every Sunday at: 03:00

Commands Description ap
E1 Organize Files File Organizing Command un
x|

= Execute Commands Sequentially - | | & Normal Priority « Ej Save Cancel

In order to schedule periodic execution of one or more file organizing commands, open the
DiskBoss client GUI application, press the 'Jobs' button located on the main toolbar and press
the 'Add' button to add a scheduled, periodic job. On the periodic job dialog, add one or more
job triggers and select one or more file organizing commands to be executed.

2% Edit Periodic Job Trigger ? x
] Execute Selected Commands Weekly -
Every Sunday A

[] Bvery Monday
[] Every Tuesday
1 Everv Wednesday ]

|U3:DD am H

Ok Cancel

DiskBoss Server provides the ability to configure multiple triggers for each periodic job
allowing one to precisely specify when the selected file organizing operations should be
executed. For example, the user can configure simple periodic jobs to be executed every X
minutes or hours, daily jobs to be executed every day at a specific time, weekly jobs to be
executed on specific week days and monthly periodic jobs. In addition, DiskBoss allows one to
combine multiple different types of periodic job triggers allowing one to apply different
scheduled for different days of the week or days of the month.
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10.12 Real-Time Execution of File Organizing Commands

DiskBoss Server provides the ability to monitor one or more disks or directories, detect all
added and modified files and automatically trigger a file organizing operation after each X disk
changes. In order to create a disk change monitoring command, open the DiskBoss client GUI
application, press the 'Add' button and select the 'Disk Change Monitoring Command' menu
item. Select the 'Command Inputs' dialog and specify disks and/or directories to monitor.

* Disk Change Monitor ? >
General Select File Systern Changes To Monitor
- . Moniter All Subdirectories
j,{',.] Rules Maoniter File Name Changes
= Meonitor File Size Changes
2 | Exclude Maoniter File Write Changes
= Maoniter File Access Changes
F|| Actions Manitar File Creation Changes
o Monitor File Security Changes
Moniter File Attribute Changes
Moniter Directory Mame Changes
Begin Monitoring on Computer Startup [ save Cancel

Select the 'Actions' tab, enable disk change monitoring actions, specify the humber of changes
to trigger the disk change monitoring actions, select the 'Execute DiskBoss Command' action
and specify the name of the file organizing command to execute after each X disk changes.

%, Dick Change Monitor 7 e

s = General Execute Actions Every: | 100 Changes S

=0

[] send E4Mail Motification To:

Execute DiskBoss Command: |Organize Files | I =] |
[] Execute Custom Command:

O Save HTML Report v

Begin Monitoring on Computer Startup | save Cancel

During runtime, DiskBoss will monitor the specified disks and directories, detect all added and
modified files, trigger the selected file organizing command after each X disk changes, scan all
existing directories and files, evaluate file matching rules and execute the configured file
management actions on files matching the rules.
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11 File Delete and Data Wiping Operations
11.1 Deleting Files Using DiskBoss GUI application

DiskBoss provides advanced bulk file delete and data wiping operations allowing one to
securely wipe confidential information, schedule periodic file delete operations or automatically
trigger policy-based file delete operations according to user-specified rules while saving file
delete logs or exporting lists of deleted files to an SQL database.

% Delete Files 7 x

6 Directories and All Subdirectories Will be Deleted

Select Files and Directories to Delete ” l?|

_1 Thacmega
1 TANSIS [l
1 TANTDDE I—'J|
| Thscadiag ——
| Tiscomp v |

:-| Advanced Options ... L] Delete Cancel

Users required to securely wipe confidential information are provided with a large number of
different data wiping algorithms ranging from a simple, single-pass wipe to a powerful 7-pass,
DOD 5220.22-M compliant data wiping algorithm. In addition, DiskBoss provides the ability to
apply different types of delete operations for different types of files. For example, all types of
documents and image files may be securely wiped while all other types of files just deleted.

Delete Files
Operation In Progress, Please Wait ...
Status Value
_ 1| Total Dirs 738
Total Files 7437
= Deleted Files 7437
= Deleted Space 851.35 MB
& Process Time 22,08 Sec
& Performance 335 Files/Sec
' Errors 0
il Continue [l Pause &l stop | [Full Speed - Errors Hide
Full Speed

Medium Speed

Enterprise customers and IT professions are provided with the ability to implement fully
automated file retention policies using rule-based periodic file delete operations preconfigured
to delete files based on file creation, last modification and/or last access dates. Finally,
DiskBoss Server can be used to automatically enforce PCI and HIPPA compliance policies and
perform file management operations on specific types of files and directories matching user-
specified rules.
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11.2 File Delete and Data Wiping Options

In order to open the advanced file delete and data wiping options dialog, press the ‘Advanced
Options’ button located on the file delete dialog. The delete options dialog consists of the
‘General’ tab, 'Advanced' tab, ‘Rules’ tab and the ‘Exclude’ tab.

The 'General' tab provides the ability to control the file scanning mode, the performance
mode, the number of processing threads and a number of additional advanced file delete
options explained later in this document.

% File Delete Options ? ot

= = General Performance Mode: Full Speed -
i #LJ Advanced
= Dir Scan Mode: Fault Tolerant -
4 Rules _
=i Dir Scan Threads: 2 =
& | Exclude '
File Delete Threads: 2 =
[ ] Delete Input File Lists [ ] always Delete Empty Directories

Ok Cancel

« Performance Mode - Sometimes, in order to minimize a potential performance
impact on running applications, it may be required to intentionally slow down a long
running file delete or data wiping operation. The 'Performance Mode' option allows one
to set an appropriate performance level for the file delete operation.

e Dir Scan Mode - DiskBoss is capable of deleting files located in multiple
directories/disks in parallel thus improving the speed of the file delete process on
multi-CPU/multi-core systems. Select the 'Parallel' file scanning mode if you wish to
delete files in all input directories simultaneously.

* Dir Scan Threads - this option sets the number of parallel directory scanning threads
for the file delete operation.

* File Delete Threads - DiskBoss is optimized for multi-core and multi-CPU servers and
can use a number of CPUs to effectively delete millions of files located on one or more
servers or storage systems. The 'File Delete Threads' option allows one to set the
number of CPUs or CPU-cores to use for the file delete operation.

« Delete Input File Lists - DiskBoss can delete files listed in user-specified text files
with a full file name (including a full path) per line. In order to configure a file delete
operation to delete files listed in one or more text files, set the 'Read Inputs From
Files' mode on the delete command inputs dialog. In this mode, DiskBoss will read the
specified text files and delete files listed in the user-provided text files. Select this
option, in order to automatically delete the input text files after each delete operation.

« Always Delete Empty Directories - DiskBoss provides the ability to perform rule-
based file delete operations and delete files matching one or more user-specified rules
and policies. In the rule-based file delete mode, DiskBoss will delete only files
matching user-specified rules while keeping all directories in place. Select this option,
in order to always delete empty directories in the rule-based file delete mode.

203



DiskBoss Server Manual Flexense Ltd.

The 'Advanced' tab provides the ability to control a number of advanced file delete options
including the data wiping mode, delete file logs, delete file logs mode, delete files logs history,
and delete files logs directory.

% File Delete Options ? x
i =| General Wipe Data From Disk: DOD 5220.22-M Algorithm (7 passes)  +
| Advanced
Save Delete Log Files: Excel C5V Log Files -
i"'-{': Rules
o Log Files Mode: Individual Log File for Each Operation -
& | Exclude
Log Files History: |Keep Last 10 Log Files =
Log Files Directaory: |D: \delete_logs |
Ok Cancel

« Wipe Data From Disk - DiskBoss allows one to securely wipe confidential information
from the disk using a large number of different data wiping algorithms ranging from a
simple, single-pass data wipe to a sophisticated 7-pass DOD compliant 5220.22-M
data wiping algorithm. In order to enable data wiping for a file delete operation, select
this option and select an appropriate data wiping algorithm.

« Save Delete Log Files - DiskBoss provides the ability to save full file delete logs to
plain text files, Excel CSV files or an SQL database via the ODBC database interface. In
order to enable delete file logs, select this option, select an appropriate delete log
format (text, CSV or SQL database) and specify a log files directory or an SQL
database table name prefix for the SQL database logs format. In addition, for the SQL
database delete file logs, the user needs to configure the ODBC database interface to
use to save file delete logs to the SQL database.

« Log Files Mode - Use this option to save an individual log for each file delete
operation, consolidated hourly logs, consolidated daily logs or consolidated monthly
logs for all executed file delete operations.

* Log Files History - Use this option to specify the number of delete files logs to keep
in the log files directory or in the SQL database. For example, if the log files mode is
set to 'Consolidated Daily Log Files' and the logs history is set to 10, DiskBoss will
keep in the logs directory delete file logs for the last 10 days. For the SQL database
delete logs, DiskBoss will keep in the database delete log tables for the last 10 days.

* Log Files Directory - Use this option to specify a directory to save delete log files.
For each log file, DiskBoss will generate a unique file hame with the date and time of
each file delete operation.

« SQL Table Prefix - This option is displayed when the delete file logs format is set to
the SQL database. Use this option to specify an SQL table name prefix to save file
delete logs to the SQL database. For each SQL database table, DiskBoss will generate
a unique table name, which will include the specified table name prefix and the date
and time of each file delete operation.
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11.3 Deleting Specific File Types or File Categories

The 'Rules' tab provides the ability to delete files matching one or more user-specified rules.
For example, in order to delete all types of documents that were last accessed more than 3
years ago, select the 'Rules' tab, press the 'Add' button and add a rule matching files
categorized as 'Documents, Books and Help Files' and then press the 'Add' button again and
add a rule matching files that were last accessed more than 3 years ago.

&% File Delete Options ? >
25| General Delete Files Matching Criteria
S &y (Categorized As - Documents, Books and Help Files
:_.'_ Advanced &) Files Created More Than 5 Years Ago

&) Files Accessed More Than 3 Days Age

W Rules

Exclude

oy Add | |[fE Edit Delete Match All Rules 5

Ok Cancel

DiskBoss provides a large number of different types of file matching rules allowing one to
precisely select which files to delete. In addition, DiskBoss Server, which runs in the
background as a service, may be used to schedule periodic rule-based file delete operations to
be executed at user-specified time intervals or at a specific time of day on selected days of
week allowing one to implement automatic, rule-based retention policies required for
Sarbanes-Oxley, HIPPA and PCI compliance purposes.

11.4 Excluding Directories From File Delete Operations

Sometimes, it may be required to exclude one or more subdirectories from a rule-based file
delete operation. In order to exclude a directory from a file delete operation, open the
advanced file delete options dialog, select the 'Exclude' tab and add one or more directories to
be excluded from the file delete process.

¥ File Delete Options ? ped
=1=| General Exclude Directories
=g [ CA\Windows
2| Advanced |71 C\Program Files
= 1) SCOMTAINS Backup o
<1 Rules
g Exclude
Del
Ok Cancel
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11.5 User-Defined File Delete and Data Wiping Operations

One of the most powerful capabilities of DiskBoss is the ability to pre-configure advanced file
delete operations as user-defined commands and then execute these commands in a single
mouse click using the DiskBoss CUI application. In addition, the user is provided with the
ability to execute pre-configured file delete operations using the DiskBoss command line utility
or schedule periodic file delete operations using DiskBoss Server, which runs in the
background as a service and allows one to implement fully automated file delete and data
wiping operations.

o Add New ¥ £ FileSearch Command ... |
Edit Commant .. File Synchronization Command ...

I FExecute Command ... ®. Disk Space Analysis Command ...

#*  File Classification Command ...

(f Set Keyboard Shortcut ..,
el bRy oreey Duplicate Files Search Command ...

v Create Desktop Shortcut
& e Change File Attributes Command ..

5.';3. Copy Command ... Compare Directories Command ...
Rename Command ... [l File Organizing Command ...
& Move Command Up ... B Disk Change Monitoring Command ..

8

w  Move Command Down ... File Integrity Monitoring Command ...

#| Delete Cornmand ;

s

Secure File Copy Command ...

= Secure File Sync Command ..,

% File Copy Command ...
0% File Move Command ...

[ File Delete Command ... I:% ‘

| Command Group ..

In order to add a new user-defined file delete operation, press the right mouse button over the
'‘Commands' pane, select the 'Add New - File Delete Command' menu item and enter a unique
file delete command name. On the command inputs dialog, specify one or more directories or
files to delete and press the 'Next' button.

%% Delete Files ? X

6 Directories and All Subdirectories Will be Deleted J

]

Select Files and Directories to Delete A

| T\acmega
1 T:ANSIS ==l
) TANTDDK '
_| T\scadiag p—
1 Thscomp vl %] |

+:| Advanced Options .., | |Process Spedfied Inputs = | | [ Save Cancel

In order to execute a user-defined file delete command, just double-click on the command
item in the 'Commands' pane. Another option is to create a desktop shortcut for the file delete
operation and then click on the shortcut to execute the file delete operation without starting
the DiskBoss GUI application. Finally, in order to execute the file delete operation using the
command line utility, type the following command: diskboss -execute <Command Name>.

206



DiskBoss Server Manual Flexense Ltd.

11.6 Saving Delete File Logs

DiskBoss provides the ability to save full delete file logs to the pain text format or the Excel
CSV format. In order to enable logs for a file delete operation, open the advanced file delete
options dialog, select the 'Advanced' tab, enable the 'Save Delete Log Files' option, select an
appropriate log file format and specify a directory where to save all log files.

2% File Delete Options ? x
i 5| General Wipe Data From Disk: DOD 5220.22-M Algorithm (7 passes)  +
."‘-:" Advanced
Save Delete Log Files: Excel C5V Log Files -
-
/1 Rules
- Log Files Mode: Individual Log File for Each Operation -
Exclude
Log Files History: |Keep Last 10 Log Files = ‘
Log Files Directaory: |D: \delete_logs |
Ok Cancel

DiskBoss provides the following log file modes:

+ Individual Log File For Each Delete Operation - in this mode DiskBoss will save an
individual log file for each file delete operation with the log file name containing the
exact date and time of each file delete operation.

« Consolidated Hourly Log Files - in this mode DiskBoss will save consolidated hourly
log files for the last X hours according to the specified log files history.

+ Consolidated Daily Log Files - in this mode DiskBoss will save consolidated daily log
files for the last X days according to the specified log files history.

« Consolidated Monthly Log Files - in this mode DiskBoss will save consolidated
monthly log files for the last X months according to the specified log files history.

According to the selected log files format, log files mode and the logs history, DiskBoss will

keep a history of log files in the specified logs directory with each log file containing a date,
time, status and a full file name for each deleted file.

(e = | delete logs = m] *
Home Share View 0

e L > ThisPC » DataDisk (D) » delete_logs LR ] Search delete logs o

-~

A Name Date modified Type Size

7 Quick access .
) diskboss_delete_log_20180514_155159

‘i OneDrive L] diskboss_delete_log_20130514_155217 M Micn
B diskboss delete log 20180514 155326 o

Microsoft

~ O This PC
» i @ diskboss_delete log_20180514_153421
J 3D Objects b
%} diskboss_delete_log_20180514_155441
B Desktop ) diskboss_delete_log 2018051415507 Microsoft
[=| Documents ) diskboss_delete_Jog_20180514_155544 Micrasoft €
& Downloads B} diskboss_delete log 20180514 155611
J] Music l%] diskboss_delete_log_20180514._155652 Microsoft Offi
=1 Pictures ) diskboss_delete_log_20180514_155731 Microsaft Office Bxcel ..
m Videos

i System Disk (C:)
> g Data Disk (D:)

- output (0 o

10 items
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11.7 Exporting Delete File Logs to SQL Database

Corporate customers and IT professionals are provided with the ability to export full delete file
logs to a centralized SQL database. In order to enable SQL database logs for a file delete
operation, open the advanced file delete options dialog, select the 'Advanced' tab, enable the
'Save Delete Log Files' option, select the SQL database logs format and specify an SQL table
name prefix. In addition, open the 'Options' dialog and configure an ODBC data source to use
to export delete file logs to the SQL database.

% File Delete Options 7 *
i 5| General \Wipe Data From Disk: DOD 5220,22:M Algorithm (7 passes)
| 2 | Advanced
- Save Delete Log Files: SQL Database Logs -
_i":‘gil Rules
:;_ Log Files Mode: Individual Log File for Each Operation
& | Exclude
Log Files History: |Keep Last 10 Log Files = |
|
Table Mame Prefix: |ﬁ|e_delete_|0g_table | i
Ok Cancel

DiskBoss provides the following SQL database log modes:

+ Individual Log Table For Each Delete Operation - in this mode DiskBoss will
create an individual SQL database table for each file delete operation with the table
name containing the specified table name prefix and an exact date and time of the
delete operation.

« Consolidated Hourly Database Log Tables - in this mode DiskBoss will keep
consolidated hourly SQL database tables for the last X hours according to the specified
delete file logs history.

« Consolidated Daily Database Log Tables - in this mode DiskBoss will keep
consolidated daily SQL database tables for the last X days according to the specified
delete file logs history.

« Consolidated Monthly Database Log Tables - in this mode DiskBoss will keep
consolidated monthly SQL database tables for the last X months according to the
specified delete file logs history.

According to the selected delete file logs mode and the logs history, DiskBoss will keep a
history of SQL database tables with each SQL database table containing a date, time, status
and a full file name for each deleted file.

8] Microsoft Excel - Bookl - m] %
i) File Edit View Inset Format Tools Dsta Window Help -8 X
== NN - 10 s 585 - A
F1 - e
A | B | [+ | D | Bl

| 1 |op_date op_name op_status ob_name
| 2 |5/14/2018 15:59 DELETE 0K T\binUAG\c dil

3 |5/14/2018 15:58 DELETE oK T\ 1binUAB4C Tioc dll

4 15M14/2018 15:59 DELETE oK T\1\bin\AG4\clexe
| 5 |5/14/2018 15:59 DELETE OK T:\T\bin\kanalyze'd.0\eobjects.dil
| 6 |5/14/2018 15:59 DELETE oK T:\1\binlkanalyze'd O\kaio dil
| 7 |5/14/2018 15:58 DELETE OK T:\1\bin\kanalyze\d O\kobjects dil
| 8 |5/14/2018 15:59 DELETE OK T-\bin\kanalyzeld O\memory dil
| 9 |5/14/2018 15:59 DELETE oK T-V1\bin\kanalyzeW. O\module.dil
| 10 |5/14/2018 15:59 DELETE OK T-\1ibin‘kanalyze'4. 0\objtbl dil
| 11 |5/14/2018 15:59 DELETE oK T-\ibintkanalyze'\d O\pool dll

12 |5/14/2018 15:59 DELETE OK T-\bin\kanalyze\d O\strace dil

13 |5/14/2018 15:59 DELETE oK T:\1\bin\kanalyze'disp.dll
| 14 |5/14/2018 15:59 DELETE OK T\T\bin\kanalyze'drivers.dil
| 15 |5/14/2018 15:59 DELETE OK T-\1ibintkanalyze\dumpinfo_dil
| 16 |5/14/2018 15:68 DELETE OK T\ 1\bin\kanalyzetioview dll

17 |5/14/2018 15:59 DELETE oK T-\\bin\kanalyze'\kanalyze. exe

18 |5/14/2018 15:59 DELETE oK T-\T\bin\kanalyze\kanalyze.ini
| 19 |5/14/2018 15:59 DELETE oK T-\1ibinlkanalyze'objview dil
| 20 |5/14/2018 15:68 DELETE OK T-\1ibintkanalyze\pooliew dll

21 |5/14/2018 15:59 DELETE OK T:\1\bin\kanalyze\psview dil ¥
W 4 » v\ Sheetl / Shaet3 / Sheet3 / |« >
Ready
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11.8 Deleting Files Listed in User-Specified Text Files

DiskBoss provides the ability to delete files listed in user-specified text files allowing one to
perform fully automated or periodic bulk file delete operations. DiskBoss can read file names
from user-specified text files and delete all files listed in one or more text files or in all text
files located in a directory.

% Delete Files ? *

Read Inputs From Files

Select Files and Directories to Delete : ]

1 T:\lists_of files_to_delete

|1 Advanced Options ... | |Read Inputs From Files  « | | B Save Canice]

Process Specified Inputs
Process External Inputs

In order to configure DiskBoss to delete files listed in user-specified text files, create a user-
defined file delete command, select the 'Read Inputs From Files' mode and add one or more
directories or text files to the input list. The specified text files should contain full names of
files or directories to be deleted with a single name per line. During runtime, DiskBoss will
read the specified text files and delete all files listed in the text files.

Another option is to specify a directory which may contain a number of text files with lists of
files to be deleted. In this case, DiskBoss will parse the directory, read all text files located in
the directory and delete all files listed in the text files.

% Periodic File Delete lob ? *

Setup Periodic Job Triggers and Commands to Execute

Periodic Job Triggers & |
Every 24 Hours

Commands Description w
[¥] Delete Files File Delete Command =
i |
~ Execute Commands Sequentially ~+ | | 2 Mormal Priority | save Cancel |

DiskBoss allows one to perform bulk file delete operations periodically according to a user-
specified time interval. In order to perform a user-defined file delete operation periodically,
create a new periodic job and select the user-defined file delete command to be executed
according to the specified time interval.
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In addition, DiskBoss provides the ability to automatically execute a user-defined file delete
command when one or more text files with lists of files to be deleted are created in the
specified inputs directory. In order to enable automatic execution of file deleted operations,
add a disk change monitoring command, configure the real-time disk change monitor to
monitor the directory with the text files listing files to be deleted, enable actions for the real-
time disk change monitor and select the user-defined delete command to be executed after
each newly created text file.

% Disk Change Monitor ? X
E General Execute Actions Every: | 1 Changes =2 M=
.
=1 Rules

[] send E-Mail Notification To:
& | Exclude :
|
Execute DiskBoss Command: |De|ehe Files | | =l
|| Actions ==

|:| Execute Custom Command:

|:| Save HTML Report -

[ save Cancel

During runtime, DiskBoss will continuously monitor the configured directory, detect newly
created text files, read file names from these files and delete all listed files. Finally, in order to
automatically delete text files with lists of files after each delete operation, open the user-
defined file delete command, open the 'Options' dialog, select the 'General' tab and enable the
'Delete Input File Lists' option.

2%, File Delete Options ? >
=] General Performance Mode: Full Spead -
i & J Advanced
- Dir Scan Mode: Fault Tolerant -
?""f'-" Rules i
e Dir Scan Threads: ‘ 2 = |
& | Exclude ]
File Delete Threads: ‘ 2 :
Delete Input File Lists [] Always Delete Empty Directories

Ok Cancel

Fully automated bulk file delete operations, performed without any user intervention, may be
configured using DiskBoss Server, which runs as a service in the background, and is capable of
continuously monitoring a directory for newly created text files and automatically delete all
files listed in the created text files. Once DiskBoss Server is fully configured, the user just
needs to copy one or more text files to the specified directory and DiskBoss Server will
automatically perform all file delete operations in the background.
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11.9 Deleting Files Using the DiskBoss Command Line Utility

In addition to the DiskBoss client GUI application, DiskBoss Server provides a command line
tool allowing one to perform file delete operations from batch files and shell scripts. The
DiskBoss command line tool is located in the *<ProductDir>/bin’ directory.

Command Line Syntax:

diskboss -delete <Input 1> [ ... <Input X> <Options> ]

This command deletes the specified files and directories.

diskboss —execute <User-Defined File Delete Command>

This command executes the specified user-defined file delete command.

Parameters:

-delete <File or Directory>

At least one file or directory should be specified. In order to ensure proper parsing of
command line arguments, directories and file names containing space characters should be
double quoted.

Options:

-wipe

This parameter instructs to wipe data from the disk.

-confirm

Explicitly confirms delete operation.

-workers <ThreadCount>

This parameter specifies the number of working threads.

-v

This parameter shows the product’s major version, minor version, revision and build date.
-help

This parameter shows the command line usage information.
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12 Real-Time Disk Change Monitor

DiskBoss Server and DiskBoss Enterprise include a real-time disk change monitor capable of
detecting newly created, modified and deleted files. The real-time disk change monitor
provides the user with the ability to monitor one or more disks or directories, detect all
changes made in the monitored file systems, send E-Mail notifications, save HTML, PDF, XML,
text and Excel CSV reports, export disk changes to an SQL database, automatically trigger
DiskBoss file management operations and/or execute user-custom commands or batch files.

® Disk Change Manitor =
ﬁ General Select File System Changes To Monitar
" . Monitor All Subdirectories
™| Rules Maniter File Name Changes
Manitor File Size Changes
3 | Exclude Manitor File Write Changes
& Monitor File Access Changes
L 1| Actions Manitor File Creation Changes
I Maniter File Security Changes
Maniter File Attribute Changes
Monitor Directory Mame Changes
Begin Monitoring on Computer Startup H Save Cancel

The real-time disk change monitor allows one to monitor specific types of files or file groups
using flexible file matching rules. In addition, the user is provided with the ability to execute
pre-configured file management commands as actions triggered by a disk change monitoring
operation. For example, a user-defined file synchronization command may be automatically
triggered after each X changes in a disk or directory effectively providing real-time file

synchronization capabilities.

% Disk Change Monitor

) ==y N EILH
Resume Pause Stop Reset Charts Rate Save Export Hide

Date Time Type Size Owner MName
10-May-2018  14:23:43 Modified 86,29 KB Administrators  C\Program Files\DiskBoss Ultimate\sounds\oper...

& 10-May-2018 14:23:43 Deleted 0 Bytes --- Ch\Program Files\DiskBoss Ultimate'\bin\diskboss..,
10-May-2018  14:23:43 Modified 0 Bytes Administrators  C:\Program Files\DiskBoss Ultimate\bin

@ 10-May-2018  14:23:43 Renamed 0 Bytes --- Ch\Program Files\DiskBoss Ultimate\bin\diskboss..,

@ 10-May-2018 14:23:43 Renamed To 119 KB Administrators  C\Program Files\DiskBoss Ultimate\bin\diskboss...
10-May-2018  14:23:43 Modified 0 Bytes Administrators  C\Program Files\DiskBoss Ultimate\bin
10-May-2018  14:23:43 Modified 119 KB Administrators  C\Program Files\DiskBoss Ultimate\bin\diskboss...

@ 10-May-2018 14:23:43 Created 0 Bytes Administrators  C\Program Files\DiskBoss Ultimate\bin\diskboss...
10-May-2018  14:23:43 Modified 0 Bytes Administrators  C\Program Files\DiskBoss Ultimate\bin
10-May-2018  14:23:43 Modified 1.03 KB Administrators  C\Program Files\DiskBoss Ultimate\bin\diskboss...

@ 10-May-2018  14:23:43 Renamed 0 Bytes --- Ch\Program Files\DiskBoss Ultimate\bin\diskboss..,

@ 10-May-2018  14:23:43 Renamed To  1.05 KB Administrators  C\Program Files\DiskBoss Ultimate\bin\diskboss...
10-May-2018  14:23:43 Modified 0 Bytes Administrators  C\Program Files\DiskBoss Ultimate'bin

|e8) Categorize By Extension - | File Categaries 100%

\:__;] INI Files 4151 KB 58 7.31%

| | FLXFiles 1.12 MB 52 5.52 %
DLL Files 44.67MB 43 2,34

| MOEXT Files 0 Bytes 28 8.36 %

[} TMP Files 0 Bytes 17 5.07 %

| | PFFiles 112.99 KB 7 5.07 %

@ Completed Total: 0 Current: 0 Filtered: MA Actions; §-0-0

Finally, IT and storage administrators are provided with the ability to trigger file integrity
monitoring operations based on real-time disk activities, automatically validate authenticity of
critical system files, prevent malicious software from making any changes in the operating

system files and ensure the security of critical production servers.
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12.1 Configuring Disk Change Monitoring Commands

The most effective way to monitor changes in one or more disks or directories is to use
DiskBoss Server, which runs in the background as a service and is capable of monitoring disks,
saving reports and sending E-Mail notifications even when no one is logged in. In order to
create a simple disk change monitoring command, start the DiskBoss client GUI application,
press the 'Add' button located on the main toolbar, select the 'Disk Change Monitoring
Command' menu item, enter a unique command name and press the 'Ok' button.

# DiskBoss Client — (] x

File: Command Tools Help

E E 8 B B 8 8 E
Add

Delete Server Network Reports Jobs Tasks Connect SMARS Options

(%

n
)
)

#. Disk Space Analysis Command .., tart Data Status
Duplicate Files Search Command ...
File Classification Command ...

%, File Search Command ...

Change File Attributes Command ...
Compare Directories Command ...
File Synchronization Command ...

&% File Organizing Command ...

Disk Change Monitoring Command ... %

0]

File Integrity Monitering Command ...

Secure File Copy Command ...

=% SecureFile Sync Command ...

File Copy Command ...

File Move Command ...

Date Disk Space Monitor  Total Free Status
@ 10/May [¥] File Delete Command ... @ o\ 38.69 GB 19.93 GB Mormal
@ DA 40.00 GB 33.54GB Nermal
1 Command Group ... @ o 10,03 GB 9.95 GB Mormal
@ s\ 10.00 GB 9.88GB Nermal
@ T 957 GB 9,89 GB Nermal
e\ 80.00 GB 67.68 GB Normal

) Connected To: localhost Mo Periodic Jobs Mo Active Tasks

On the command inputs dialog, add one or more disks or directories that should be monitored
and press the 'Next' button. On the disk change monitoring command options dialog, select
the types of file system changes that should be monitored and press the 'Save' button.

® Disk Change Manitor ? =

Select File System Changes To Monitor

Manitor All Subdirectories
Maniter File Name Changes
Manitor File Size Changes

=
3 | Exclude Manitor File Write Changes
Monitor File Access Changes
||| Actions Maniter File Creation Changes

I Maniter File Security Changes
Maniter File Attribute Changes
Monitor Directory Mame Changes

Begin Monitoring on Computer Startup H Save Cancel

By default, DiskBoss will monitor all types of file system changes, but the user is provided with
the ability to customize various disk change monitoring options, specify which types of files to
monitor, exclude specific subdirectories from the disk change monitoring process, configure
disk change monitoring reports, E-Mail notifications and custom actions.
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12.2 Reviewing Detected File System Changes

In order to review detected file system changes, open the DiskBoss client GUI application and
click on the disk change monitoring command item. The disk change monitoring results dialog
shows a list of detected file system changes and allows one to start, pause, resume and stop
the disk change monitoring operation, display statistical charts, save various types of disk
change monitoring reports and export detected file system changes to an SQL database.

% Disk Change Moniter O X
- B E O
| O & 8 & = | 3
Palse Stop Reset Charts Rate Save Export Hide
Date Time Type Size Cwner Mame L
10-May-2018  14:23:43 Modified 86.20 KB Administrators  C\Program Files\DiskBoss Ultimate\sounds\oper..,
& 10-May-2018 14:23:43 Deleted 0 Bytes --- ChProgram Files\DiskBoss Ultimate\bin\diskboss...
10-May-2018  1423:43 Modified 0 Bytes Administrators  Ch\Program Files\DiskBoss Ultimatebin
@ 10-May-2018 14:23:43 Renamed 0 Bytes - C\Program Files\DiskBoss Utimate\bintdiskboss..,
@ 10-May-2018 14:23:43 Renamed To  1.19 KB Administrators  C\Program Files\DiskBoss Ultimate\bin\diskboss..,
10-May-2018  1423:43 Modified {0 Bytes Administrators  Ch\Program Files\DiskBoss Ultimatebin
10-May-2018 14:23:43 Modified 119 KB Administrators  C\Program Files\DiskBoss Ultimate\bin'diskboss..,
© 10-May-2018 14:23:43 Created 0 Bytes Administrators  Ch\Program Files\DiskBoss Ultimate\bin\diskboss..,
10-May-2018  14:22:43 Modified 0 Bytes Administrators  Ch\Program Files\DiskBoss Ultimatebin
10-May-2018  1423:43 Modified 1.05KB Administrators  C\Program Files\DiskBoss Ultimate\bin'diskboss..,
@ 10-May-2018 14:23:43 Renamed 0 Bytes - ChProgram Files\DiskBoss Ultimate\bintdiskboss..,
@ 10-May-2018  14:23:43 Renamed To  1.05 KB Administrators  Ch\Program Files\DiskBoss Ultimate\bin\diskboss..,
10-May-2018  14:23:43 Maodified 0 Bytes Administrators  Ch\Program Files\DiskBoss Ultimatebin b
|22] Categorize By Extension | ————— I_ File Categories | 100% |
:_J IMI Files 41.51 KB 58 7.31 % A
| | FLXFiles 1.12MB 52 5.52 %
DLL Files 44,67 MB 4 2,845
NOEXT Files 0 Bytes 28 8.35 %
| | TMP Files 0 Bytes 7 5.07 %
| | PFFiles 112,99 KB 17 5.07 % v
& Completed Total: O Current: 0 Fittered: NA Actions: 0-0-0

The top view shows the list of detected file system changes. For each change, DiskBoss shows
the date and time of the change, the type of the change (created, modified, renamed or
deleted), the size of the modified file as recorded at the time of the change, the user name of
the file owner, and the full file or directory name.

¥, Disk Change Monitor O X
"% | B ii::f]‘] - %
U DO B8 e & B8
Resume Pause Stop | Reset | Charts Rate Save Export |  Hide

Date Tirme Type Size Owner Name 0.
10-May-2018  14:23:43 Modified 8629 KB Administrators  C\Program Files\DiskBoss Ultimate\sounds\oper..,

@ 10-May-2018 14:23:43 Deleted 0 Bytes === C\Program Files\DiskBoss Ultimate\bin\diskboss..,
10-May-2018  14:23:43 Modified 0 Bytes Administrators  C\Program Files\DiskBoss Ultimate\bin

@ 10-May-2018 142343 Renamed 0 Bytes == ChProgram Files\DiskBoss Ultimate\bin\diskboss..,

@ 10-May-2018 142343 Renamed To  1.19KB Administrators  Ch\Program Files\DiskBoss Ultimate\bin\diskboss..,
10-May-2018  14:23:43 Modified 0 Bytes Administrators  C\Program Files\DiskBoss Ultimate\bin
10-May-2018  14:23:43 Modified 119 KB Administrators  C\Program Files\DiskBoss Ultimate\bin'diskboss..,

© 10-May-2018 142343 Created 0 Bytes Administrators  C\Program Files\DiskBoss Ultimate\bin'diskboss..,
10-May-2018  14:23:43 Modified 0 Bytes Administrators  C\Program Files\DiskBoss Ultimate\bin
10-May-2018  14:23:43 Modified 1.05KB Administrators  C\Program Files\DiskBoss Ultimate\bin\diskboss..,

@ 10-May-2018 142343 Renamed 0 Bytes == ChProgram Files\DiskBoss Ultimate\bin'diskboss..,

@ 10-May-2018 14:23:43 Renamed To  1.05 KB Administrators  C\Program Files\DiskBoss Ultimate\bin\diskboss..,
10-May-2018  14:23:43 Modified 0 Bytes Administrators C\Program Files\DiskBoss Ultimate\bin v

|e:z| Categorize By Extension - | | File Categories | 1%"}_%

|2:] Categorize By Extension | 11.51 KB 58 17.31 % A

B Categorize By Change Type 1.12 MB 52 15.57 %

& Categorize By U.ser !\lame 44,67 MB 43 12.89 %
Categorize By File Size 0 Bytes 29 3.9 %

% Categorize By File Type 0 Bytes 17 T 07 %

| | PFFiles 112.99 KB 17 5.07 % v

@ Completed Total: 0 Current: 0 Filtered: NA Actions: 0-0-0

The bottom view shows categories of detected file system changes according to the currently
selected file categorization mode. By default, DiskBoss categorizes detected file system
changes by the file extension and displays a list of file extensions sorted by the number of
detected file system changes. In addition, the user is provided with the ability to categorize
changes by the change type, user name, file size and file type.
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12.3 Filtering File System Changes

The disk change monitor allows one to filter detected file system changes by the change type,
file type, extension, file size, user name, etc. Use the categories combo box located on the left
side of the categories control bar to select an appropriate file categorization mode.

2 Disk Change Monitor [m] ped
. i == 4 = 0
Qo ad X 8 B =
Resume Pause | Reset | Charts Rate Save Export | Hide
Date Time Type Size Owner MName n.
@ 10-May-2018  14:23:43 Deleted 0 Bytes = C:\Program Files\DiskBoss Ultimate\bin\diskboss...
10-May-2018 14:23:43 Modified 0 Bytes Administrators  C:\Program Files\DiskBoss Ultimate\bin
@ 10-May-2018 14:23:43 Renamed 0 Bytes == C:\Program Files\DiskBoss Ultimate\bin\diskboss...
@ 10-May-2018 14:23:43 Renamed To 1.1 KB Administrators  C:\Program Files\DiskBoss Ultimate\bin\diskboss..,
10-May-2018 14:23:43 Modified 0 Bytes Administrators  C\Program Files\DiskBoss Ultimatebin
10-May-2018 14:23:43 Modified 1.19KB Administrators  C:\Program Files\DiskBoss Ultimate\bin\diskboss...
@ 10-May-2018 14:23:43 Created 0 Bytes Administrators  C:\Program Files\DiskBoss Ultimate\bin\diskboss...
10-May-2018 14:23:43 Modified 0 Bytes Administrators  C:\Program Files\DiskBoss Ultimate\bin
10-May-2018 14:23:43 Modified 1.05KB Administrators  C:\Program Files\DiskBoss Ultimate\bin\diskboss...
@ 10-May-2018 14:23:43 Renamed 0 Bytes = C\Program Files\DiskBoss Ultimate\bin\diskboss...
@ 10-May-2018 14:23:43 Renamed To  1.05KB Administrators  C:\Program Files\DiskBoss Ultimate\bin\diskboss...
10-May-2018  14:23:43 Modified 0 Bytes Administrators  C:\Program Files\DiskBoss Ultimate\\bin
10-May-2018 14:23:43 Meodified 1.05KB Administrators  C:\Program Files\DiskBoss Ultimate\bin\diskboss...
@ 10-May-2018 14:23:43 Created 0 Bytes Administrators  C\Users\alex-s\AppData\Local\Temp\nsu27BOt.. w
|2:] Categorize By Extension - | File Categories | — 100% k3
42| INI Files 41.51KB 58 [ 7.31% |~
| FLX Files 1.12 MB 52 [ 5.52 % |
(z2] NOEXT Files o (ViewChars., [ 8.6 % |
| TMPFil - e 5.07 % v
0 e lr:l Apply Fiters .. ' |
© Completed Total: 0 Current: 0 = ctions: 0-0-0
Clear Filters

In order to filter changes using one or more filters, select the required file categorization
mode, select one or more categories of changes, press the right mouse button and select the
'Apply Filters' menu item. The disk change monitor will update the change list and show file
system changes matching the selected filters.

¥ Disk Change Monitor [m] >
- I - =, i ]
U dUd Qe 8 8B =
Resume Pause Stop | Reset | Charts Rate Save Export | Hide
Date Time Type Size Owner MName (4}
10-May-2018 14:23:42 Modified 0 Bytes Administrators  C:\Program Files\DiskBoss Ultimate\bin\imagefo...
10-May-2018 14:23:42 Modified TI800KEB  Administrators  C:\Programn Files\DiskBoss Ultimate\bin\imagefo...
10-May-2018 142342 Modified 7I8.00KB  Administrators  C\Program Files\DiskBoss Ultimate\bin\imagefo...
10-May-2018 142342 Modified 0 Bytes Administrators  C:\Program Files\DiskBoss Ultimate\bin\libdbs.dll
10-May-2018 14:23:42 Modified 5.26 MB Administrators  C:\Program Files\DiskBoss Ultimate\bin\libdbs.dll
10-May-2018 14:23:42 Modified 5.26 MB Administrators  C:\Program Files\DiskBoss Ultimate\bin\libdbs.dll
10-May-2018 14:23:42 Modified 0 Bytes Administrators  C:\Program Files\DiskBoss Ultimate\bin\libdbsg.dil
10-May-2018 14:23:43 Modified 514 MB Administrators  C:\Program Files\DiskBoss Ultimate\bin\libdbsg.dil
10-May-2018 14:23:43 Modified 514 MB Administrators  C:\Program Files\DiskBoss Ultimate\bin\libdbsg.dil
@ 10-May-2018 14:23:43 Created 0 Bytes Administrators  Ch\Users\alex-s\AppData\Local\ Temp\nsud 7BO.t...
10-May-2018 142343 Modified 10,50 KB Administrators  C\Users\alex-s\AppData\Local\ Temp\nsu7B9.t...
@ 10-May-2018 14:23:45 Deleted 0 Bytes == Ch\Users\alex-s\AppData\Local\ Temp\nsu 7B ...
@ 10-May-2018 14:23:45 Deleted 0 Bytes --- Ci\Users\alex-s\AppData\Local\ Temp\nsul 7TB9.t...
@ 10-May-2018 14:23:45 Deleted 0 Bytes = Ci\Users\alex-s\AppData\Local\ Temp\nsud7TBOt.,
:| Categorize By Extension - I File Filter is Active — 100% Q
i__] INI Files 41.51KB 58 [ 7.31% ]~
| FLX Files 1.12 MB 52 | 5.52 % ]
B D 14,6 2849 | ]
lzz] NOEXT Files 0 Bytes 28 [ 8.36 % |
[ 7] TMP Files 0 Bytes 17 [ 5.07 % ] ™
@ Completed Total: 0 Current: 0 Filtered: 43 Actions: 0-0-0

Change filters may be enabled when the disk change monitor is active filtering and displaying
matching file system changes in real-time. In order to reset active file filters, just press the
'Clear' button located on the right side of the categories control bar.
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12.4 Disk Change Monitoring Charts

The DiskBoss real-time disk change monitor provides the ability to display various types of
statistical pie charts and bars charts showing the number of changes per file extension, file
category, change type and user name. In order to display a pie chart, open the disk change
monitoring results dialog and press the 'Charts' button.

.‘S‘_‘. Changed Disk Space Per Extension O =

Changed Disk Space Per Extension

[F] 59.11MB - 34.73% - DB-WAL Files
[ 4a67M8 - 25.24% - DLLFiles
[F] 29.59M8 - 17.39% - LOGFiles
[] 2400MB - 14.10% - DATFles
[] 822MB - 483% - EXEFies
] t.12MB - 0.86% - FLX Files

[] 1.11MB - 0.65% - WAV Files
[ 1.11MB - 0.65% - ~TMPFiles

[7] 336.26KB - 0.19% - TXT Files

[] 955.31kB - 0.55% - Other {3)

Date: 10-May-2018 | Time: 14:23:52 | Host: Windows10-64 | Title: Disk Change Monitoring Report

H Save 2Prmt (1 Copy Options :iChangedDiskSpacePerErbension vPIEChE(t v Close

The charts dialog shows statistics according to the currently selected file categorization mode.
For example, in order to display a pie chart showing the number of changes per change type,
select the 'Categorize Changes Per Change Type' file categorization mode and then press the
'Charts' button.

2% Number of Changes Per Change Type O *

Number of Changed Files Per Change Type

] 704Fies - 71.62% - Modified Files
[F] 158Files - 17.09% - Created Files
[7] 8iFiles - 8.24% - Deleted Files

7] 30Fles - 3.05% - Renamed Files

Date; 10-May-2018 | Time: 14:43:42 | Host; Windows10-64 | Title: Disk Change Monitoring Report

IBSa\rE [ 'éPn'nt | iU{-ﬁ Copy [ | Options IiNumberofChangesPErChangeType ~| iPiEChart || Close

The charts dialog provides the ability to display the number of changes per file category or the
total size of changed files. In addition, the user is provided with the ability to edit chart
properties, copy the chart image to the clipboard or print the displayed chart image.
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12.5 Saving Disk Change Monitoring Reports

The DiskBoss disk change monitor allows one to save HTML, PDF, XML, text and Excel CSV
reports. In order to save a report file press the 'Save' button located on the disk monitor
results dialog, enter a report title, select an appropriate report format, enter the maximum
number of changes to export, enter the report file name and press the 'Save' button.

£ Save Disk Menitoring Report ? P
Title: ‘Disk Change Monitaring Report |
Format: HTML Report - |Last 10000 Changes I =

File Mame: }JI‘I‘IEHE'&DiSk Monitoring Report 10-May-2018 143241, himl ‘

[] save Compressed Report H save Cancel

A typical report file includes a summary table showing the report date and time, the total
number of file system changes that were detected, the number of changes exported to the
report, the change rate, the process time and the status of the change filter. The change
categories table shows up to 10 top change categories according to the currently selected file
categorization mode. If the report is saved with one or more active file filters, the selected
filters will be highlighted in the categories table and the change list will show changes
matching the selected file filters.

- TreeDEk Moot X

G @ A O file/)/DyDisk Monitoring Report 10-May-2018 14324 1.html -~ QW =

~
Generated By: DiskBoss Server v9.3.28 10-May-2018 14:32:54

Disk Change Monitoring Report

Date 2018/05/10
Time 14:23:52
Total Changes 359

Current Changes 335

Change Rate 548 CH/Min
Process Time 39.30 Sec
Host Name Windows10-64
User Name alex-s

Input Dirs c\

File Filter Off

Top 10 File Categories

Category Space Files Files (%)
INI Files 41.51 KB 58 Files 17.31 %
FLX Files 1.12 MB 52 Files 15.52 %
DLL Files 44.67 MB 43 Files 12.84 %
NOEXT Files 0 Bytes 28 Files 8.36 %
PF Files 112.99 KB 17 Files 5.07 %
TMP Files 0 Bytes 17 Files 5.07 %
DB-WAL Files 58.11 MB 15 Files 4.48 %
LNK Files 7.30 KB 14 Files 4.18 %
WAV Files 1.11MB 14 Files 4.18 %
EXE Files 8.22 MB 13 Files 3.88 %

335 File System Changes

Date Time Operation  Size Owner Name

] 7}11-\#-2018 14:23:27 Modified 3.94 MB SYSTEM C:\ProgramData\Microsoft\Windows Defender\Scans\mpenginedb.db-wal

The file categories table is followed by the list of detected file system changes. For each file
system change, DiskBoss shows the date and time of the change, the change type (created,
modified, renamed or deleted), the size of the file as recorded at the time of the change, the
user name of the file owner and the full name of the changed file or directory.
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12.6 Exporting Changes to an SQL Database

DiskBoss provides the ability to export detected file system changes to an SQL database. In
order to be able to export changes to an SQL database, the user needs to configure the ODBC
database interface on the main options dialog. Open the main options dialog, select the
'Database' tab, enable the ODBC database interface, enter the ODBC data source name, ODBC
user name and ODBC password to use to connect to the SQL database and press the 'Verify'
button to check the specified ODBC data source.

% DiskBoss Options ? X
Enable ODBC Interface o Verify .., Clear
ODBC Data Source: |MvSQL Server |
Shiartcuts Usger Name: |d|skboss |
Misc Password: (TTITTITTY |
I .

| save Cancel

Once finished configuring the ODBC database interface, open the disk change monitoring
results dialog, select one or more detected file system changes, press the right mouse button
and select the 'Export Changes To SQL Database' menu item. On the next dialog, enter the
name of the SQL database table to export the selected changes to and press the 'Ok' button.

% Disk Change Monitering Report O >
1 A i) N EIETE
Palse Stop Charts Rate Save Expaort Close
Date Time Type Size Owner Mame Lo}
@ 10/May/2018 14:23:43 Deleted 0 Bytes - C\Program Files\DiskBoss Ultimate\bin\diskboss...
10/May/2018  14:23:43 Modified 0 Bytes Administrat.., C\Program Files\DiskBoss Ultimate\bin
@ 10/May/2018 14:23:43 Renamed 0 Bytes s C\Program Files\DiskBoss Ultimate\bin\diskboss...
@ 10/May/2018 14:23:43 Renamed To 119 KB Adrninistrat.. C\Program Files\DiskBoss Ultimate\bin\diskboss...
&0 10/May/2018 14:23:.43 Madified = e A\DiskBoss Ultimate\bin ;
0/ Mayi 2018 143343 Woifics | = OpenbieWih.. DiskBioss Ultimate\bin\diskboss...
© 10/May/2018 14:23:43 Created ] Open Location in Explorer ... DiskBoss Ultimate\bin\diskboss...
& 10/May/2018 14:23:43 Modified DiskBoss Ultimate\bin
0 10/May/2018  14:23:43 Modified HH  Export Changes To SOL Database DiskBoss Ultimate\bin\diskboss...
@ 10/May/2018 14:23:43 Renamed : : * P\DiskBoss Ultimate\bin'\diskboss...
@ 10/May/2018 14:23:43 Renamed To Uopy Change Detais o Cliphaard A\DiskBoss Ultimate\bin\ diskboss...
10/May/2018 142343 Modified Copy Change List To Clipboard ';_\Dischss Ultimate\bin
10/May/2018 14:23:43 Modified DiskBoss Ultimate\bin\diskboss... +
= = = =il Properties ...
\22) Categorize By Extension - | - = W 100%
4| NI Files 4151 KB 58 7.31% A
| | FLXFiles 112 MB 52 5.52 %
% DLL Files 44,67 MB 43 2.84%
MNOEXT Files 0 Bytes 28 8.36 %
| | TMP Files 0 Bytes 17 5.07 %
| | PFFiles 11293 KB 17 5.07 %
| | DB-WAL Files 58.11 MB 15 4,98 % ¥
() Changes: 335 Change Rate: 548 CH/Min Actions: Disk Change Monitoring Report

If the specified SQL database table does not exist, DiskBoss will create a new SQL database
table and export the selected file system changes to the newly created database table. If the
specified SQL database table already exists, DiskBoss will add selected changes to the existing
SQL database table.
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In order to import file system changes from an SQL database to Microsoft Excel, select the
menu 'Data - Import External Data - New Database Query' menu item, select the ODBC data
source to import the data from, select the SQL database table name that was specified during
the export operation, select SQL database table columns to be imported, optionally select the

data sorting mode and press the 'Finish' button.

8] Microsoft Excel - Backl =& O *
Ei] -Ele Edit View Inset Format Tools | Data | Window Help Tyr * g X
i3 | @ ﬁ Avial . |24 Sort.. Lo, A 'E
Al - f; Filter »

A 1 B | ¢ | D Subtotals... 1y eV

1 | -
Validation,..

2 alidation
3 Text te Columns..,
% liz} PivotTable and PivotChart Report...
& | | Import External Data >| '_'3 Import Data...
| 7 List Y| & MewWeb Query...
L AML T
g & 5 |_’1:| MNew Database Query... %J
_10_
| 11] e, :
12 i
13
14
15
16
17
18
19|
4 4 » W[\ Sheetl Sheet2 [ Sheet3 / < 22l
Ready

For each detected file system change, DiskBoss exports to the SQL database the following
columns of data: a unique change ID, the date and time of the change, the type of the change
(created, modified, renamed or deleted), the size of the file as recorded at the time of the

change, the user name of the file owner and the full file or directory name.

{8] Microsoft Excel - Book1 = O *
5] File Edit View Inset Format Tools Data Window Help
A=) ﬁgnrim -0« B I U|=

H1 - 5

A | B [ | | E F e
|1 Jid dt ctype fsize owner name i
2 | 110/May/2018 14:23:27 Modified 394 MB | SYSTEM C:\ProgramData\Microsoft\Windows Defender\Scans'n
3 | 210/May/2018 14:23:33 Modified 0 Bytes | SYSTEM C:\Windows'\Prefetch\DLLHOST.EXE-8037274D pf
4 | 3 10/May/2018 14:23:33 Modified 9.21 KB SYSTEM C:\Windows\Prefetch\DLLHOST.EXE-9037274D pf
| 5 | 4 10/May/2018 14:23:33 Modified 9.21 KB SYSTEM C:\Windows'\Prefetc\DLLHOST EXE-9037274D pf
| 6 | 6 10/May/2018 14:23:35 Modified 394 MB | SYSTEM C:\ProgramData\MicrosofttWindows Defender\Scansio
| 7| 610/May/2018 14:23:36 Modified 394 MB  SYSTEM C:\ProgramData\Microsoft\Windows Defender\Scansim
| 8 | 7/10/May/2018 14:23:36 Modified 0 Bytes alex-s C\Users\alex-s\AppDataiLocal\MicrosoftWindows\Cac
| 9| 810/May/2018 14:23:36 Modified 394 MB  SYSTEM C:\ProgramData\Microsoft\Windows Defender\Scansim
(10| 9/10/May/2018 14:23:36 Renamed 0 Bytes | — C:\Windows\SenviceProfiles\LocalSenvice\AppDatailoc
(11| 10/ 10/May/2018 14:23:36 Renamed To 8.00 MB  LOCAL SERVICE C:Windows\SeniceProfiles\LocalSerice\AppData\Loc
(12| 11 10/May/2018 14:23:36  Modified 0 Bytes LOCAL SERVICE C:\Windows\ServiceProfiles\LocalService\AppDatailoc
(13| 12 10/May/2018 14:23:37 Modified 3.94 MB SYSTEM C:\ProgramData\Microsoft'Windows Defender\Scans'n
| 14| 13 10/May/2018 14:23:37 Renamed |0 Bytes | — C:\Windows\ServiceProfiles\LocalSenvice\AppData\Loc
| 15| 14 10/May/2018 14:23:37 Renamed To 800 MB  LOCAL SERVICE C\Windows\SenviceProfilesiLocalSenice\AppDatalloc
| 16| 15/10/May/2018 14:23:37 Modified 0 Bytes LOCAL SERVICE C:\Windows\SenviceProfiles\LocalService\AppDatailoc
7| 1610/May/2018 14:23:37 Madified .00 MB  LOCAL SERVICE C:\Windows\SenviceProfiles\LocalSenvice\AppDatailoc
(18 | 17 10/May/2018 14:23:37 Modified 0 Bytes SYSTEM C:\Windows'\Prefetc\CONSENT EXE-531BDYEA pf
(19| 18 10/May/2018 14:23:37 Modified 2743KB | SYSTEM C:\Windows'\Prefetch\CONSENT.EXE-531BD9EA. pf
(20| 19/ 10/May/2018 14:23:37 |Modified 3.94 MB SYSTEM C:\ProgramData\Microsoft\Windows DefenderiScansim
21| 20 10/May/2018 14:23:37 Modified 3.94 MB  SYSTEM C:\ProgramData\Microsoft\Windows Defender\Scans\m v
W« v ol sheet1 [sheets [sheets/ | < > |
Ready
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12.7 Disk Change Monitoring E-Mail Notifications

DiskBoss provides the ability to send E-Mail notifications when a disk change monitoring
operation detects a user-specified number of changes. In order to configure E-Mail
notifications for a disk change monitoring command, open the disk change monitoring
command options dialog, select the 'Actions' tab, enable disk change monitoring actions,
specify the number of changes that should trigger the actions, enable E-Mail notifications and
specify an E-Mail address to send E-Mail notifications to.

& Disk Change Monitor ? *
General Execute Actions Every: |1[JU Changes : | |_-|
_ilf':""l Rules —
= Send E-Mail Motification To: ‘diskbnss@yuurcnmpanv.com| |'_=j|

B || Exclude
[] Execute DiskBoss Command: '
1l Actions
[ Execute Custom Commands:
=] Save HTML Report - ‘D:'n.reports | : g
Begin Monitoring on Computer Startup fﬂ Save Cancel

In addition, the user needs to configure an SMTP server to use to send E-Mail notifications. In
order to configure the SMTP server, open the options dialog, select the 'E-Mail' tab, enable E-
Mail notifications, specify the source E-Mail address, the SMTP server name, the SMTP server
port, the SMTP user name and password to use to send E-Mail notifications.

% DiskBoss Options ? X
General L : : : = =
Enable E-Mail Motifications ~ Verify E-Mail Account ...
Ilgl.l Server
|I;ﬁ Reports
Source E-Mail Address: |diskboss@yourcompany.com |
| mal Advanced
SMTP Server Name: mail, yourcompany. com Port:
I:h Database
Ham Use Secure Connection: | 5SL =
* |‘ Dl i

[ save Cancel

Optionally, the user can send E-Mail notifications via a secured network connection using the
TLS or SSL network protocols. Once finished configuring the SMTP server, press the 'Verify E-
Mail Account' button to test the specified SMTP server name, user name and password.
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12.8 Automatic Generation Of Disk Change Monitoring Reports

In addition to E-Mail notifications, the user is provided with the ability to automatically save
disk change monitoring reports in a user-specified directory. In order to enable automatic
report generation, open the disk change monitoring command dialog, select the 'Actions' tab,
enable disk change monitoring actions, specify the number of changes that should trigger the
monitoring actions, enable the report generation action, select an appropriate report format

and specify a directory where to save disk change monitoring reports.

During runtime, DiskBoss will monitor the specified disks and directories and automatically
save disk change monitoring reports in the specified directory every X file system changes as
configured on the 'Actions' tab. Each report file will be saved with an automatically generated

% Disk Change Monitor

= General

F‘!‘? Rules

=

@ Exclude

™

Execute Actions Every: 1000 Changes =]

[1 send E-Mail Motification To:

[] Execute DiskBoss Command: | |

[ Execute Custom Command: | |

{15 Save PDF Report
Sawve HTML Report

4

| d:\disk_change_reports | |:|

Begin Monitoring on Compute

Sawve Excel Report
Sawve Text Report
Save C5V Report

| H Save

Cancel

Sawve XML Report

% Save DiskBoss Report
F| save Database Report
B save To Database Table

file name including the date and time of the report.

File

Home Tools

Edit View Window Help

Disk Monitoring Re... %

=L Disk Menitoring Report 10-May-2018 143723.pdf - Adobe Acrobat Reader DC

] X

@ signin

® B RERQ OO vl MO® (= - R BEATIS L
R 4
pisk Change monitoring arport 10-uay-2018 ol
File System Changes
Date Time size Owner Name
3.94 M8 SYSTEM +\Progranbata\Mi crosaft\windows Defender\Scans\mpenginedb. db-wal
© Bytes SYSTEM #\Windows\Prefetch\DLLHOST . EXE-90
5.1 KB SYSTEM £ \Windows\Prefetch\DLLHOST . EXE-00
Modified .21 k8 SYSTEM +\Windows\Prefetch\DLLHOST . EXE-9057274D.pF
10-May-2018 ModiFied 3.34 M SYSTEM +\ProgranData\Microsoft\windows Defender\Scans\mpenginedb, db-wal
10-May-2018 Mod Fied 3.94 M8 SYSTEM +\ProgranData\Microsaft\Windows Defender\Scans\mpenginedb. db-wal
10-May-2018 Modi 0 Bytss alex-z :\Usersialex-s\AppData\Local \Microsoft\windons\Caches
10-%ay-2018 Modified 3.94 M SYSTEM \Progranbata\Microsoft\Windows Befender\Scans\mpenginedb. db-wal
10-¥ay-2018 Renamed o Bytes A \windows\Serviceprofiles\Localservice\Appoata)Local Fontcache \Fontcache-s
10-%ay-2018 Renamed To 5.00 LOCAL SERVICE + \Windows\ServiceProfiles)Localservice\Apphata\l ocal\Font Cache\~FontCache
10-May-2018 Mod1Fied 0 Bytes LOCAL SERVICE :\Windows\ServiceProfiles\LocalService\AppData\Local\FontCache
y-2018 Modified 3.94 MB SYSTEM :\Progranpata\sicrosoft\windons Defender\scans\mpenginedb. di-wal
10-May-2018 Renamed © Bytss NA :\Windows\ServiceProfiles\LocalService\AppDatatLocal\FontCache \~FontCache-5-1-6-15. da
Renamed To 5.00 MB LOCAL SERVICE +\windows\Serviceprofiles\Localservice\AppoatalLocal\FontCache \FontCache-5-1-5-18.dat
sod fied o Bytes LOCAL SERVICE \Windows\ServiceProfiles)Localseryice\AppData\local \FontCache
5. LOCAL SERVICE £ \windows\Serviceprofiles\Localservice\AppData’Local\FontCache \rontcache-5-1-5-16.dat
o SYSTEM : \Windows \Prefetch) CONSENT . EXE-5 318D9EA. T
10-May-2018 odified SYSTEM : \Windows\Prefatch\ CONSENT . EXE-5315D9EA . pF
10-¥ay-2018 wodified SYSTEM \ProgranData\iicrosofti\windows Defender\scans\mpanginedb. db-wal
10-#ay-2018 modiFied SYSTEM \Progranpata\microsoftiwindons Defenderiscansimpanginedb. db-wal
3 10-May-2018 Creatsd HA Ci\Usershalex-s\AppDataiLocal\Tenpinso2798. tp 4
10-May-2018 peleted HA Cr\usersialex-s\AppDatalLocal\Tenpinsoz798. tap
wodified atex-s Ci\Usershalex-siAppData\Local\Ten
Created na C:\usersialex-s\Appbata\Local\Tenp\nsu2789. top
10-May-2018 ModiFied alex-s Ci\usershalex-s\AppData)Local\Tenp
10-way-2018 NA Ci\Usarshalex-s\appDatalLocal\Tenp\nsu27es. tp
10-May-2018 © Bytes alex-z Ci\usershalex-s\appDataiLocaliTeng
10-ay-2018 o Bytss administrators Ci\Usersialex-s\AppDataiLocal\Tenp\nsu27es. tp
0 Byres alex-3 Ci\usersialex-siAppbatalLocal\Tenp
211 Byres Administrators Ci\Usershalex-siAppData\Local\Tenp\nsu2789. tapliospecial.ind
211 Bytes Administrators 1\usarsialex-s\apppata\Local\Temp\nsu2789. tep\ fospecial. ini
10-May-2018 © Bytss Administrators Ci\usershalex-s\AppDataiLocal\Tenp\nsu27e9. top
10-way 2018 sodiFied 220 Bytes Administrators Ci\usersialex-s\AppData\Local\Tenp\nsu2789. tmp\ ioSpecial.ini
10-#ay-2018 © Bytss administrators C1\usersialex-s\AppoataiLocal\Tenp\nsu2789. tap\modern-wizard. bmp
10-%ay-2018 0 Bytes Administrators Ci\Usersialex-s\AppData\Local\Temp\nsu2789. tmp
10-%ay-2018 150.82 K6 administrators cr\usersialex-s\AppData\Local\Tenp\nsuz78s. tnp\nodern-vi
10-¥ay-2018 Mod fied 150.92 KB Administrators \Users\alex-s\AppData\Local |\ Tenp\nsu2788. tng\modern-
10-%ay-2018 wodified 201 syres Administrators isarsialex-s\aAppoara\Local\Tenp\ncu2788. trp\iosperial.ini
10-ay-2018 o Bytes Administrators \usersialex-s\AppData\Local\Teng\nsu2769. tnp\modern-headsr. bmp
0 Bytes Administrators sersialex-s\AppData)\Local\Tesp\nsu2789. tup
25.21 k8 Administrators \usershalex-s\AppData\Local\Tenpinsu27as.
291 Bytes Administrators \Users\alex-s\AppData\Local\Tenp\nsu2788. tm
308 Byres administrators ‘\usersialex-s\AppData\Local\Tengnsuz789.
10-¥ay-2018 392 Bytes Administrators \Users\alex-s\AppDatalLocal|Teng\nsu2783,
403 Bytes Administrators \Users\alex-s\Apphata\Local\Temp}nsu2783. tmp\ioSpecial . ini
403 Bytes Administrators Ci\Users\alex-s\AppData\Local\Tenp\nsu2788. tmp\iospecial . ini
10May-2018  14: ModiFied 411 Bytes Administrators Ci\Usersialex-s\AppData\Local\Tenp\nsu2789. tmp\ioSpecial.ini
Disksass Server v8.3.28 2 heep:/ S diskboscom |
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12.9 Monitoring Specific File Types or File Categories

Active production servers may have a very high rate of disk changes resulting in very long
disk change monitoring reports significantly complicating identification of critical file system
changes and resulting in additional overhead on running, production systems. In order to
minimize the number of unimportant file system changes recorded by a disk change
monitoring operation, DiskBoss provides the ability to limit the disk change monitoring
operation to user-specified types of files.

% Disk Change Maonitar ? *
. ; General Menitor Files Matching Criteria £ Add
&y Categorized As - Programs, Extensions and Script... | | e
F!? Rules s Categorized As - Windows Security Files 2ot
EI— s Categorized As - Windows System Files
& | Exclude
[ f'_‘?' Actions
Or -
Eegin Monitoring on Computer Startup H Save | | Cancel

For example, the user may configure a disk change monitoring command to monitor only
programs and executable files and exclude changes detected in all other types of files. In
order to configure a disk change monitoring command to monitor specific types of files, open
the disk change monitoring command options dialog, select the 'Rules' tab and add one or
more file matching rules specifying which types of files to monitor. During runtime, the disk
change monitor will evaluate detected file system changes and just skip all changes not
matching the specified rules.

5 Advanced File Search Criteria ? >

Select Advanced File Search Criteria

% Search Files Categorized As
<. Search Files Containing Text
Search Files With the File Size
=2 Search Files With File Attributes
71 Search Files Containing HEX Pattern
# Search JPEG Images With EXIF Tag v

Categorized As - |Temporar1,' Files & Select ...
| Categorized As L

Ok Cancel

Another option is to exclude specific types of files from the disk change monitoring process
using one or more negative file matching rules. For example, in order to exclude temporary
files from a disk change monitoring operation, add a file matching rule, select the "'Temporary
Files' file category and select the 'Not Categorized As' rule operator. Now, the disk change
monitoring operation will skip all temporary files from the disk change monitoring process.
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12.10 Excluding Subdirectories from the Monitoring Process

Sometimes, it may be required to exclude one or more subdirectories from the disk change
monitoring process. For example, if you need to monitor a disk excluding one or two special
directories, you may specify the whole disk as an input directory and add the directories that
should be skipped to the exclude list.

¥ Disk Change Monitor 7 b
==l General Exclude Directories
: _- : 1 CATernp =
4 Rules ] SCONTAINS Snapshots e
5 | Exclude el
e

| F7]| Actions

L

Del

Begin Monitoring on Computer Startup ['j Save Cancel

In order to add one or more subdirectories to the exclude list, open the disk change
monitoring command dialog, select the 'Exclude' tab and press the 'Add' button. All files and
subdirectories located in the specified exclude directory will be excluded from the disk change
monitoring process. In addition, users are provided with a number of exclude directories
macro commands allowing one to exclude multiple directories using a single macro command.

DiskBoss provides the following exclude directories macro commands:

* $BEGINS <Text String> - this macro command excludes all directories beginning
with the specified text string.

e $CONTAINS <Text String> - this macro command excludes all directories
containing the specified text string.

« $ENDS <Text String> - this macro command excludes all directories ending with the
specified text string.

« $REGEX <Regular Expression> - this macro command excludes directories
matching the specified regular expression.

« $DIRLIST <File Name> - this macro command excludes all directories listed in the
user-specified text file.

e S$FILELIST <File Name> - this macro command excludes all files listed in the user-
specified text file.

For example, the exclude macro command '$CONTAINS Temporary Files' will exclude all

directories with 'Temporary Files' in the full directory path and the exclude macro command
'$REGEX \.(TMP|TEMP)$' will exclude directories ending with '.TMP' or ".TEMP".
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12.11 Triggering Automated File Management Operations

One of the most powerful capabilities of DiskBoss is the ability to trigger custom file
management operations after a user-specified number of file system changes is detected in
one or more disks or directories. This capability may be very effectively used to trigger file
synchronization, policy-based file management and automatic file delete and data retention
operations on production servers and corporate storage systems.

% Disk Change Monitor ? >
General Execute Actions Every: |1D[JE| Changes : I =]
E 4 Rules
- ] send E-Mail Motification To:

A | Exclude i
Execute DiskBoss Command: |Sync MNAS Server | 1]
Il Actions —
[] Execute Custom Command:
|:| Save HIML Report -
Begin Monitoring on Computer Startup H Save Cancel

For example, in order to automatically synchronize a server with a NAS device, create a file
synchronization operation configured to synchronize a source directory on the server to a
destination directory on the NAS device, create a disk change monitoring command configured
to monitor the source directory on the server, open the disk change monitoring command
dialog, select the 'Actions' tab, enable disk change monitoring actions, specify the number of
file system changes that should trigger the action, enable the DiskBoss command action and
select the previously configured file synchronization command to be executed.

% Monitor Actions Trigger Options ? pst
Execute Actions After Each: | 100 Changes =
If Change Rate Is More Than: | 1000 Changes = | |Per Minute -
Always Execute Actions After: |24 : Hours e
Ok Cancel

In addition to the ability to trigger the disk change monitoring actions every X file system
changes, DiskBoss allows one to trigger the actions if the change rate reaches a user-specified
number of changes per minute or per hour. Finally, the user is provided with the ability to
trigger the disk change monitoring actions after a user-specified timeout even if the number of
detected file system changes is less than the specified value.
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12.12 Triggering File Integrity Monitoring Operations

In addition to the real-time disk change monitor, DiskBoss provides the file integrity monitor,
which is capable of saving digital security signatures of critical system files and then
periodically verifying authenticity of critical system files by comparing the current digital
security signatures to the previously saved digital security signatures. One of the most
powerful capabilities of DiskBoss is the ability to monitor one or more disks or directories and
automatically trigger verification of critical system files based on real-time disk activities and
then send E-Mail notifications and generate reports if any unauthorized changes are detected
in critical system files thus ensuring the security of critical systems and production servers.

% File Integrity Monitoring Options ? =

& Gereral [ Advanced W Rules | (%) Exdude [[] Actions

File Integrity Monitoring Options
Meniter File Contents Signature
Monitor File Creation Date
Meniter File Last Modification Date
Monitor File Attributes
Monitor File Owner
Monitor File Size
Monitor Mew Files

[ save Cancel

For example, in order to monitor critical files in the Windows system directory, create a file
integrity monitoring command, configure the command to monitor the Windows directory, add
a file matching rule limiting the monitoring operation to programs and executable files and
than save a reference digital signature of the Windows system directory.

£ Disk Change Monitor ? *
E General Execute Actions Every: |1DEI Changes SE]
4 Rules
[] send E-Mail Motification To:
& | Exclude )
xecute DiskBoss Command: ile Integrity Manitor =]
Execute DiskBoss C d File Integrity Monito =
Il Actions =
[] Execute Custom Command:
| Save HTML Repart =
Begin Monitoring on Computer Startup B Save Cancel

Now, create a new real-time disk change monitoring command, configure the command to
monitor the Windows system directory, select the 'Actions' tab, enable disk change monitoring
actions, enable the DiskBoss command action and specify the previously configured file
integrity monitoring command to be automatically triggered after each X changes detected in
the Windows system directory. The file integrity monitoring command will scan the Windows
system directory, verify digital signatures of programs and executable files, check if there are
any modified programs or executable files and send an E-Mail notification if required.
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12.13 Monitoring Disks Using the DiskBoss Command Line Utility

In addition to the DiskBoss client GUI application, DiskBoss Server provides a command line
utility allowing one to monitor one or more disks or directories from batch files and shell
scripts. The DiskBoss command line utility is located in the ‘<ProductDir>/bin’ directory.
Command Line Syntax:

diskboss -monitor -dir <Directory 1> [ ... <Directory X> <Options> ]

This command monitors the specified disks or directories and displays detected file system
changes on the standard output. In addition, the user is provided with the ability to export
detected file system changes to HTML, XML, text and Excel CSV reports.

diskboss -execute <User-Defined Disk Monitoring Command>

This command executes a user-defined disk change monitoring command pre-configured using
the DiskBoss GUI application or imported from an XML file.

Parameters:

-dir <Directory 1> [ ... <Directory X> ]

This parameter specifies the list of input directories to process. In order to ensure proper
parsing of command line arguments, directories and file names containing space characters
should be double quoted.

Options:

-exclude_dir <Exclude Directory 1> [ ... <Exclude Directory X> ]

This parameter specifies the list of directories that should be excluded from the disk change
monitoring process. In order to ensure proper parsing of command line arguments, directories
containing space characters should be double quoted.

-save_html_report [ ReportFileName ]

This optional parameter saves an HTML report file. If no file name is specified, DiskBoss will
automatically generate a file name according to the following template:

diskboss_monitor_[date]_[time].html
-save_csv_report [ ReportFileName ]

This optional parameter saves an Excel CSV report file. If no file name is specified, DiskBoss
will automatically generate a file name according to the following template:

diskboss_monitor_[date]_[time].csv
-save_text_report [ ReportFileName ]

This optional parameter saves a text report file. If no file name is specified, DiskBoss will
automatically generate a file name according to the following template:

diskboss_monitor_[date]_[time].txt

-v

This parameter shows the product’s major version, minor version, revision and build date.
-help

This parameter shows the command line usage information.
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13 File Integrity Monitor
13.1 File Integrity Monitor Overview

DiskBoss Server and DiskBoss Enterprise provide a built-in file integrity monitor allowing one
to save digital signatures of critical system files and then periodically monitor the integrity of
critical system files, detect unauthorized changes, export HTML, text, Excel CSV or XML
reports and send E-Mail notifications.

£ File Integrity Monitering Options ? X
@ Benieral File Integrity Monitoring Options
: Monitor File Contents Signature

2| Advanced Meonitor File Creation Date

= Meonitor File Last Modification Date

::'f:"' Rules Moniter File Attributes
= Monitor File Owner

2 | Bxclude Manitor File Size
—_ Manitor Mew Files
| F7]]| Actions

i save Cancel

The user is provided with the ability to specify one or more disks or directories to be
monitored, select which types of files should be monitored, types of changes that should be
detected and optionally save reports, send E-Mail notifications or execute custom commands
when a user-specified number of changes is detected.

2 Detected File System Changes O X

52 File System Changes Detected

File Mame Change Description

@ Ch\Windowshassembly\temp OWR2B94ATF... File is Missing

CA\Windows\Systern32\DriverStore\FileRep...  File Attributes Changed: Expected 128, Actual 32
) Ch\Windows\WinSxS\amd6éd_microsoft.tran... File Size and Contents Changed: Expected File Size 43776, Actual 163840
) Ch\Windows\WinSxS\amdb4d_wcf-comsveco... File Size and Contents Changed: Expected File Size 55368, Actual 166528
9 C\Windows\WinSx5\amd8d_wcf-microsoft.... File Size and Contents Changed: Expected File Size 108548, Actual 387312
@ C\Windows\WinSx5\amd&d_wcf-m_sm_cfg... File Size and Contents Changed: Expected File Size 93968, Actual 274560
@ ChAWindows\WinSxS\amd6d wcf-m_sm_evt.. File Size and Contents Changed: Expected File Size 5486, Actual 8872
0 Ch\Windows\WinSxS\amdéd_wcf-m_sm_ins... File Size and Contents Changed: Expected File Size 5434, Actual 83280
0 ChWindows\WinSxS\amd6d_wcf-m_svc_m... File Size and Contents Changed: Expected File Size 10052, Actual 20144
0 C\Windows\WinSx5\amded_wcf-servicem...  File Size and Contents Changed: Expected File Size 30302, Actual 154240
@ ChiWindows\WinSxS\amd64_wcf-smdiagno.. File Size and Contents Changed: Expected File Size 31136, Actual 94208
@ Ch\Windows\WinSxS\amd6&d_wcf-smsvchos... File Size and Contents Changed: Expected File Size 42050, Actual 117376
@ CA\Windows\WinSxS\amd6éd_wcf-system.id... File Size and Contents Changed: Expected File Size 37364, Actual 122880
& CHWindows\WinSxS\amd6d wef-system.id...  File Size and Contents Changed: Expected File Size 119620, Actual 403504
0 C\Windows\WinSx5\amded_wcf-systern.io.. File Size and Contents Changed: Expected File Size 44052, Actual 131072
@ ChWindows\WinSxS\amd6d_wcf-system.ru... File Size and Contents Changed: Expected File Size 238680, Actual B47872 +

[ save Close

In addition to the file integrity monitoring capabilities available in the DiskBoss GUI
application, DiskBoss provides a command line utility allowing one to verify the integrity of
critical system files, save reports and send E-Mail notifications from shell scripts and batch
files. Finally, DiskBoss Server, which runs in the background as a service, allows one to
continuously monitor the integrity of system files in critical servers and NAS storage system.
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13.2 Saving Signatures of Critical System Files

The DiskBoss file integrity monitor verifies the integrity of critical file system files by
comparing a reference file system state with the current file system state including verification
of digital signatures of critical system files, creation and last modification dates, attributes, file
ownership information, etc. In order to be able to perform the verification process, the user
needs to create a file integrity monitoring command, specify disks or directories that should be
monitored, types of files that should be monitored and types of changes that should be

detected.

% DiskBoss Client

File Command Tools Help

Start

-

B

Date
@ 13/May [E

= |

Add

Disk Space Analysis Command ..,
Duplicate Files Search Command ...
File Classification Cornmand ...

File Search Command ..,

Change File Attributes Command ...
Compare Directaries Command ...
File Synchronization Command ...

File Organizing Command ...

Disk Change Monitering Command ...
File Integrity Monitoring Command ...

Secure File Copy Command ...

Secure File Sync Command ...

File Copy Command ...
File Move Cormmand ...

File Delete Command ...

Command Group ...

Tl - — = =
Delete Server Metwork Reports Jobs Tasks Connect SMART

Options

tart

s

Data

Status

@ cn
@ D
@ o\
@ sA
@ TA
@ 7\

Disk Space Monitor  Total

Free

38,69 GB 2043 GB
40.00 GB 33.54GB
10.03 GB 9.95 GB
10,00 GB 9.88GB
9.97 GB 9.89GB
80.00 GB 67.68 GB

Status

Mormal
Normal
Mormal
MNormal
Normal
Mormal

€ Connected To: localhost

Mo Periodic Jobs

No Active Tasks

First of all, let's create a new file integrity monitoring command. On the user-defined
commands dialog or the commands tool pane, select the 'Add New' menu item and select the
'File Integrity Monitoring Command' menu item. On the command name dialog, enter a unique

command name and press the 'Ok' button.

2 File Integrity Monitor - Command Inputs ? X
Specify directories or files to process
Input Files and Directories
1 CA\Windows
1 C\Program Files
_JAddoir | | [+] Add File Delete | |Use Spedfied Inputs v | | @ Next Cancel

If you need to monitor the system disk on a critical server, add the 'Windows' directory and
the 'Program Files' directory. In addition, on a 64-Bit server, add the 'Program Files (x86)'

directory. Once finished adding input directories, press the 'Next' button.
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On the file integrity monitoring options dialog, select the 'General' tab and select/unselect
types of changes that should be detected. By default, the DiskBoss file integrity monitor
detects all types of changes and usually there is no need to change the default configuration.

2 File Integrity Monitoring Opticns ? *

File Integrity Monitoring Options
Muonitor File Contents Signature
Monitor File Creation Date
Monitor File Last Modification Date

= Rules Monitor File Attributes
— Monitor File Owner

2 | Exclude Monitar File Size

s Monitor Mew Files

el ?
_-r" || Actions

[ save Cancel

Now, select the 'Rules' tab and add one or more file matching rules specifying types of files
that should be monitored. If no rules are added on this tab, the DiskBoss file integrity monitor
will verify all types of files. If one or more file matching rules are specified, the DiskBoss file
integrity monitor, will verify files matching the specified rules and skip all other types of files.

“%, File Integrity Monitoring Options ? *
H General Manitor Files Matching Criteria " Add
& Categorized As - Programs, BExtensions and Script Files =
o | Advanced & Categorized As - Windows Security Files =
& Categorized As - Windows System Files
& Rules
I__.=L
& | Exclude
[ F Actions

Or -

H save Cancel

In the simplest case, just add a single file matching rule named 'Programs, Extensions and
Script Files', which will match all types of programs, executable files, DLL libraries, batch files,
various types of scripts, etc. For a more advanced configuration, consider adding Windows
configuration files and security files.

In order to simplify the configuration process, DiskBoss provides a logically organized
hierarchy of file types allowing one to easily select required file categories. In total, DiskBoss
is capable of automatically recognizing more than 2,500 file types and categories making it
very easy to select the types of files which should be monitored. During runtime, DiskBoss will
categorize and classify file detected in the input disks and directories, verify files matching the
specified rules and report all the detected file system changes.
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Once finished adding file matching rules, press the 'Save' button to save the file integrity
monitoring command. Each time a file integrity monitoring command is saved, DiskBoss will
show a confirmation message asking the user to confirm whether the command's settings and
the file system state should be updated or the user wish to save just the command's
configuration settings without updating the file system state file.

2% File System State Update Confirmation >

Press "Yes' to save settings and update the current file system state.
£ l % Press 'Mo’ to save settings, but do not update the file system state.

Yes Mo Cancel

In general, if the user has changed input disks or directories, file matching rules or exclude
directories, the file system state should be updated and the user needs to press the 'Yes'
button. On the other hand, if the user has modified types of changes that should be detected
and/or actions that should be executed when one or more changes are detected, there is no
need to update the file system state file and the user can press the 'No' button.

File Integrity Monitor

Operation In Progress, Please Wait ...

Status Value
= Total Files 2155
= Total Space 2.21GB
' Changed Files B
= Changed Space 41,26 MB
&) Process Time 18.20 Sec
@ Performance 126,74 MB/Sec

start | |l Pause | | [E) stop | |Full Speed = Errors Hide

During the file system state update process, DiskBoss will display the process dialog showing
the amount of processed disk space, the number of processed files and the current status. If
you need to temporary pause the operation, press the 'Pause' button. Press the 'Continue'
button, to resume the update operation. Wait for the file system state update process to
complete and once the operation is finished, press the 'Close' button.

File Integrity Monitor

Operation Successfully Completed
Status Value
= Total Files 7071
= Total Space 73.35 ME
& Process Time 3.06 Sec
® Performance 24,60 MB/Sec
L start 4 Pauss ke Stop | |Full Speed - Errors Close
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13.3 Verifying Critical System Files

In order to manually verify critical system files, just click on the required file integrity
monitoring command in the user-defined commands tool pane. Another option is to create a
desktop shortcut for the file integrity monitoring command and to execute the command
directly from the Windows desktop.

File Integrity Monitor

Operation In Progress, Please Wait ...

Status Value
= Total Files 2155
= Total Space 2.21GB
" Changed Files )
= Changed Space 41.26 MB
& Process Time 18.20 Sec
“® Performance 126.74 MB/Sec

start | | Pause | | [E] Stop | |Full Speed = Errors Hide

During the verification process the process dialog shows the verification status, the number of
verified files, the number of detected changes, the verification performance and the process
time. In order to temporary pause the verification process, press the 'Pause' button. Press the
'Continue' button to resume a previously paused verification operation.

% Detected File System Changes

52 File System Changes Detected

File Mame

& C\Windows\assembhy\ternp\QWR2BS4ATF...
ChAWindows\Systern32\DriverStore\FileRep...
) CAWindows\WinSxS\amded_microsoft.tran...

) C\Windows\WinSxSiamded_wcf-m_svc_m...
9 CAWindows\WinSxS\amdbd wcf-servicem...

@ C\Windows\WinSxS\amdbd wcf-system.id...
) C\Windows\WinSxS\amd6d_wcf-system.id...

) C\Windows\WinSxS\amdéd_wef-system.ru...

& C\Windows\WinSxS\amdbd_wcf-comsveco...
9 CAWindows\WinSxS\amdbd wcf-microsoft....
© C\Windows\WinSxS\amd8d_wcf-m_sm_cfg...
B CA\Windows\WinSxS\amdbd wef-m_sm_evt...
0 CAWindows\WinSxS\amded wef-m_sm_ins...

© C\Windows\WinSxS\amdB8d_wef-smdiagno..
) CAWindows\WinSxS\amdbd wcf-smsvchos..,

© CAWindows\WinSxSiamdBd wcf-system.io....

Change Description
File is Missing

File Attributes Changed: Expected 128, Actual 32

File Size and Contents Changed:
File Size and Contents Changed:
File Size and Contents Changed:
File Size and Contents Changed:
File Size and Contents Changed:
File Size and Contents Changed:
File Size and Contents Changed:
File Size and Contents Changed:
File Size and Contents Changed:
File Size and Contents Changed:
File Size and Contents Changed:
File Size and Contents Changed:
File Size and Contents Changed:
File Size and Contents Changed:

Expected File Size 43776, Actual 163340
Expected File Size 35368, Actual 166528
Expected File Size 108548, Actual 337312
Expected File Size 93968, Actual 274560
Expected File Size 3486, Actual 3872
Expected File Size 3494, Actual 8380
Expected File Size 10052, Actual 20144
Expected File Size 30302, Actual 154240
Expected File Size 31156, Actual %4208
Expected File Size 42050, Actual 117376
Expected File Size 37364, Actual 122380
Expected File Size 119620, Actual 405504
Expected File Size 44052, Actual 131072
Expected File Size 238690, Actual 847872 v

Ej Save

Close

If one or more file system changes will be detected, the file integrity monitor will display the
change list dialog showing all the detected file system changes and allowing one to review
detected file system changes and export reports. For each detected file system change, the
file integrity monitor displays the full name of the changed file and a change description
explaining what exactly has been changed in each specific file.
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13.4 Exporting Report Files

The DiskBoss file integrity monitor allows one to export HTML, PDF, Excel, text, CSV and XML
report files. In order to export a report file, open the change list dialog, press the 'Save'
button and select an appropriate report format.

¥ Detected File System Changes O X

52 File System Changes Detected

File Name Change Description r¥

@ C\Windows\assembly\temp\QWR2BS... Fileis Missing
ChWindows\System32\DriverStore\Fil..,  File Attributes Changed: Expected 128, Actual 32

€ C\Windows\WinSxSiamd64_microsof... File Size and Contents Changed: Expected File Siz...

@ C\Windows\WinSxS\amd64_wcf-com... File Size and Contents Changed: Expected File Siz...

€ CA\Windows\WinSxSiamd64_wcf-micr... File Size and Contents Changed: Expected File Siz...

@ C\Windows\WinSx5\amd6d wef-m_s...  File Size and Contents Changed: Expected File Siz...

@ CAWindows\WinSxS\amd64_wcf-m_s... File Size and Contents Changed: Expected File Siz...

@ C\Windows\WinSx5\amd6d wef-m_s...  File Size and Contents Changed: Expected File Siz...

cose

T om]  PDF Report ...

HTML Report ... %

Text Report ...
[# SV Report ...
XML Report ...

@:{ To SCL Database

DiskBoss will open the save report dialog allowing one to select a destination directory and
enter the report file nhame. A typical file integrity monitoring report includes a report title, a
summary section showing general information and a list of detected file system changes. For
each detected file system change, DiskBoss shows the full name of the changed file and a
description explaining what exactly has been changed in each specific file.

- File Integrity Monitar Report x IBE = O

C @ % @ fley/Z,/Disk Boss FIM Report 13-May-2018 174436.html - @ W =

-
Generated By: DiskBoss Server v9.4.1 13-May-2018 17:44:43

File Integrity Monitor Report

Command Name File Integrity Monitor
Date 2018/05/13

Time 17:42:51

Process Mode Verify

Total Files 24319

Total Space 10.90 GB

Changed Files 52

Changed Space 78.14 MB
Performance 186.5 Files/Sec
Process Time 2 Mins, 10 Secs

File System Changes

File Name Description
[0 c:\Windows\assembly\temp\26XLRLSMUY\System.Core.ni.dll File is Missing
[0 c:\Windows\assembly\temp\ANG73UABPT\System.ni.dll File is Missing
[ c:\Windows\assembly\temp\GHBZA1L578\System.Management.ni.dil File is Missing
[ c:\windows\assembly\temp\OLZN7T865Q\System.Core.ni.dll File is Missing
[ c:\Windows\assembly\temp\QWR2B24A1F\System.ni.dll File is Missing
- . . . File Attributes Changed:
[[1 &:\windows\System32\DriverStore\FileRepository\iscsi.inf_amd64_46a22096f336c9fd\iscsilog.dll Expected 128, Actual 32
C:\Windows\WinSxS glwe:a:‘z:dér;ic:;z]n;ie
[ ‘\amd64_microsoft.transactions.bridge.dtc_b03f5f7f11d50a3a_10.0.16299.15_none_c28b34ccdbab15bd Qe XD

Size 43776, Actual
163840 v

‘\Microsoft.Transactions.Bridge.Dtc.dll
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13.5 Saving Detected Changes in SQL Database

The DiskBoss file integrity monitor allows one to save detected file system changes in an SQL
database through the ODBC database interface. In order to enable database export
capabilities, open the options dialog, select the 'Database' tab, enable the 'ODBC' interface
and specify an ODBC data source name, user name and password that should be used to
connect to the database.

%, DiskBoss Options ? X
Eniable ODBC Interface o Verify ., Clear
|
B Database
=l
| | E-Mail
i ODBEC Data Source: |MvSQL Server |
w Shastuts User Name: |d|skboss |
B A
Lg Misc Password: [TIITITL] |
| A 5. v

[ save cancel

Once finished configuring the ODBC interface, press the 'Verify' button to make sure the
DiskBoss file integrity monitor is capable of connecting to the database using the specified
ODBC database interface. In order to manually save detected file system changes to the
database, open the change list dialog, press the 'Save' button and select the 'SQL Database'
menu item.

% Report Database O X
#2/ View All Report Types - <) Search by Title -
Date Time Host  Inputs Files Space Lakel Title

# 13/May/2018  18:43:03 Win... =\ 5389 12.19GB Disk Space Analysis  Disk Space Analysis Report
# 13/May/2018 1842:13 Win.. z\ 5389 12.19.GB File Classification File Classification Report
B 13/May/2018  17:42:51 Win.., clwindows = O Bonii e Integrity Moniter  File Integrity Monitor Report
= 13/May/2018 172200 Win.. b\ — REREEROIE sk Space Analysis Dick Space Analysis Report

57 Import Reports ...

3 Export Reports ... %

Refresh View

%] Delete

0 Add 1zi:] Open | %] Delete q Analyze . Backup Restore . Close

In order to see reports saved in the database, just press the 'Database' button located on the
main toolbar. The top part of the database dialog provides a number of report filters allowing
one to filter reports by the report type, title, host name, etc. In order to open a report, just
click on a report item in the reports view.

The database dialog allows one to export/import reports from/to the database. Select one or
more reports, press the right mouse button and select the 'Export Reports' menu item to
export the selected reports. Press the right mouse button over the reports view and select the
'Import Reports' menu item to import reports to the database.
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13.6 Periodic Verification of Critical System Files

The DiskBoss file integrity monitor allows one to periodically verify critical system files,
automatically detect unauthorized changes, generate reports, send E-Mail notifications and/or
execute custom actions. In order to execute a file integrity monitoring command periodically,
open the periodic jobs dialog and press the 'Add' button to add a new periodic job.

% Periodic Jobs ? *
1 Active Periodic Job
Periodic Job Name Triggers Commands  Last Start
Maonitor System Disk 1 1 2018/05/13 18:48:15
o1 Add |2] Edit |3] Delete Enable All Disable Al Hide

On the job dialog, select the file integrity monitoring command that should be executed and
specify the required time interval. According to the selected time interval, the DiskBoss file
integrity monitor will execute the specified command, verify critical system files, detect
changes and optionally generate reports, send E-Mail notifications and/or execute custom
commands, scripts or batch files.

& Maonitor System Disk ? bt

Setup Periodic Job Triggers and Commands to Execute

Periedic Job Triggers o |
Every 24 Hours
]
Commands Drescription it
= Monitor System Disk File Integrity Monitering Command ==
ix]
- Execute Commands Sequentially « | | 2 Mormal Priority  « | ] save Cancel

DiskBoss Server runs in the background as a service and is capable of automatically verifying
critical system files, generate reports and send E-Mail notifications about unexpected changes
even when no one is logged in.
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13.7 File Integrity Monitoring Actions

The DiskBoss file integrity monitor provides the ability to automatically save reports, submit
reports to an SQL database, send error messages to the system event log and/or send E-Mail
notifications when a user-specified number of file system changes are detected. In order to
add one or more file integrity monitoring actions, open the file integrity monitoring options
dialog, select the 'Actions' tab and press the 'Add' button.

2%, File Integrity Monitoring Options ? X
E General File Integrity Monitoring Actions
Send HTML Notification To: diskboss@yourcompany.com
H Advanced Send Error to System Event Log: Unauthorized Changes Detected
- Save PDF Report To: di\reports
= Rules
=
&) | Exclude
]| Actions
£ Add Edit Delete Enable &l | | Disable Al
[ save Cancel

On the action dialog, enter the number of file system changes that should trigger the action,
select an appropriate action type and enter an action value. For all types of report files, the
action value should be set to an existing directory where to save report files or a full file name
if all reports should be saved to the same file.

%, File Integrity Monitoring Action ? x

Select an Action To Execute

Execute Action When ‘ 10 Or More Changes Detected =

15| Save POF Report To - ‘d:'urepnrts ‘
1 Send HTML Motification To 1
4 Send Text Motification To
| Send Error to Event Log
L |:=] Send Warning to Event Log
| Send Message to Event Log
Save HTML Report To
‘Save POF Report To
Save Text Report To
Save C5V Report To
Save XML Report To
[ save To SQL Database
|2 Execute User Command

Ll Execute Custom Command

Ok Cancel

For E-Mail notifications, the action value should be set to the destination e-mail address. In
addition, in order to be able to send E-Mail notifications, the user needs to open the options
dialog, enable E-Mail notifications and specify an SMTP server to use to send E-Mail
notifications. For system event log actions, the action value should specify a textual message
that should be send to the system event log. For user-defined commands and custom
commands, the action value should specify the name of the command to be executed.
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13.8 Using DiskBoss Server to Monitor Critical Servers

DiskBoss Server, which runs in the background as a service, is capable of operating in a fully
automatic mode, periodically verifying critical system files, generating reports, sending E-Mail
notifications and/or executing user custom commands, scripts or batch files. DiskBoss Server
may be controlled locally or through the network using the DiskBoss client GUI application or
the DiskBoss command line utility.

% Connect to DiskBoss Server 7 *
ﬂ' Enter the host name {or IP address) and the port number of the
f : DiskBoss server to connect to. Ensure the server is accessible on the
o) network and the selected port number is open in server's firewall,
Host Name: |I0ca|host | Port: |8094 |
User Name: |admin | Password: |esess |
& Connect Cancel

In order to configure file integrity monitoring operations, connect to DiskBoss Server using the
client GUI application, add a file integrity monitoring command and configure a periodic job to
execute the file integrity monitoring operation at specific time intervals.

# DiskBoss Client — O *
File Command Tools Help
[ = — = — ] [=
& - % 2 = =2 &8 8
Start Add Delete Server MNetwork Reports Jobs Tasks Connect  SMART Options
Command Last Start Data Status
5 =
L._;, Real-Time Disk Change Monitor ]‘;SME?;HNB ;OSEI:\TE Running
= - = = 13/May/2018 5389 Files
~t File Integrity Monitor 185616 1218 GB Completed
Date Time Message Dick Space Monitor  Total Free Status
@ 13/May/2018 " 18:56:56 Clear Debug Log @ .\ 38.69 GB 18.28 GB MNormal
@ 13/May/2018  18:58:20 File Integrity Monitor - Completed @ DA 40.00 GB 3354 GB Mormal
& O\ 10.03 GB 9.95 GB Mormal
@ s\ 10.00 GB 9.88 GB MNormal
@ T 9.97 GB .85 GB Mormal
@ Zn €0.00 GB 67.62 GB MNormal
Connected To: localhost Mo Periodic Jobs 1 Running, 18 Completed Tasks

In addition to the ability to periodically verify critical system files, the user is provided with an
option to setup a real-time disk change monitoring operation, which may automatically trigger
verification of critical system files in real-time when a user-specified number of changes is
detected in the system disk or the Windows system directory.

DiskBoss Server is capable of operating in a fully automated mode, without any user
intervention, continuously monitoring the system disk, detecting file system changes, saving
reports and sending E-Mail notifications even when no one is logged in allowing one to use it
on mission critical servers requiring a high level of protection and security.
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13.9 Using File Integrity Monitor Command Line Utility

In addition to the GUI application, the DiskBoss file integrity monitor may be controlled using
the DiskBoss command line utility, which is located in the *‘<ProductDir>/bin’ directory. The
DiskBoss command line utility allows one to execute file integrity monitoring commands, save
reports, export detected changes to an SQL database, send E-Mail notifications, etc.
Command Line Syntax:

diskboss -fim_update <User-Defined File Integrity Monitoring Command>

This command scans the file system and updates the file system state file.

diskboss -fim_verify <User-Defined File Integrity Monitoring Command>

This command verifies critical system files, displays detected file system changes and
optionally saves reports, exports detected changes to an SQL database, sends E-Mail
notifications and/or executes custom actions, batch files or scripts.

Options:

-save_html_report [ Report File Name or Directory ]

This optional parameter saves detected file system changes to an HTML report file. If no file
name is specified, DiskBoss will automatically generate a file name and save the report to the
user's home directory.

-save_csv_report [Report File Name or Directory ]

This optional parameter saves detected file system changes to an Excel CSV report file. If no
file name is specified, DiskBoss will automatically generate a file name and save the report to
the user's home directory.

-save_text_report [Report File Name or Directory ]

This optional parameter saves detected file system changes to a text report file. If no file
name is specified, DiskBoss will automatically generate a file name and save the report to the
user's home directory.

-save_xml_report [Report File Name or Directory ]

This optional parameter saves detected file system changes to an XML report file. If no file
name is specified, DiskBoss will automatically generate a file name and save the report to the
user's home directory.

-save_ report [Report File Name or Directory ]

This optional parameter saves detected file system changes to a report file in the DiskBoss
native report format. If no file name is specified, DiskBoss will automatically generate a file
name and save the report to the user's home directory.

-save_to_database

This optional parameter saves detected file system changes to an SQL database according to
the ODBC interface configured in the options dialog.

-v
This parameter shows the product’s major version, minor version, revision and build date.
-help

This parameter shows the command line usage information.
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14 Bulk File Attribute Changer
14.1 Changing File Attributes Using the DiskBoss GUI Application

DiskBoss includes a bulk file attribute changer allowing one to process one or more disks or
directories and change file attributes, creation dates, last modification dates and last access
dates. The bulk file attributes changes provides a large number of advanced options allowing
one to process specific types of files, perform multiple operations during a single scan through
the file system, exclude directories from the scanning process, etc.

% Change File Attributes ? o
| Set = Reset [F] Date @ Rules  [¥] Exdude tif| Advanced

Set selected attributes for all processed files in all directories and subdirectories:

Read-Only Hidden System [ archive
[] Encrypted [] compressed ] mMormal [] offine

|:| Reparse-Point |:| Sparse-File |:| Temporary |:| Directory

| start Cancel

The bulk file attribute changer is optimized for modern multi-core and multi-CPU servers and
can scan directories and process files using a number of CPU or CPU cores according to user-
specific needs and requirements. In addition, the user is provided with advanced parallel
directory scanning capabilities allowing one to process files and change file attributes and/or
file timestamps for millions of files very effectively.

2% Change File Attributes 7 x
T set = Reset [ Date & Rules (¥ Exdude 14 Advanced
Set Creation Date | 23-Mar-2013 v| |12:DD:DD am = ‘
Set Modification Date | 23-Mar-2013 v | | 12:00:00 am :‘
Set Last Access Date | 23-Mar-2018 | | 12:00:00 am = ‘
[ start Cancel

In order to start a simple change file attributes operation, select one or more directories or
files in the DiskBoss file navigator and press the 'Attributes' button located on the main
toolbar. On the 'Set' tab select file attributes that should be set, on the 'Reset' tab select file
attributes that should be reset, on the 'Date' tab select timestamps that should be modified
and press the 'Start' button. DiskBoss will scan the selected directories and all subdirectories
and change selected file attributes and file creation, last modification and last access
timestamps.
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14.2

Advanced Change File Attributes Options

The DiskBoss bulk file attributes changer provides a number of advanced change file attributes
options allowing one to customize change file attributes operations for user-specific needs and
requirements.

14.3

= Change File Attributes ? >
| Set = Reset [l Date & Rules %] Excude [ Advanced
Process Mode: Process Files and Directories -
Performance Mode; Full Speed -
Mane Dir Scan Threads: i 2 B
Processing Threads: | 2 = |
I start Cancel

Process Mode - this option provides the ability to change file attributes for files only,
directories only or for files and directories.

File Scanning Mode - DiskBoss is optimized for multi-core and multi-CPU servers and
is capable of scanning files and directories in parallel using multiple CPUs. Use this
option to select the 'Parallel' or 'Sequential' file scanning mode.

Performance Mode - In order to minimize a potential performance impact on running
production applications, DiskBoss provides the ability to intentionally slow down long-
running change file attributes operations, which may be useful when changing
attributes for millions of files on active production servers and storage systems.
Processing Threads - Use this option to set the number of processing threads to be
used for the change file attributes operation.

Changing Attributes for Specific Types of Files

DiskBoss allows one to change file attributes and/or file timestamps for files matching user-
specified rules. For example, the user is provided with the ability to change file attributes for
all types of images with the file size more than X MB. Multiple different types of file matching
rules may be used to precisely select files to be processed.

P Change File Attributes 7 >
| Set = Reset B Date % Rules (%] Exdude [ Advanced
Process Files Matching Criteria o Add
& Categorized As - Images, Pictures and Graphic Files T
Files With Size More Than 10 MBytes 3
& Files Created During This Year
And -

[ save Cancel

In order to add one or more file matching rules to a change file attributes operation, select the
'Rules' tab, press the 'Add' button, select a rule type and enter all required parameters. During
the file system scanning process, DiskBoss will select files using the specified file matching
rules and change file attributes and/or timestamps for files matching the specified rules.
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14.4 Excluding Directories from Change File Attributes Process

Sometimes, it may be required to exclude one or more subdirectories from a change file
attributes operation. In order to exclude one or more directories, open the change file
attributes dialog, select the 'Exclude' tab and add directories that should be excluded from the
change file attributes process.

“% Change File Attributes ? »
| Set = Reset [ Date % Rules Y] Exdude [ advanced
Exclude Directories LEJE
1 C\Windows
_1 Ch\Program Files Add
1) SCOMTAINS Snapshots

-

Del

[ save Cancel

In addition, advanced users and IT professionals are provided with a number of exclude
directories macro commands allowing one to exclude multiple directories using a single macro
command.

« $BEGINS <Text String> - excludes directories beginning with the specified string.

« $CONTAINS <Text String> - excludes directories containing the specified string.

« $ENDS <Text String> - excludes all directories ending with the specified string.

* $REGEX <Regular Expression> - excludes directories matching the specified
regular expression.

« $DIRLIST <File Name> - this macro command excludes all directories listed in the
user-specified text file.

e S$FILELIST <File Name> - this macro command excludes all files listed in the user-
specified text file.

For example, the exclude macro command '$CONTAINS Temporary Files' will exclude all

directories with 'Temporary Files' at any place in the full directory path and the exclude macro
command '$REGEX \.(TMP|TEMP)$' will exclude directories ending with '."TMP' or '."TEMP'.
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14.5 User-Defined Change File Attributes Commands

One of the most powerful capabilities of DiskBoss is the ability to pre-configure advanced
change file attributes operations as user-defined commands and then execute these
commands in a single mouse click using the DiskBoss CUI application. In addition, the user is
provided with the ability to execute pre-configured change file attributes operations using the
DiskBoss command line utility or schedule periodic change file attributes operations using
DiskBoss Server, which runs in the background as a service and allows one to implement fully
automated change file attributes operations.

Add New & & FileSearch Command ...
EdEGorarmanti. ®  File Synchronization Command ...
& Execute Command .. *  Disk Space Analysis Command ...

#*  File Classification Command ...

% Set Keyboard Shortcut ..
. R Duplicate Files Search Command ...

% Create Desktop Shorteut
i Change File Attributes Command .. %

Copy Command ... 7 Compare Directories Command ...
Rename Command ... &4 File Organizing Command ...
& Move Command Up ... M Disk Change Menitoring Command ...
w  Move Command Down ... = File Integrity Monitoring Command ..
Delete Cormmand I Secure File Copy Cornmand ...

=1 Secure File Sync Command ...

File Copy Command ...

File Move Command ...

File Delete Command ...

1 Command Group ...

In order to add a new user-defined change file attributes operation, press the right mouse
button over the 'Commands' pane, select the 'Add New - Change File Attributes Command'
menu item and enter a unique command name. On the command inputs dialog, specify one or
more directories or files to process and press the 'Next' button.

¥ Change File Attributes - Command Inputs ? X

Specify directories or files to process

Input Files and Directories
1 Divbackup
1 Divreports
) AddDir | | [=] Add File Delete | | Use Specified Inputs | | @ Next Cancel

In order to execute a user-defined change file attributes command, just double-click on the
command item in the 'Commands' pane. Another option is to create a desktop shortcut for the
change file attributes operation and then click on the shortcut to execute the change file
attributes operation without starting the DiskBoss GUI application. Finally, in order to execute
the change file attributes operation using the command line utility, type the following
command: diskboss -execute <Command Name>.
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15 Files and Directories Compare Operations

DiskBoss provides the ability compare directories and detect changes in the directory
structure, file contents, file size, file attributes, file ownership, creation and last modification
dates. The user is provided with the ability to detect all changes between two directories and
save reports into a number of various report formats including HTML, PDF, text, CSV and XML.

2 Compare Directories Options

| Advanced % Rules (%] Exdude [ Actions

11 General

Check Directory Structure
Check Extra Directories

Check Extra Files

Check File Size

Check File Owner

Check File Contents

Check File Attributes

Check File Creation Date

Check File Modification Date
Check Directories Creation Date

Ok Cancel

In addition, DiskBoss allows one to select which types of changes to detect, compare specific
types of files using flexible file matching rules, exclude special subdirectories from the
directories comparison process, customize various performance optimization options and
export detected changes to an SQL database.

 File System Changes

12 Changes Detected

Description MName

Directory Last Modification Date is Diff...
Extra File in Destination Directory

File Last Modification Date is Differentz...
File Last Modification Date is Different:...
File Size is Different: Source 35701, Des...
Directory Last Modification Date is Diff...
File Last Modification Date is Differentz...
File Contents is Different

Zwebhgraphicsilogo
Ziwebh\graphics\logotlogo_200x50 - Copy.cdr
Zhwebihtmldiskboss\about.php
Zhwebhhtml\diskboss\disk_space_analyzer.php
Zhwebhhtml\diskboss\disk_space_analyzer.php
Zhwebhhtmldiskboss\screenshots

Zhwebhhtml\ diskboss\server_api.php
Zhweb\htm\diskboss\server_api.php

Directory Last Modification Date is Diff...
== Destination File Does Mot Exist
© Extra File in Destination Directory

Ziweb\htm\diskboss\graphics\downleads
Zhwebihtml diskboss\screenshotsh\diskboss_delete_input_file_lists,jpg
Zweb\htmldiskboss\screenshots\disboss_file_sync_dialog - Copy.jpg

= Destination File Does Not Exist

Zhwebhhtmldiskboss\graphics\downloads\Backup_of_downloads.cdr

H Save Demijs

Close

IT professionals and storage administrators are provided with the ability to schedule periodic
execution of directory comparison operations and configure conditional actions allowing one to
automatically save various types of reports, send E-Mail notifications and/or execute file
synchronization or custom file management operations when a directory comparison operation
detects a user-specified number of changes.
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15.1 Comparing Files and Directories

In order to perform a simple directories comparison operation, press the 'Compare' button
located on the main toolbar. On the 'Compare Directories' dialog, enter a source directory, a
destination directory and press the 'Compare' button. DiskBoss will scan the specified source
directory including all subdirectories, verify the directory structure, check all files and display
the directories comparison results dialog showing all the detected file system changes.

b Compare Directories 7 =

Enter Directories to Compare

Source Directory: | diyweb_sizethiml | i

Destination Directory: |'|,'|,'n'eb—server‘|,hh'nl |

+:| Advanced Options ... |7 Compare Cancel

In addition, the 'Compare Directories' dialog provides the ability to configure advanced
directories comparison options allowing one to select which types of file system changes to
detect, optimize the performance of directories comparison operations, configure specific types
of files to compare, exclude subdirectories from the directories comparison process and
configure conditional file management actions and E-Mail notifications to be executed when a
user-specified number of changes are detected.

Compare Directories
Operation In Progress, Please Wait ...
Status Value
== Total Files 334
= Total 5pace 205,92 MB
1 Changed Files 2
= Changed Space 548 Bytes
=) Process Time 4,33 Sec
“® Performance 74 Files/Sec
[¥1 Errors 0
) cantimue | | [ Pause | |[E] Stop | |Full Speed = Errors Hide

The compare directories results dialog shows the list of detected file system changes and
provides the ability to view detailed information about the directories comparison operation,
save the detected file system changes to a number of standard report formats, export changes
to an SQL database and copy changes to the clipboard.
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15.2 Saving Directories Comparison Reports

In order to save a directories comparison report, compare two directories, open the directories
comparison results dialog, press the 'Save' button and select one of the following report
formats: PDF, HTML, Text, Excel CSV or XML. In addition, DiskBoss Server provides the ability
to export detected file system changes to an SQL database.

¥ File Systern Changes

8 Changes Detected

Description Name
= File Last Modification Date is Different: Source ...
= File Size is Different; Source 548, Destination: 546

_1 Extra Subdirectory in Destination Directory

Zhscompiweb_site\index\index.htm
Zhscompiweb_site\index\index.htm
Zhscompiweb_site\index\cgi

= Extra File in Destination Directory

= Destination File Does Mot Exist
= Extra File in Destination Directory

= File Last Modification Date is Different: Source ...
= File Size is Different: Source 6654, Destination: &...

Zhscomp'web_site\indexiindex.php
Zh\scompiweb_site'w3T\site_manager.htm
Zhscompiweb_site\w2T\site_manager.htm
Zhscompiweb_site\w3T\support_server.htrm
Zhscompiweb_site'w3T\index.php

Close

PDF Report ...
HTML Report ...
Text Report ...

CSV Report ..,
XML Report ...

B ToSOL Database

Each report includes a report summary showing the date and time of the report, the total
number of processed files and the total amount of disk space, the number of changed files and
changed directories and the list of detected file system changes. For each detected file system
change, DiskBoss shows the change description and the name of the related file or directory.

- Compare Directories Report x B = O
C @ B @ filey//DyDisk Boss Compare Report 15-May-2018 133059.html - @ % =

~

Generated By: DiskBoss Ultimate v9.4.1 15-May-2018 13:31:01

Compare Directories Report

Command Name Compare Directories

Date 2018/05/15
Date 13:30:05
Total Dirs 136

Total Files 722

Total Space 460.72 MB
Processed Dirs 136
Processed Files 722
Processed Space 460.72 MB
Changed Dirs 1
Changed Files 5
Changed Space 13.53 KB
Process Time 110 ms.

Performance 6564 Files/Sec

File System Changes

Description Name

File Last Modification Date is Different: Source 25-Feb-2010 00:50:46, Destination 15-May-2018

] 13:22:18 Z:\scompiweb_site\index\index.htm

[[] File Size is Different: Source 548, Destination: 546 Z:\scomp\web_site\index\index.htm

] Extra Subdirectory in Destination Directory Z:\scompiweb_site\index\cgi

[[]  Extra File in Destination Directory Z:\scomp'\web_site\index\index.php

o lil\aelz\_;alsémodlﬂcatlon Date is Different: Source 25-Feb-2010 00:50:46, Destination 15-May-2018 \scomplwebssie\yS i\ste manzgerhim
[C] File Size is Different: Source 6694, Destination: 6690 Z:\scomp'\web_site\v31\site_managerhtm
[[] Destination File Does Not Exist Z:\scomp\web_site

‘w31\support_serverhtm
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15.3 Advanced Directories Comparison Options

Depending on user-specific needs, sometimes it may be required to detect only specific types
of files system changes and hide irrelevant changes. In order to select which types of file
system changes to detect, open the 'Compare Directories' dialog, press the 'Advanced Options'
button and select the 'General' tab.

% Compare Directories Options 7 >

29 General |&] Advanced % Rules 7] Exdude | Actions

_' Check Directory Structure ~|
Check Extra Directeries
Check Extra Files
Check File Size
Check File Owner
Check File Contents
Check File Attributes
Check File Creation Date
Check File Modification Date
Check Directories Creation Date W

Ok Caneel

* Check Directory Structure - select this option to verify that the destination directory
structure is identical to the source directory structure.

e Check Extra Directories - select this option to verify that there are no extra
directories in the destination directory which do not exist in the source directory.

« Check Extra Files - select this option to verify that there are no extra files in the
destination directory which do not exist in the source directory.

« Check File Size - select this option to verify that the size of each file existing in the
source directory is identical to the size of the same file in the destination directory.

« Check File Owner - select this option to verify that the owner of each file and/or
subdirectory existing in the source directory is identical to the owner of the same file
and/or subdirectory in the destination directory.

« Check File Contents - select this option to verify that the contents of each file
existing in the source directory is identical to the contents of the same file in the
destination directory.

« Check File Attributes - select this option to verify that the attributes of each file
existing in the source directory is identical to the attributes of the same file in the
destination directory.

+ Check File Creation Date - select this option to verify that the creation date of each
file existing in the source directory is identical to the creation date of the same file in
the destination directory.

« Check File Modification Date - select this option to verify that the last modification
date of each file existing in the source directory is identical to the last modification
date of the same file in the destination directory.

« Check Directories Creation Date - select this option to verify that the creation date
of each subdirectory existing in the source directory is identical to the creation date of
the same subdirectory in the destination directory.

e Check Directories Modification Date - select this option to verify that the last
modification date of each subdirectory existing in the source directory is identical to
the last modification date of the same subdirectory in the destination directory.

« Detect and Skip Recursive Directories - by default DiskBoss detects and skips
recursive directories, which may form infinite directory scanning loops. Unselect this
option to disable detection of recursive directories.

« Report File Access Errors as Changes - by default DiskBoss reports file access
errors as changes. When this option is disabled, DiskBoss will show all file access
errors in the process log, but not in the change list.

« Report Directory Access Errors as Changes - by default DiskBoss reports directory
access errors as changes. When this option is disabled, DiskBoss will show all directory
access errors in the process log, but not in the change list.
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In order to configure advanced directories comparison options, open the 'Compare Directories'
dialog, press the 'Advanced Options' button and select the 'Advanced' tab, which provides the
ability to control the default report title, the maximum number of file system changes to
report, the number of parallel directory comparison threads, the speed of the directories
comparison operation and the files comparison mode.

=% Compare Directories Options ? >

i Genmersl L4 Advanced & Rules |¥] Exdude |[] Actions

Default Repart Title: !Cnmpare Directories Report !

Max Change Count: ‘ 1000 : !

Compare Threads: ‘2 =

Performance Mode: Full Speed -

File Compare Mode: Compare SHA-256 Signatures -
Ck Cancel

« Default Report Title - this option allows one to set the default report title, which will
be saved in PDF, HTML, text, Excel CSV and XML reports. In addition, this option
controls the default report title for reports automatically generated by conditional
actions and reports sent in conditional E-Mail notifications.

« Max Change Count - this option provides the ability to limit compare directories
reports to a user-specified maximum number of changes. By default, DiskBoss reports
the first 1,000 detected file system changes. During a directories comparison
operation, DiskBoss always processes the entire source and destination directories and
detects all file system changes and the report summary always shows the total
number of processed files and the total number of changed files and changed
directories, but the list of changes in the report will include the first X file system
changes according to the user-specified maximum number of changes.

« Compare Threads - this option sets the number of parallel directory comparison
threads to use to compare the specified source and destination directories. When
comparing two directories located on the same mechanical hard drive, it is
recommended to use just one compare thread in order to avoid unnecessary disk seek
operations. When comparing two directories located on two different mechanical
drives, it is recommended to use two parallel compare threads. When the source
directory is located on a local mechanical hard drive and the destination directory is
located on a simple NAS device with a mechanical hard drive, it is recommended to
use two parallel compare threads. When comparing two directories located on SSD
disks or an enterprise-grade storage system with multiple physical drives or SSD
disks, it is recommended to use 4-8 parallel compare threads depending on the
number of CPUs available on the computer.

« Performance Mode - sometimes it may be required to intentionally slow down the
directories comparison process in order to minimize the potential performance impact
on running production applications. The 'Performance Mode' option provides the ability
to execute the directories comparison operation using one of the following
performance profiles: 'Full Speed', 'Medium Speed' and 'Low Speed'.

+ File Compare Mode - when the 'Check File Contents' option is selected, DiskBoss
calculates a hash signature for each file located in the source directory and compares
the source file hash signature to the hash signature of the same file located in the
destination directory. By default, DiskBoss uses the SHA-256 hash signature
algorithm, which is very reliable, but requires significant CPU resources. In order to
reduce the CPU usage during the directory comparison process, the user is provided
with the ability to change the hash signature algorithm to SHA-1, MD5 or even simple
CRC-32/CRC-64 checksums, which are less reliable, but require fewer CPU resources.
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15.4 Comparing Specific Types of Files

DiskBoss allows one to compare selected files by the file type, size, file name, extension, file
attributes, etc. using one or more user-specified file matching rules. For example, the user is
provided with the ability to compare all types of documents, images and program files and
skip all other types of files. Multiple different types of file matching rules may be used to
precisely select files to be processed.

* Compare Directories Options ? >
o Gemeral [2] Advanced W Rules [ Exdude [[] Actions
Compare Files Matching Criteria o Add
% Categorized As - Documents, Books and Help Files T
& Categorized As - Images, Pictures and Graphic Files e
% Categorized As - Programs, Extensions and Script Files
o *
Ok Cancel

In order to add one or more file matching rules to a directories comparison operation, select
the 'Rules' tab, press the 'Add' button, select a rule type and enter all required parameters.
During the directories comparison process, DiskBoss will select files using the specified file
matching rules, compare files matching the specified rules and skip all other files.

% Advanced File Search Criteria [} *

Select Advanced File Search Criteria

% Search Files Categorized As
. Search Files Coentaining Text
Search Files With the File Size
== Search Files With File Attributes
= Search Files Containing HEX Pattern
& Search JPEG Images With EXIF Tag v

Mot Categorized As |Ard‘uive, Backup and Disk Image Files Wy Select...

Categorized As L
Mot Categorized As

k. Cancel

In addition to positive file matching rules, which can be used to specify files to compare,
DiskBoss also provides negative file matching rules, which can be used to exclude specific files
from the directories comparison process. For example, in order to exclude all types of backup
files from the directories comparison process, add a new file matching rule, select the 'Search
Files Categorized As' rule type, select the 'Archive, Backup and Disk Image' files category and
then select the 'Not Categorized' rule operator.
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15.5 Excluding Subdirectories from the Comparison Process

Sometimes, it may be required to exclude one or more subdirectories from the directories
comparison process. In order to exclude one or more directories, open the 'Compare
Directories' dialog, press the 'Advanced Options' button, select the 'Exclude' tab and add
directories that should be excluded from the directories comparison operation.

[ Compare Directories Options ? pd

il Gerieral [ Advanced % Rules (%] Exdude [I'] Actions

Exclude Directories

=
1 Ch\Windows ==
1 C\Program Files

© ] SCONTAINS Snapshots Add

L

Del

Ok Cancel

In addition, advanced users and IT professionals are provided with a number of exclude
directories macro commands allowing one to exclude multiple directories using a single macro
command.

« $BEGINS <Text String> - excludes directories beginning with the specified string.

« $CONTAINS <Text String> - excludes directories containing the specified string.

« $ENDS <Text String> - excludes all directories ending with the specified string.

+ $REGEX <Regular Expression> - excludes directories matching the specified
regular expression.

« $DIRLIST <File Name> - this macro command excludes all directories listed in the
user-specified text file.

« S$FILELIST <File Name> - this macro command excludes all files listed in the user-
specified text file.

For example, the exclude macro command '$CONTAINS Temporary Files' will exclude all

directories with 'Temporary Files' at any place in the full directory path and the exclude macro
command '$REGEX \.(TMP|TEMP)$' will exclude directories ending with '.TMP' or '.TEMP".
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15.6 Conditional Actions and E-Mail Notifications

DiskBoss provides the ability to compare two directories, evaluate the directories comparison
results and then automatically save various type of reports, send E-Mail notifications or
execute file management operations if the number of detected file system changes exceeds a
user-specified number. In order to configure one or more conditional directories comparison
actions, open the directories comparison options dialog, select the 'Actions' tab and press the
'Add' button.

 Compare Directories Options ? >

] General [&] Advanced % Rules (Y] Exdude |[] Actions

Cornpare Directories Actions
Send HTML Netification To: diskboss@yourcormpany.com

Save CSV Report To: di\reports
Execute User Cornmand: Sync Web Site

.“ Add Edit Delefe Enable all Disable all

Ok Cancel

On the 'Add Action' dialog, specify the number of changes to trigger the action, select an
appropriate action type and specify all the required parameters. The 'Send HTML Notification'
and 'Send Text Notification' action send an E-Mail notification to the specified E-Mail address.
In addition, the user needs to open the 'Options' dialog and configure an E-Mail server to use
to send E-Mail notifications.

% Compare Directories Action ? x

Select an Action To Execute

Execute Action When 10r More Changes Detected B |
Save CSV Report To - Id: Yreports |
Send HTML Notification To

Send Text Motification To

Execute User Command Ok Cancel

Execute Custom Command
| Save HTML Report To
Save Text Report To

Save xML Report To
Save PDF Report To
Save To 5L Database

For all report generation actions, the user needs to specify a name of an existing directory
where to save all report files. The 'Save To SQL Database' action saves the list of detected
changes to an SQL database and in order to use this action the user needs to open the
'Options' dialog and configure an ODBC data source to use to export changes to the SQL
database. The 'Execute User Command' action allows one to execute a pre-configured
DiskBoss file copy, file synchronization or any other DiskBoss file management operation. The
'Execute Custom Command' action provides the ability to execute a user-custom command,
script or batch file.
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16 DiskBoss Server client GUI application

16.1 Client GUI application overview

DiskBoss Server is a server-based product version, which runs in the background as a service
and is capable of executing all types of disk space analysis and file management operations in

a fully automatic and unattended mode.

# DiskBoss Client = m] X
File Command Tools Help
a5 =~ @ O3 = = |
& 55 & = B E O
Start Server  Network Connect Add Delete Reports Jobs Tasks Options Help
Status Value Command Last Start Data Status
= Commands 5 )
= Reports 12 Analyze System Disk ?‘;f&“‘%” il ;:‘;é;"“ Completed
= Jobs 0 i A
= Tasks 7 )
= Running 1 Analyze Data Disks ?‘;f&“‘%’?ma 132;12;"“ Completed
& Pending 1 2 ;
 Completed 5
= i . 02/Aug/2018 156729 Files
Failed 0 Classify Data Disks 19:19:58 3518 GB Completed
T . " 02/Aug/2018 37688 Files
Dick Total Free Search Duplicate Files 19:33:50 5.68 GB Running
@ 39.66 GB 22.30GB
@ E\ 20.00 GB 16.96 GB i " 02/Aug/2018 "
® i i P Sync Backup Disk Taaitn No Files Pending
@ 0\ 10.03 GB 9.80 GB
@ 5\ 10.00 GB 9.87 GB
& T 9.97 GB 232 MB
Date Time Message A
© 02/Aug/2018 19:20:03 Stop Command: Classify Data Disks
© 02/Aug/2018 1% Add Comrmand: Search Duplicate Files
© 02/Aug/2018 132139 Add Command: Sync Backup Disk
© 02/Aug/2018 19:23:50 Start Command: Search Duplicate Files
© 02/Aug/2018 19:23:50 Start Command: Sync Backup Disk
© 02/Aug/2018 1%:23:51 Stop Command: Sync Backup Disk
© 02/Aug/2018 13:24:06 Set Configuration (admin) o
@ Connected To: SRV2012

DiskBoss

Server may be managed and configured locally or through the network using the

DiskBoss client GUI application, the DiskBoss command line utility or the DiskBoss Server

programming API,

which may be used to

integrate DiskBoss' disk analysis and file

management capabilities into other products and solutions.

“" Connect to DiskBoss Server

Enter the host name (or IP address) and the port number of the
DiskBoss server to connect to. Ensure the server is accessible on the
network and the selected port number is open in server's firewall.

‘W

Host Name: |5R\."2016 | Port: |8094 |
User Name: |admin | Password: |ssses |
&) Connect Cancel

The DiskBoss Client GUI application is very similar to the main DiskBoss GUI application
providing standard dialogs for all types of files management operations supported by
DiskBoss. The client GUI application allows one to connect to a DiskBoss server locally or
through the network, add, edit or delete disk space analysis or file management commands,
control running operations and manage the server configuration options. In addition, the client
GUI application provides the ability to export disk space analysis commands defined and
tested in the regular DiskBoss GUI application to the XML format and import these commands
to DiskBoss Server for automatic execution in the background.
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16.2 Managing DiskBoss Server Commands

DiskBoss Server provides a large number of disk analysis and file management operations
including disk space utilization analysis, file classification, duplicate files detection and
removal, file search, file organizing, file synchronization, file copy, file delete, disk change
monitoring and file integrity monitoring. The user is provided with the ability to pre-configure
a number of disk space analysis and/or file management operations as user-defined
commands and then execute these commands manually, schedule periodic execution of one of
more commands or trigger disk space analysis or file management operations automatically
based on user-specified conditions and/or detected file system activities.

. DiskBoss Client - ] X
file Command Tools Help
5 S o T — - m =
alEa = ERR- -
Start A!jd Delete Server Network Reports. Jobs Tasks Connect SMART Options
. Disk Space Analysis Command ... tart Data Status
Duplicate Files Search Command ...
2. File Classification Command ...
&, File Search Command
Change File Attributes Command .
Compare Directories Command ..
 File Synchronization Command .. %
E File Organizing Command ...
 Disk Change Monitoring Command ...
=, File Integrity Monitoring Command ...
2, Secure File Copy Command .
1 SecureFile Sync Command .
7 File Copy Command ...
Dt [CBL NI E Comnand 2 Disk Space Monitor Tatal Free Status
© 15/May £ File Delete Command .. @ 386068 1819GB  Normal
© DA 0068 354GB  Nomal
1 Command Group .. @ o\ 100368 99568 Nommal
@ s\ 100068 923GB  Nommal
@ T 99768 9£9GE  Nomal
@ B000GE  6766GB  Normal
@ Connected To: localhost | No Periodic Jobs 3 Completed Tasks

In order to add a user-defined disk space analysis or file management command, press the
'Add' button located on the main toolbar, select a command type, enter a unique command
name, enter one or more disks, directories or network shares to process and press the 'Save'
button.

2 DiskBoss Client s
File Command Tools Help
[T = Ea = = 5 - = =
& O E % o RPERE &8
Start Add Delete Server Network Reports Jobs. Tasks Connect SMART Options
Command Last Start Data Status
) . 15/May/2018 198208 Files
Analyze System Disk Lo b Completed
> 15/May/2018 1151971 Files
Analyze NAS Server ey el Running
@ Real-Time Disk Change Monitor ol R *
[ Start Command
E] File Integrity Monitor Start In Parallel
[ Pause Command
[ Stop Command
1) View Command Errors .
@ View Command Reports ...
View All Reports
;| Edit Command .. i
Date Time Message initor  Total Free Status
- Copy Command ...
© 15/May/2018 182350 Clear DebugLog 326968 182168 Normal
© 15/May/2018 18:23:54 Analyze NAS Server - Sta Senceconinands 000GB  3354GB Mormal
, 100368 995GB  Normal
Bl Fovon Campand. 100068 5.38GB Normal
Import Command .. 09768 989GB  MNormal
8000GB  67.68G8  Normal
& Move Command Up
Connected To:localhost | NoPeriodicJobs 1w  Move Command Down
%] Delete Command

Each type of disk analysis or file management operation provides it's own set of advanced
options allowing one to configure and customize each specific command for user-specific
needs. In order to configure a user-defined command, select the command, press the right
mouse button and select the 'Edit Command' menu item.
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16.3 Saving Graphical PDF Summary Reports

DiskBoss Server allows one to perform multiple types of disk space analysis, file classification
and duplicate files search operations on a number of servers and NAS storage devices, submit
all analysis reports to a centralized reports database and then generate summary reports
containing various types of pie charts and history line charts for all analyzed servers and NAS
storage devices in a single graphical PDF report file.

% DiskBoss Server Reports O X
25| Show All Reports ~ | | |5 Filter Command  « | |Contains = . :'C-J-.
Date Time Command Host Inputs Data Label
% 2018/03/20 14:2550  Analyze Storage Server  srv2008s Wsrv2008sh.., 1623483 Files, 10543 GB  Disk Space Analysis
= 2018/03/20 14:21:26  Classify Storage Server  srv2008s “Wsrv2008s\... 616481 Files, 58.03 GB File Classification
' 2018/03/20 1412271  Duplicate Files - srv200... srvi2008s ‘srv2008s\... 72321 Files, 2.78 GB Duplicate Files
M 2018/03/20 13:57:57  Analyze SRV2012 srv2012 O ; Disk Space Analysis
= 2018/03/20 13:57:30  File Classification - srv2... srv2008s G BuetRepotl File Classification
£ 2018/03/20 13:5&57  Search Recently Modifi... repsrv Set Report Label ... File Search
= 2018/03/20 134752 File Classification - srvi.., srv2008s Refresh Report List File Classification
= 2018/03/20 13:47:42  File Classification - srvd... srv2008s File Classification
# 2018/03/20 13:46:22  Disk Space Analysis - sr... srv2008
Vo g Save Summary Repart T B
® 2018/03/20 13:45:47  Disk Space Analysis - sr.. srv2012 e S ML bt
=] View Top 100 Directories .. i i Format
= = = = = View Top 100 Files .. it :
& Analyze \i=! Save Summary & Import B Export *| Del e |
&) Send to DiskBoss Server ..,

B Export Reports ...
Import Reports ...

B ExportData..

| Delete Reports

In order to generate a summary PDF report file, connect to the DiskBoss server using the
client GUI application, perform one or more analysis, file classification or duplicate files search
operations, press the 'Reports' button located on the main toolbar, select a number of disk
space analysis, file classification or duplicate files search reports, press the 'Summary' button,
select types of charts to include in the summary report and press the 'Save' button.

™ Save Summary Report ? X

Select Summary Report Charts

Chart Name Chart Type A
@ Disk Space Per File Extension Pie Chart
@ File Count Per File Extension Pie Chart
% Disk Space Per File Category Pie Chart
% File Count Per File Category Pie Chart
"2 Disk Space Per Creation Year Pie Chart
~ File Count Per Creation Year Pie Chart
Disk Space Per Modification Year Pie Chart

~ File Count Per Modification Year Pie Chart W

~ Select Al Unselect Al | Line Charts For Last: |30Days = ] save Cancel

For each disk space analysis, file classification and/or duplicate files search report, DiskBoss
Server may generate pie charts showing the disk space usage per file extension, the number
of files per file extension, the disk space usage per file category and the number of files per
file category. In addition, if analysis generated reports were configured to process and show
files user names, the summary PDF report will include pie charts showing the disk space usage
per user and the number of files per user. Every disk space analysis, file classification or
duplicate files search report generated by DiskBoss includes the creation date, last
modification date and last access date for all analyzed files making it possible to generate
history disk space usage line charts showing how much disk space and how many files were
created, last modified or last accessed during the last X days according to the time period
specified on the summary report charts dialog.
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16.4 Sync Configuration Between Multiple DiskBoss Servers

DiskBoss provides the ability to sync user-defined disk space analysis and file management
commands, periodic jobs and configuration options from any DiskBoss version to a humber of
DiskBoss Servers through the network. The feature is provided in the DiskBoss desktop
application and the DiskBoss Server client GUI application.

In order to open the DiskBoss server configuration sync dialog, select the menu "Tools - Sync
Server Configuration' in the DiskBoss desktop application or the DiskBoss client GUI
application. The server configuration sync dialog shows all configured disk space analysis and
file management commands, periodic jobs, a number of general server configuration options
and provides the ability to select configuration items that should be synchronized.

® Sync Server Configuration ? >

Select Configuration Items to Synchronize

Description

Sync Server Configuration Options
Sync E-Mail Configuration Options
Sync Database Configuration Options
Delete Unknown Commands

Delete Unknown Periodic Jobs

Select Al Unselect all Errors S5 Sync Close

In addition, DiskBoss allows one to delete unknown commands and/or periodic jobs from the
configuration of target DiskBoss servers. Once finished selecting configuration items to
synchronize, press the 'Sync' button.

“ Connect to DiskBoss Server T X
o Enter the host name {or IP address) and the port number of the
f - DiskBoss server to connect to, Ensure the server is accessible on the
o= ) network and the selected port number is open in server's firewall.
Host Name: |SRVZU‘16 | Port: |8094 |
User Name: |admin | Password: |esess |
& Connect Cancel

On the DiskBoss Server connect dialog, enter one or more host names or IP addresses to sync
the server configuration to and press the 'Connect' button. DiskBoss will connect to each of
the specified DiskBoss servers, sync the selected configuration items and delete unknown
commands and/or periodic jobs if required.
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16.5 Configuring DiskBoss Server to Access NAS Storage Devices

By default, the DiskBoss service is configured to run under the local system account, which is
good to access files and directories located on local disks. On the other hand, the local system
account does not have permissions to access files and directories located on network shares
and NAS storage devices.

DiskBoss Server Properties (Local Computer) *

General LogOn  Recovery Dependencies

Log on as;
() Local System account

Allow service to interact with desktop

(®) This account: |L|semame ‘ TRt
Pass“‘nrd i..............' |
Corfimm password: |.ii..ii..ii...i |
L

Cancel Aoy

In order to enable the DiskBoss service to process files located on network shares and NAS
storage devices, the service should be configured to run under a user account, which has
permissions to access files and directories located on the required network shares.

The configuration is very simple and may be performed within a couple of seconds using the
following step-by-step guide:

. Open the Windows control panel and click on the 'Administrative Tools' utility.

. Open the Services control center and find here the 'DiskBoss Server' service.

. Open the ' DiskBoss Server' service, select the 'General' tab and stop the service.

. Select the 'Log On' tab and specify a user account and password to use for the service.
. Select the 'General' tab and start the ' DiskBoss Server' service.

uhWwWNRE

Now, the DiskBoss service will run under the specified user account and will have exactly the
same permissions as the specified user account when accessing network shares and NAS
storage devices.
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16.6 Setting Custom Control Port, User Name and Password

The DiskBoss client GUI application allows one to change the default server control port, user
name and password. In order to change the default server login, open the client GUI
application, connect to a server, press the 'Options' button located on the main toolbar and
select the 'Server' tab.

% DiskBoss Opticns 7 ®
[=] General Server User Name: |admir| |
..- e Server Password: seees |
o :
Ey Server Control Port: |8094 = |
I;ﬁ Reports L
Parallel Active Tasks: | 2 2 |
E Advanced
(T Parallel Batch Commands: |4 = |
Database
Enable Web Server On Port: |8[J =
[ E-Mail
—= ¥ Enable 05 Authentication: Client-Side User Authentication -
S oo
] save Cancel

Enter a custom user name and/or password and press the 'Save' button. In order to change
the default server control port, enter a custom TCP/IP port, press the 'Save' button and restart
the DiskBoss service to apply changes. In order to be able to connect to a DiskBoss server
using a custom user name and/or password, press the 'Connect' button located on the main
toolbar and enter a user name and/or password to use to connect to the server.

“ Connect to DiskBoss Server T X

_—

ﬂ Enter the host name {or IP address) and the port number of the
" DiskBoss server to connect to, Ensure the server is accessible on the
- . network and the selected port number is open in server's firewall.

Host Name: |SRVZU‘16 | Port: |8094 |

User Name: |admin | Password:

&) Connect Cancel

In order to specify a custom user name, password and/or server control port for the DiskBoss
command line utility, use the '-user', '-password' and '-port' command line options for all
server-related commands.
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16.7 DiskBoss Server Programming API

The DiskBoss Server SDK is bundled with the standard DiskBoss Server and DiskBoss Network
installations and it is located in the '<Product Dir>\sdk' directory. The SDK includes a
C/C++ DLL library allowing one to control one or more DiskBoss Servers, a C/C++ include file
defining the DiskBoss Server programming API and a number of example applications
(including the full source code) showing how to use all major functions and capabilities of the
DiskBoss Server programming API.

The DiskBoss Server API DLL library, C/C++ include files and source code examples can be
freely redistributed to any 3rd parties, bundled with any software products and integrated into
any kinds of software/hardware IT solutions without any limitations. Each instance of DiskBoss
Server installed on a physical or virtual host computer and controlled by the DiskBoss Server
API should be registered with an individual license and there is no option to share a single
license between multiple server installations or migrate a license from one server installation
to another. The DiskBoss Server API library allows one to control a single DiskBoss Server on
the same host where the client application is running on or multiple DiskBoss servers running
on a number of hosts connected to the same local network.

Managing Multiple Storage Devices Using a Single DiskBoss Server

Client application and DiskBoss service are running on the same host

- Control File Managements Operations

- Configure and Control DiskBoss Server
- Manage File Management Commands Client Application
- Save Reports to Files or a Database

DiskBoss Server API Library

t Inter-Process t Communication i

DiskBoss Service

ZS == Zas

Storage
Device X

Storage
Device 2

Storage
Device 1

In a single-host setup, the DiskBoss API library connects locally to the DiskBoss server, which
runs in the background as a service. The DiskBoss API library provides the user with the ability
to configure the server, setup user-defined file management commands, control file
management operations and save results to file reports or an SQL database. In a multi-host
configuration, the DiskBoss API library connects to one or more DiskBoss Servers through the
network allowing one to configure, manage and control multiple DiskBoss servers using a
single client application.

Managing Multiple DiskBoss Servers Using a Single Client Application

Single application connects to multiple DiskBoss Servers through the network

- Configure one or more DiskBoss Servers
- Manage File Management Commands Client Application

- Control File Managements Operations
- Save Reports to Files or a Database

DiskBoss Server API Library

I Corporate Network |

l l l

DiskBoss DiskBoss DiskBoss
Server 1 Server 2 Server X
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16.8 DiskBoss Server Options

Select the 'Tools - DiskBoss Options’ menu item to open the options dialog.

£ DiskBoss Options ? X
|=| General 2} Options 2
- Show Main Toolbar
| =4 Advanced Show Mavigation Bar
i Show Directeries' Buttons on MNavigation Bar
Ej—T—I Database Show Delete Confirmation Dialog
BT [ Minimize To System Tray
[ E-mail [] Start Minimized
Show Tasks Info on Status Bar
'l'ij Shortcuts Close Successfully Completed Operations
= Automatically Check For Product Updates
IE. Misc Use Internal Image Viewer
o [] Copy File Attributes
. n bl 1 Cil-T: b

[ save Cancel

The ‘General’ tab allows one to control the following options:

Show Main Toolbar - Enables/Disables the main toolbar

Show Navigation Bar - Enables/Disables the navigation bar

Show Directories’ Buttons on Navigation Bar - Enables/Disables directories’
buttons on the navigation bar

Show Delete Confirmation Dialog - select this option to show delete confirmation
dialog.

Close Successfully Completed Operations - select this option to automatically
close successfully completed file copy, move and delete operations.

Automatically Check For Product Updates - select this option to instruct DiskBoss
to automatically check for available product updates.

Use Internal Image Viewer - select this option to use the DiskBoss' built-in image
viewer as the default image viewer.

Copy File Attributes - select this option to enable default copying file attributes for
all file copy and move operations.

Copy File Timestamps - select this option to enable default copying file timestamps
for all file copy and move operations.

The ‘Shortcuts’ tab provides the user with the ability to customize keyboard shortcuts. Click
on a shortcut item to edit the currently assigned key sequence. Press the ‘Default Shortcuts”
button to reset all keyboard shortcuts to default values.

% DiskBoss Options ? =
|g EJ Gansial i Command Shorteut il
® Clear Selection Esc
Advanced &/ First ltern Home
£ % Lastltem End
Database % Previous ltem Up
|®| Previous ltem Left
E-Mail % MNext ltem Down
% Mext ltem Right
Shortcuts #| Open ltem Enter
. |®| Open ltem Return
= Mise L Heln F1 Y
A v Edit Default Shortouts
[ save Cancel
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The 'E-Mail' tab allows one to define an e-mail account to be used for sending e-mail
notifications. In order to enable e-mail notifications, select the 'Enable E-Mail Notifications'
checkbox and enter account details. In the 'SMTP Server Name' entry specify the host name of
the SMTP server that should be used to send notifications, enter an appropriate user name,
password and specify a source e-mail address to be used as the ‘From’ e-mail address for
DiskBoss e-mails. In order to test the specified email account, click on the 'Verify E-Mail
account' button.

% DiskBoss Options ? X

Enable E-Mail Motifications ~ Verify EMaill Account ...

ML
Database
E-Mail

Source E-Mail Address: | diskboss @yourcompany,com |

[
SMTP Server Name: |ma||.yourc0mpany.com

B'| Shortcuts
U SMTF User Name: diskboss Password: |eessssss

Use Secure Connection: | S5L

-

Ej Save

Cancel

The 'Database' tab allows one to configure an ODBC data source to use to export disk space
analysis, file classification, duplicate files, file search and disk change monitoring reports to an
SQL database. In order to enable database exports, specify the ODBC data source name, user
name and password to use to connect to the SQL database.

% DiskBoss Options ? X
Enable ODBC Interface o Verify .., Clear
Advanced
[
Database
M| E-Mail
i DDBC Data Source: |M\r5QL Server |
| Shortcut
u L User Name: |d|skboss |
v
";E Misc Password: LIETTIT T |
| M n... ¥
| save Cancel
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The 'Reports' tab allows one to keep a user-specified number of reports in the reports
directory or the reports SQL database while automatically deleting old reports and freeing up
the disk space. These features are especially useful for fully automated disk space analysis,
file classification, file search or disk change monitoring operations when the user needs to
keep a history of report files in a reports directory or a history of reports in an SQL database.

£ DiskBoss Options ? X

Keep Last Report Files: | 100 = |
Keep Database Reports: i 100 :|
Reports Date Format: DD-MON-YYYY -
CSY Reports Delimiter: Comma (,) -
Save File Categories [] save Compressed Report Files

] save Cancel

By default, DiskBoss keeps all reports in the reports directory or the SQL database. In order to
enable automatic report management, open the 'Options' dialog, select the 'Reports' tab and
change the 'Report Files' or 'Report Database' options to appropriate values.

The 'Report Files' option is applicable to HTML, text, Excel CSV, XML and DiskBoss native
reports saved to a reports directory or to the user's home directory using the DiskBoss server
or the command line utility. After saving each new report, DiskBoss will check if there are too
many reports of the same type (HTML, XML, CSV, etc.) in the reports directory and delete old
reports according to the user-specified configuration.

The 'Report Database' option is applicable to reports submitted to an SQL database using
the DiskBoss GUI application, the DiskBoss server or the DiskBoss command line utility. After
saving each new report to the database, DiskBoss will check if there are too many reports
from the same host computer, for the same set of disks or directories and delete old reports
according to the user-specified configuration. For example, if reports from two different
servers are submitted to the same SQL database, DiskBoss will keep in the database X last
reports for each server.

The 'File Categories' option allows one to enable/disable exporting of file categories to HTML,
text, Excel CSV and XML reports. Second-level file categories are available when reports are
saved using the DiskBoss GUI application manually. Automatically generated reports or
reports saved using the DiskBoss command line utility always saved without file categories.
When the 'File Categories' option is enabled, DiskBoss GUI application will save second-level
file categories to HTML, text, Excel CSV and XML reports.

The 'Compressed Reports' option allows one to save automatically generated HTML, text,
Excel CSV and XML reports as compressed archive files.
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The ‘Advanced’ tab provides the following configuration options:

¥ DiskBoss Options ? *
=/=| General * | Maximum Number of Tasks: ! 50 = |
|& "-' Advanced Maximum Mumber of Errors: | 1000 Total = | | 100 Consecutive = |
IE&I.—W Database : : .

EEEH Reports and Data Directory: |Jsers \alex-s\AppData'Local'\DiskBoss Ultmate'\data |
' E-Mail
|—| Save Task Logs Im: ID:'IDiskBoss'l.Tasks |
| Shortcuts
Save Error Logs In: |D: \DiskBoss\Errors |
!= Misc
o
i i Send Error Notifications To: |disld:aoss@yourcompany.com |
| /M  Decsae

[ save Cancel

« Maximum Tasks - According to the selected value, DiskBoss will save results for X
last operations (such as search, classify, analyze, etc.). For detailed information about
task management capabilities refer to the ‘Task Management’ section in this
document.

« Maximum Errors - use this option to set the maximum number of errors for all file
management operations. If a file management operation such as copy, move, delete,
synchronize will reach the specified maximum number of errors, the operation will be
aborted.

« Maximum Consecutive Errors - use this option to set the maximum number of
consecutive errors for all file management operations. If a file management operation
such as copy, move, delete, synchronize will reach the specified maximum number of
consecutive errors, the operation will be aborted.

- Data Directory - use this option to set the directory where DiskBoss should save the
user generated data such as user-defined commands and file system signatures.

« Save Errors Logs In - enable this option and specify an existing directory to
automatically save all error logs to the specified directory.

e Save Tasks Logs In - enable this options and specify an existing directory to
automatically save tasks logs to the specified directory.

« Proxy Configuration - Periodically, DiskBoss connects to the product's web site and
checks for available product updates. If DiskBoss is installed on a computer connected
to the Internet through an HTTP proxy, use the proxy configuration options to set a
custom HTTP proxy configuration.
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16.9 Registering Product

Licenses for DiskBoss Server and DiskBoss Enterprise, discounted license packs and various
license bundles may be purchased on the following page:

http://www.diskboss.com/purchase.html

After finishing the purchase process, wait for the following two e-mail messages: the first one
with a receipt for your payment and the second one with an unlock key. If you will not receive
your unlock key within 24 hours, please check your spam box for e-mail messages originating
from support@flexense.com and if it is nor here contact our support team.

£ Register DiskBoss Server ? x

Evaluation Copy (31 Days Left)

Customer Mame: ‘ | (_;f)

Unlock Key: ‘ | Register

= Buy Now Manual Registration Close

After you will receive your unlock key, start the DiskBoss client GUI application and press the
'Register' button located in the top-right corner of the window. On the register dialog, enter
your name and the received unlock key and press the 'Register' button to finish the product
registration procedure.

% Message Pt

'6' Product Registration Successfully Completed

If the computer is not connected to the Internet, press the 'Manual Registration' button, enter
your name and the provided unlock key, export a product ID file and send the product ID file
to support@flexense.com. Once you will receive an unlock file, open the manual registration
dialog and import the received unlock file.
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17 Appendix
17.1 Installing and Configuring MySQL Database

DiskBoss Server is capable of saving disk space usage analysis, file classification, duplicate
files, disk change monitoring reports in an SQL database. Reports may be saved manually or
automatically using the DiskBoss periodic jobs, DiskBoss Server or the command line utility
periodically executed by the Windows built-in task scheduler.

In order to configure DiskBoss to use the MySQL database, the user needs to install the
following two components: the MySQL Server and the MySQL ODBC connector. First of all,
let’s install the MySQL Server. Download the latest version of the MySQL Server from the
MySQL web site and start the setup program. On the setup type page, select the ‘Typical’
setup type and press the ‘Next’ button. By default, the setup will install the MySQL server and
a command line utility, which will be used to configure the MySQL server.

45 MySQL Server 5.1 - Setup Wizard

Setup Type
Choose the setup type that best suits your needs.

Please select a setup type.
(@ Typical
s Common program features will be installed, Recommended for
'-h .| general use.
() complete
-— All program features will be installed. (Requires the most disk
Vo R =)
[y3 space.
O Custom:
— i Choose which program features you want installed and where they
a7 - ! will be installed, Recommended for advanced users.
S
<o ==

On the next setup page, select the ‘Configure the MySQL Server now’ option and press the
‘Finish’ button. The setup program will open a MySQL configuration wizard allowing one to
configure basic server settings.

35 MySQL Server 5.1 - Setup Wizard *

Wizard Completed

Setup has finished installing MySQL Server 5. 1. Click Finish to
exit the wizard,

Configure the MySQL Server now

Lise this option to generate an optimized MySQL config
file, setup a Windows service running on a dedicated port
and to set the password for the root account.

[] Register the MySQL Server now
Use this option to register this MySQL server with

SunConnect service, to receive automatic update
¥ notifications on future releases and other free offerings.
A browser window will open briefly to allow you to
— complete the registration.
MySsalL
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On the next setup page, select the ‘Detailed Configuration” option and press the ‘Next’ button.
The detailed configuration mode is required to configure the MySQL server for maximum
database performance.

MySCOL Server Instance Configuration Wizard

MySQL Server Instance Configuration

Configure the MyS0OL Server 5.1 server instance,

Please select a configuration type.

(+ Detailed Configuration

" Choose this configuration type to create the optimal server
setup for this machine,

™ standard Configuration

— Use this only on machines that do not already have a MySQL
senver installation, This will use a general purpose configuration
for the server that can be tuned manually.

Cancel ]

On the next page, select the ‘Server Machine’ option, which is the most balanced configuration
for typical DiskBoss workloads. If the server is intended to process large volumes of reports
and is dedicated for DiskBoss, select the ‘Dedicated Server’ configuration option.

MySQL Server Instance Configuration Wizard

My5SQL Server Instance Configuration
Configure the MySOL Server 5.1 server instance,

Please select a server type. This will influence memary, disk and CPU usage.

" Developer Machine
= This is a development machine, and many other applications will
be run on it. MySQL Server should only use a minimal amount of

memary.

¢ Server Machine

Several server applications will be running on this machine.
\g Choose this option for web/application servers, MySOL will have
medium memory usage,

" Dedicated MySQL Server Machine

| This machine is dedicated to run the MySQOL Database Server. Mo
y other servers, such as a web or mail server, will be run. MySQL
will utilize up to all available memory.

< Back Cancel
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On the next page, select the ‘Non-Transactional Database’ option. DiskBoss does not perform
concurrent insert or modify operations on the database and a transactional database is not
required. Moreover, configuring the MySQL server as a non-transactional database will
significantly improve the performance of database import operations.

MySOL Server Instance Configuration Wizard

MySQL Server Instance Configuration

Configure the MySOL Server 5.1 server instance.

Please select the database usage,

(" Multifunctional Database
=) General purpose databases. This will optimize the server for the
j use of the fast transactional InnoDE storage engine and the
high speed MylSAM storage engine,

(" Transactional Database Only

-_‘! Optimized for application servers and transactional web
=L applications. This will make InnoDB the main storage engine.
WS pote that the MyISAM engine can still be used.

(+ Non-Transactional Database Only

. —| Suited for simple web applications, monitoring or logging
_ﬂr—" ~| applications as well as analysis programs. Only the
- non-transactional MylSAM storage engine will be activated,

< Back ] Cancel ]

On the next page, select the ‘Manual Setting’ option and set the number of concurrent
database connections to 5, which is the optimal number for typical DiskBoss installations.

MySCL Server Instance Configuration Wizard

MySQL Server Instance Configuration

Configure the My5SQL Server 5.1 server instance,

Please set the approximate number of concurrent connections to the server,

" Decision Support (DSS)/OLAP

- Select this option for database applications that will not require
w a high number of concurrent connections, A number of 20
connections will be assumed.

" Online Transaction Processing (OLTP)

Choose this option for highly concurrent applications that may
have at any one time up to 500 adtive connections such as
heavily loaded web servers,

+ Manual Setting
% Please enter the approximate number of concurrent
{l |

Concurrent connections: 10 -

Cancel
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On the next page, enable TCP/IP networking and if the server will be accessed from other
computers on the network, add a firewall exception for the MySQL server port. In general, a
single MySQL server may be used to collect reports from multiple DiskBoss installations using
remote ODBC connections.

MySOL Server Instance Configuration Wizard

MySQL Server Instance Configuration

Configure the MySOL Server 5.1 server instance.

Please set the networking options,

[V Enable TCP/IP Networking

Enable this to allow TCP/P connections. When disabled, only
local connections through named pipes are allowed.

Port Number: {3305 «| [ Add firewall exception for this port

Please set the server SOL mode,

¥ Enable Strict Mode

This option forces the server to behave more like a traditional
database server. It is recommended to enable this option.

< Back ] Cancel ‘

On the next page select an appropriate character set. By default, DiskBoss uses the UTF-8
character set to store names of files and directories, but if there is no need to process Unicode
file names, this option may be set to the standard Latinl character set.

MySCL Server Instance Configuration Wizard

MySQL Server Instance Configuration

Configure the MySOL Server 5.1 server instance,

Please select the default character set.

¢ Standard Character Set
Makes Latin1 the default charset. This character set is suited for
English and other West European languages.
" Best Support For Multilingualism
H Make UTFS the default character set. This is the recommended
character set for storing text in many different languages.

" Manual Selected Default Character Set / Collation

Please specify the character set to use,

Character Set: latin1 -

< Batk ‘ Cancel
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On the next page, select the ‘Install as Windows Service’ option and select the ‘Include Bin
Directory in Windows PATH’ option. The PATH option will enable execution of the MySQL
command line utility from any location.

MySOL Server Instance Configuration Wizard

MySQL Server Instance Configuration

Configure the MySOL Server 5.1 server instance.

Please set the Windows options.

[V Install As Windows Service

e

C

This is the recommended way to run the MySQOL server
on Windows.

Service Name: MySGL -

¥ Launch the MySOL Server automatically

¥ Include Bin Directory in Windows PATH

Check this option to incude the directory containing
the server / client executables in the Windows PATH
variable so they can be called from the command line.

Cancel ]

On the next page, select the ‘Modify Security Settings’ option and specify a root password for
the MySQL server, which later will be used to configure regular MySQL users.

IySCL Server Instance Configuration Wizard

My5SQL Server Instance Configuration

Configure the My5SCL Server 5.1 server instance,

Please set the security options.
v Modify Security Settings

Mew root password: gL i Enter the root password.
Lruat | Confirm: i Retype the password,

[~ Enable root access from remote machines

[~ Create An Anonymous Account

This option will create an anonymous account on this server,
Please note that this can lead to an insecure system.

Cancel

< Back

That’s all. Press the ‘Next’ button to finish the installation procedure.
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Configuring MySQL Database

The MySQL database provides the 'mysqgl' command line utility, which may be used to
configure the database and the user account to be used by DiskBoss.

‘ B8 Command Prompt - O *

MySQL Community Serve

' to clear the current input

' identified by 'd

@*localhost’;

In order to configure the MySQL database, open the command prompt window and type the
following command:

mysql —u root -p
This command will start the ‘mysql’ command line utility and login to the MySQL server with
root permissions. The user will be asked to provide the root password, which was specified

during the MySQL server installation procedure.

Once logged in, the user needs to create a database that will be used by DiskBoss to store
disk space analysis reports. In order to do that, type the following command:

create database diskboss;
Now, add a user account that will be used by DiskBoss to submit reports to the database.
Single quotes are required and should be specified exactly as displayed.

create user ‘diskboss’@’localhost’ identified by ‘password’;

Now, grant permissions to the user account using the following command:

grant all privileges on *.* to ‘diskboss’@’localhost’;

Finally, flush user privileges using the following command.

flush privileges;

That's all. Now the MySQL server is fully configured. In order to disconnect from the MySQL
database, just type 'quit’ in the command window.
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17.2 Configuring MySQL ODBC Data Source

DiskBoss connects to the MySQL database through the ODBC interface. Download an
appropriate version of the MySQL ODBC connector from the MySQL web site and execute the
setup program. There are no critical configuration options in the MySQL ODBC connector
installation procedure and the user can just press the ‘Next’ button until the last page keeping

the default configuration options.

'-3: ODBC Data Source Administrator

System Data Sources:

User DSN  System DSN  File DSN  Drivers  Tracing Connection Pooling  About

Name  Driver

Cancel

Add..

Hemove

Canfigure

~.» An ODBC System data source stores information about how to connect to the indicated data provider.
o| A System data source is visible to all users on this machine, including NT services,

Help

After finished installing MySQL ODBC Connector, open the Windows control panel and select
‘Administrative Tools — Data Sources (ODBC)’. On the ODBC Administrator window, select the
‘Systemm DSN’ tab and press the ‘Add’ button. On the next page, select the ‘MySQL ODBC

Driver’ and press the ‘Finish’ button.

Create Mew Data Source

Select a dnver for which you want to set up a data source.

MName Yersion L
Microsoft ODBC for Oracle 10.00.16259.15
Microsoft Paradox Driver (".db ) 10.00.16299.15
Microsoft Paradox-Treiber {*.db ) 10.00.16295.15
Microsoft Text Driver (" txt; ".csv) 10.00.16299.15
Microsoft Text-Treiber ("txt; “csv)  10.00.16295.15
MySGL ODBC 5.1 Driver 5.01.08.00

SQL Server 10.00.16299.15 %
€ >

o
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On the next page, enter a new data source name, which will be used by DiskBoss to connect
to the database. Specify the name of the host where the MySQL server is running on and
enter the MySQL user name and password that should be used by DiskBoss to connect to the
database. Finally, select the name of the database that should be used to store disk space
analysis reports. After finished specifying all the required information, press the ‘Test’ button
to check the database connection.

MySOL Connector/ODBC Data Source Configuration X

T
MysoL”

Connector/ODBC

Connection Parameters

Data Source Mame: | DiskBoss SQL Database |

Description: | DiskBoss SQL Database |

(®) TCP/IP Server: ||'3':'5'"'"‘3'5t | Port: |33UG |

() Mamed Pipe:

User: | diskboss |

Password: | sSanEnase |

Database: | diskboss % | Test

Details >> Cancel | Help

Configuring DiskBoss Database Connection

In order to configure DiskBoss to use the installed MySQL database, open the options dialog
and select the ‘Database’ tab. Enable the ODBC interface and enter the name of the ODBC
data source, the database user name and password that were specified for the ODBC data
source. Finally, press the ‘Verify’ button to check the DiskBoss database connection.

%, DiskBoss Options ? X
Enable ODBC Interface |~ Verify .., Clear
ODBEC Data Source: |MvSQL Server |
lij Shastuts User Name: |d|skboss |
B A
L:'U! Misc Password: (XTI TTTIT Y] |
s I w

| save Cancel |
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17.3 Supported Operating Systems and System Requirements

Supported Operating Systems

Windows XP

Windows Vista

Windows 7

Windows 8

Windows 8.1

Windows 10

Windows 11

Windows Server 2003
Windows Server 2008
Windows Server 2008 R2
Windows Server 2012
Windows Server 2012 R2
Windows Server 2016
Windows Server 2019
Windows Server 2022

System Requirements

Minimal System Requirements

2 GHz or better CPU

2 GB of system memory

100 MB of free disk space
Supported Operating System

Recommended System Requirements

2+ GHz dual-core CPU

4 GB of system memory

200 MB of free disk space
Supported Operating System

DiskBoss Enterprise System Requirements

2+ GHz quad-core CPU

8 GB of system memory

1 GB of free disk space

Supported 64-Bit Operating System
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